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Overview

Power Grid Expert Operator Decision Model (ODM)

Applications
Training: PNNL distributed training demonstration
Evaluation:
Analysis/design of operator displays

Experiment assessing effectiveness of user
Interface/display/visualization options

Conclusions
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DBackground

Large scale blackouts highlight
major issues/challenges for power
Industry
August 1996: 30,000 MW
8M customers
~24M people
August 2003: 62,000 MW
6M customers
~50M people
Lack of Situation Awareness (SA)
Identified as principal cause in 2003
=»increased interest in training for SA

=»ncreased interest in developing and
testing new displays and visualizations
that enhance SA.

Before 2003 blackout y

-

NOAA Satellite Imagery.
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Presenter
Presentation Notes
Prior to the black out of August 14, 2003, only a small fraction of power system operators had ever trained with realistic operator training simulators. Following the blackout, the North American Electric Reliability Council (NERC) Emergency Operations Recommendation No. 6 required that: “All reliability coordinators, control areas, and transmission operators shall provide at least five days per year of training and drills in emergencies, using realistic simulations, for each staff person with responsibility for the real-time operation or reliability monitoring of the bulk electric system. This system emergency training is in addition to other training requirements.”


http://upload.wikimedia.org/wikipedia/commons/e/ec/2003_North_American_Blackout_Before.jpg�
http://upload.wikimedia.org/wikipedia/commons/1/15/2003_North_American_Blackout_After.jpg�

Enhancing Performance Through Design
and Training Improvements

Operator Decision Model: An application of Cognitive Science
Power grid operations: Complex information processing and decision-
making activity
Complexity of grid can yield information overload
Display designs and visualizations impact performance

Human factors design and application of cognitive principles improve
displays and visualizations

Design Principles:

- Consistent user interface design
4 Efficient navigation between displays
; -~ Effective visualizations
- - Organizational principles
: | Error tolerance “??/
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Problem

Despite acknowledgment of the problem, most
current approaches are ad hoc:

Grid operator training generally lacks systematic
assessment and instruction based on critical learning
objectives

Design, development and evaluation of new tools or
visualizations similarly lack theoretical perspective and
comprehensive operational needs assessment
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Presenter
Presentation Notes
Despite this increased acknowledgment of the problem, most current approaches are ad hoc:
-- Grid operator training (even simulation based) uses scenarios but generally lacks systematic assessment and instruction of critical learning  objectives

-- Design and development of new tools and displays/visualizations does not rigorously address SA enhancement: follows a “bottom up” strategy that focuses on isolated user-system “transactions” rather than a goal-directed approach (such as using cognitive task analysis to guide design and evaluation).




Approach

We have adopted a Cognitive Engineering and
Naturalistic Decision Making (NDM) approach

We developed an integrated
for power grid decision making

Strongly influenced by sensemaking concepts applied to power
grid operational decision making

Incorporates concepts of SA, Recognition-Primed Decision
making, and Recognition/Meta-cognition

Distinguishes levels of expertise

Acknowledges important role of mental models and mental
simulations in the pattern recognition process...
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Presenter
Presentation Notes
An integrated model of NDM incorporates concepts of situation awareness (Endsley, 1997), recognition-primed decision making (RPD) (Klein, 1993), and recognition/metacognition  (R/M) (Cohen, Freeman & Thompson, 1997).


=
Integrated Decision Model

State of the system depends on time of day,

weather conditions, current /forecasted system
load, generation and transmission issues, ...

Situation

That affect the Generates

Which you
Assess by

Mental
Simulation

Action
Script Using your

Cues are on hundreds
of displays (system
Mental UERESTIA < mmary, alarm logs,
Models create abnormal summaries,
charts, map boards)
that reflect thousands
That activate Story of variables

(Patterns)

Additional mental simulation processes
occur following selection of a course of
action (action script) to test the course

of action Mental

Which you Mental Using your Models
Validate by Simulation

Initial processing of cues and patterns may
be modulated by a critiquing process, using

mental models and simulations, that occurs
' Realworid ) | Longterm | [Shortterm early in the RPD process of SA
_/ memory ‘ memory Pacific Northwest
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Presenter
Presentation Notes
Basic idea:
Identify and assess situation
Recognize cues and patterns, which activate “scripts” (plans)
Test scripts by running mental models
Take actions
Monitor consequences of actions

Here the initial processing of cues and patterns may be modulated by a critiquing process (using mental models and simulations) that occurs early in the recognition-primed process of situation assessment. Additional mental simulation processes occur following selection of a course of action (action script), as the decision maker examines or tests whether the proposed response action work as anticipated. The main advantage of this characterization is that it acknowledges the role of mental models in the situation awareness component of decision making as well as in response selection. 
�The shape-coding in Figure 1 is meant to suggest the primary locus and role of each of the processes in the human information processing system. The ellipses represent the external real world environment. The cues are part of the real world. They are also the boundary between the real world and the system operator. The rectangles with rounded corners represents deliberate controlled processes carried out in working memory (WM)—these may reflect rule-based activity or analytical/knowledge-based activity depending on the decision maker’s experience with the situation. The pure rectangles depict mental models that are retrieved from long-term memory (LTM). The metacognitive R/M Time Available or Quick Test is accommodated in the first mental simulation loop. The second mental simulation loop reflects the need for the system operator to assess and anticipate the impacts of their control actions. 

Situation—state of the system depends on time of day, current and forecasted system load and weather conditions, current and forecasted generation and transmission maintenance outages, etc. 
Cues—measurements from the system and data links, communications with personnel within and outside of the control room, reports on results of on-line analysis programs, results from operation planning studies and planning engineers. 
Cues are on numerous displays (system summary displays, alarm logs, abnormal summaries, charts, map boards and system overview displays) that reflect thousands of variables
An experienced operator will have a greater appreciation for various explicit and sometimes subtle variables than a novice operator. 

Developing SA consists of building a complete and consistent story based on cues and mental models
Action script used to test the “fit” of the story to the situation through mental simulation, which identifies possible contingencies





Power Grid Operations Context

An expert power system operator has thousands of
relevant mental models in memory

Mental models range along a continuum from simple to
complex
Required for but not limited to:

Physical, mechanical and electrical characterizations of different
system components and how they work together

The abillities, sensibilities, limitations and motivations of the system
operator’s extended team

Operating procedures and policies
Used to:

Validate that a complete and consistent Story has been built to
explain the current situation

Anticipate the effects of candidate control actions.

o
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Two Application Domains

Cognitive Task Analysis methodology identifies mental models
and cues that are critical to developing expertise

Training scenarios designed to focus on appropriate mental
models and cues

These inform the definition of performance measures and metrics

CTA methodology used to identify mental models and cues that
are associated with optimal performance

Design test scenarios to compare design options

Applicable models and cues inform definition of performance
measures and metrics.

o
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,Training Development & Management

ODM Framework supports training development and
management

Used to specify mental models/cues/patterns
These In turn help to define rigorous Learning Objectives

This structure organizes the development of training
scenarios

(this process is diagrammed on the next slide...)

Examples of learning objectives for a restoration scenario:

Understand need and process of tying Islands together

Reliability Coordinator and Balancing Authorities must collaborate to
achieve objective

Match the voltages so two islands can be tied
Observe flows and voltages to detect bad breaker status

Recognize that an open transmission line can be used ‘Wf/
to lower/raise voltage. Pacific Northwest
10


Presenter
Presentation Notes
We use this framework to define and tailor training scenarios to specific learning objectives.

Some of the most important learning objectives for today’s demonstration are shown here.
One of the higher-level learning objectives is to understand the need and the process of tying islands together.  An objective that is particularly relevant is the last one listed: recognizing that an open transmission line can be used to lower or raise voltage.  This objective is tied to an important mental model that is crucial to the solution.


Training Management Process

Create Another Training Exercise

Select
Problem

Domain

Run
Training

Identify
Specific
Learning

Objectives

s,

Revise Scenario as Required

Establish
Mitigation

Exercise and

Assess
Results

Rules or

Procedures

Develop/Refine

Training
Scenario

Specify
Cues
Patterns
Mental Models

Define
Observations
and
Performance

Criteria
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=
System Evaluation

ODM Framework supports system evaluation

Analyze and evaluate effectiveness of proposed process,
user interface design or visualization

Create alternative designs

Design experiment/study to compare effectiveness of the
designs

Conduct user studies and evaluations.
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Presenter
Presentation Notes
We use this framework to define and tailor training scenarios to specific learning objectives.

Some of the most important learning objectives for today’s demonstration are shown here.
One of the higher-level learning objectives is to understand the need and the process of tying islands together.  An objective that is particularly relevant is the last one listed: recognizing that an open transmission line can be used to lower or raise voltage.  This objective is tied to an important mental model that is crucial to the solution.


Evaluation Framework

Mental Model and Story Analysis
ODM and

Cognitive
Task
Analysis

State and Situation Awareness Level Analysis

Object and Action Analysis

Conduct Scenario — Script of Expert Operator
Communications

Learning

Performan Ce} Objectives, Base Case, Events, Roles

Scenario —{

Simulator Environment — Power System Simulator, Control Center Model,
Operator Consoles, Projection Map Board
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= .
Example 1: Training
PNNL Electricity Infrastructure Operations Center (EIOC)

Coordinated and distributed remote access to training
simulation among several collaborating operators

Multiple balancing authorities interact at the same time.
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Presenter
Presentation Notes
The demonstration has shown that a coordinated exercise involving a realistic scenario may be conducted with multiple, geographically-distributed operator/trainees. This contrasts with typical training scenarios in which operators travel to a common location and participate in training while co-located.  This not only saves money, but also provides a degree of realism that allows more effective training and testing on operator communications.  


http://www.spp.org/index.asp�
http://www.kcpl.com/index.html�

= Example 1: Training

System Restoration Scenario

“West” and
“Central” systems
are not connected

Must connect
these “Iislands” to
the whole system

Central

Solution requires coordination (shared SA)

and appropriate mental models. Pacific Northwest
15



Presenter
Presentation Notes
The scenario involves a system restoration. Put simply, system restoration involves in part connecting islands to the entire system. At this point, operators are several days into the scenario and they need to connect the West system, operating as a separate electrical island to the Central system. The voltages at the Homer station are high and the voltages at the Moses station are low. The voltages have to be matched more closely before the Breakers 8 and 9 at Moses can be closed to tie the West and the Central system together, thus connecting the island to the system.
In summary, the real-world problem is that data must be assimilated, voltages matched, and then the island can be connected to restore the system

After missing a critical mental model that the unloaded Homer–Moses line acts as a capacitor (Steps 11-37), the operators work through their process until they recognize that the cues do not match their initial mental model (Steps 38-42). The Central Operator (Steps 47-66 and 79) successfully applies the mental model of MVAR flow and bus voltages to detect that the Homer–Moses line must be open, in spite of the breaker indications showing that it is in service; and the solution for the interconnection then becomes apparent (Steps 106-120).
 
West’s Homer station is operating as a separate island from the Central Moses station. The Homer–Moses line is acting as shunt capacitor. It is about 75 miles long. Each mile of 230 kV generates about 0.3 MVAR of charging.
 



= Example 1: Training

Applying Framework to
the Scenario

Situation
= Two electrical islands

Mental Simulation
Voltage at Homer will decrease
Voltage at Moses will increase
Voltage will be close enough to
synchronize islands . Generates
using 115 kV breakers at Homer

Situation

Assess by Mental
Simulation

Using your
Cues

» High voltage at West
= Low voltage at Central
Actlon Script

Open Homer end

of Homer — Moses

Line Mental Models

Close Moses end = Open ended lineis like a

of Homer — Moses shunt capacitor

Line » Weak bus /strong bus \7/
Which you Mental Using your

Pacific Northwest
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Presenter
Presentation Notes
This slide redisplays the human factors framework with its associated decision making model that we have used to analyze the scenario and the actions of the participants in this training demonstration.  A collection of relevant facts is shown as examples that apply to each of the decision making elements or processes shown in the model.


= Example 1: Training

Applicable Mental Model:
“Open-ended line is like a shunt capacitor”

Equivalent Circuit for Overhead Line

When MW flow is zero, the
Natural Inductance line capacitance produces
/ MVARS

The MVARs produced will
I raise voltage at connected
= \ end.

Natural Capacitance

Critical Decision Making requirement:

A critical learning objective for the
restoration scenario is to understand,

recall, and apply this mental model.

Pacific Northwest
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Presenter
Presentation Notes
This mental model states that an open line acts like a capacitor.  The megavars produced in the open line, due to its capacitance, will serve to raise voltage at the connected end.  This mental model was a critical decision element – a specific learning objective that could be identified and associated with this scenario – that operators can take away from this training.  Due to this experience, it will be more available to them in the future….


= Example 1: Training
Analysis

Transcripts of team of experts in problem-solving
demonstration

Object Analysis — listing nouns in the transcripts to infer NDM
elements (cues, patterns, mental models)

Action / Object Analysis — listing verb and noun combinations in the
transcripts and control actions to infer processes (scripts, mental
simulations)

State and SA Analysis — assesses SA
Level

Mental Model and Story
Analysis — identifies mental models used
by operators.

o
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Presenter
Presentation Notes
The SA Level Analysis is performed by listing in a separate column, all the observations or questions about the system state. No elaboration is required. The entries for the SA Level Analysis indicate the SA Level for the operator that is speaking 
Level 1: perceiving critical factors in the environment
Level 2: understanding what those factors mean, particularly when integrated in relation to goals
Level 3: understanding what will happen in the near future.



p» Example 1: Training

Results

Analysis of illustrative scenario identified 72 objects and 55
action / object combinations.

Examples:

Objects Action/object combinations
faulty breaker position interconnect west and central
indicator areas
frequency specification Interfere with restoration efforts
Generator isolate line
generator MVAR output lower system voltage
independent islands make a note in system
indications of line flows synchronize islands
line breaker transfer line capacitance
line capacitance try to synchronize across breaker
line crews. update status boards. s
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Example 1: Training

Improving

|dentify cues, patterns, mental
models, scripts provide specific
criteria for feedback to reinforce
correct performance and mitigate
Incorrect performance

Unfolding Scenario —

X
00“60

Incorrect
path

This methodology Is used to assess:

Basic skills (e.g., communication
protocols)

Effective decision making (e.g., use of
effective mental models)

Collaborative problem solving strategies.

raining I\/Iana ement Process

Mental Modelz" | Level of Situation
Conversation Ohbjectives Cues Simulations Awareness

Len al:
-4, The voltage
ieha
ofthe
78 ©
“ezt
S

facent
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Presenter
Presentation Notes
The analysis converts all the tacit assumptions and knowledge of the expert operator into an explicit, clearly documented description that can be conveyed to less experienced operators.  Each step in the process can be documented with appropriate cues, patterns, mental models, or scripts that should be reflected in the trainees’ performance.  As pointed out earlier, at the basic skill level, we can identify through the transcript how the operators generally adhered to established communication protocols.  However, we can also identify a point in the scenario where the operators actions did not reflect that they were aware of certain critical concepts – embodied in a mental model that has been defined for the scenario.



= Example 1: Training

Excerpt From Transcript and HF Analysis

Mental Models' | Level of SitWation
h Ohjectives Simulations Awareness

He could have advised them at this point that the ihe 230\(\]
voltage at Homer could be lowered and voltage across = -

at Moses could be raised by disconnecting nce you e
Homer— Moses line from Homer and then re-
energizing it from Moses.

. (0}
hronlZINg the o

M al

model that the
unlo ade{ll Hil:- mer
He does not take the time to consider if there are Mosesline 22
taps on adjacent transformers that can be used

to control the weak bus at Moses. procedurs on

Open Weak end
First or Cloze the

west: < Centra . . 9 ] Strong End First.

* The Homer—Moses transmission is in fact a
voltage control device. enot Subetacion

* The taps on the 230/ 115 kV transformer might . - operatorsare
also be used to control the 230 kV bus when her as '
the 230 kV bus is weak. ion. - vohageswil

decreaze
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Presenter
Presentation Notes
The transcript excerpt shows that a critical mental model was missing at an early stage of the scenario. Central and West operators could have observed earlier in the scenario that voltage at Homer can be lowered and voltage at Moses can be raised by disconnecting the Homer– Moses line from Homer and the re-energizing it from Moses.
This knowledge follows from the mental model that’s illustrated on the next slide.



Training Implications

Application of ODM and cognitive task analysis ...
Enable more specific and rigorous performance criteria

Enable development of detailed training plan based on
defined cues, patterns, mental models, action scripts, etc.

Recorded operator actions and transcripts during training
scenarios may be analyzed to assess SA levels of each
operator at each step of the scenario

This provides the trainer with specific guidelines or
behavioral/performance indicators that identify possible
deficiencies—to which mitigations may be applied.

o
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Presenter
Presentation Notes
Traditionally, power system operator learning objectives are specified only at a general level, such as “the operator will demonstrate skills in interpersonal communication protocols in multi-balancing authority coordinated operations.” Based on the selected problem area and learning objectives, a training scenario is developed that includes problems that exercise the desired skills. In contrast, when informed by the more specific and rigorous concepts and performance criteria available in cognitive task analysis and naturalistic decision making approaches, a detailed training plan may be developed based on the operator’s demonstration of understanding (or lack of understanding) of requisite cues, patterns, mental models, action scripts, etc.  That is, instead of reacting to relatively gross behavior or outcomes, the trainer has specific guidelines or behavioral/performance indicators that identify possible deficiencies. With this information, the trainer may choose to interrupt the exercise immediately to discuss problems, or note performance gaps and review the incorrect or missing concepts in an after-action debriefing. In this way, we believe that training will progress more efficiently, and with an enhanced ability to identify deficiencies and enable greater transfer of training.


System Evaluation Applications | _
Example 2: Display/Visualization Analysis

PNNL project conducted
human factors and
cognitive task analyses
of dispatcher displays
and processes

We worked with
operators and
stakeholders to select
an appropriate “event”

We examined current
process and displays
through interviews,
documentation

We documented
process and identified
display and design
ISSuUes...

Process map (excerpt)
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» Example 2: Evaluation

Display/Visualization Analysis

‘Based on cognitive task analysis and detailed
examination of existing process and displays,
we developed specific recommendations for
Improvements in processes, displays and
visualizations.

==
———
———

I

i
1

——
-
]

i -:‘.!J\/Iodifications are ——

et 4 being implemented.
-——_.- \#
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http://upload.wikimedia.org/wikipedia/commons/6/6a/Pacific_intertie_geographic_map.png�

System Evaluation Applications _
Example 3: Evaluating Effectiveness of

Advanced Visualizations

Raw/tabular _ Under internally funded research within the
presentations dominate

today’s network EIOC, PNNL has developed a collection of
IPEEUEN (0D 2 _ analysis tools and displays/visualizations
i designed to improve performance

We are currently conducting simulation-based
studies in the EIOC (in collaboration with
IncSys and PowerSimulator) to evaluate
effectiveness of selected advanced

Advanced analysis and visualization tools aim to
provide real-time situational awareness to improve
= decision making

e
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» Example 3: System Evaluation

EIOC Experiment on Advanced Visualizations

Experiment compared standard operational processes and displays
with advanced visualizations in a simulation based scenario
ODM and cognitive task analysis constructs helped define mental
models and cues used in identifying performance measures
Results: data are being analyzed now...
Preliminary/informal interviews suggest
that operators immediately appreciated
and valued at least one of two advanced

visualizations over current processes and
displays.
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Conclusions

Naturalistic Decision Making paradigm and
associated Operator Decision Model, cognitive task
analysis methods, and standard human factors
analyses may be applied within a rigorous
framework to ...

Enhance operator training

|dentify training objectives and performance measures
Design new operational displays, processes and
visualizations

Provide a foundation for evaluating effectiveness of tools,
displays, processes and visualizations.

o
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For information...
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Frank L. Greitzer, PhD

Chief Scientist, Cognitive Informatics
Pacific Northwest National Laboratory
>4 frank.greitzer@pnl.gov

@ (509) 372-4251
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http://www.pnl.gov/coginformatics
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