Appendix: Psychometric Survey Instructions, sample item layout, rating attribute Definitions, and specific item wording 

Survey of Security Systems and Key Dimensions of Privacy

The following survey is part of a research initiative designed to understand how the public perceives new and existing security systems, technologies, and approaches that are designed to enhance the nation’s security.  The security systems described here are representative of a wide variety of systems with different uses, goals, and mechanisms and that are currently employed or planned for use in the United States.  Each of these systems has some impact on the individual, often in regards to personal privacy, and some impact on the whole of society. A critical question is: Do the costs (i.e., loss of time or privacy) to the individual outweigh the security benefits gained by society?

You will first review definitions/explanations of 12 different security systems.  Please read each of these definitions/explanations carefully before proceeding.  You will then review definitions of the 14 different rating scales that reflect different aspects of how a security system is perceived by individuals and the general public.  You will be asked to rate each security-related technology or program using the 12 rating scales. 

Responses collected through this survey will enable us to better understand (a) overall reactions of a small sample of the public toward systems with an array of goals and impacts and (b) how the different dimensions or attributes of a system drive the overall level of comfort or satisfaction. 

This information will be used to understand how approaches towards enhancing the security of the United States interact with the desire for privacy of the U.S. public.  The long-term goal of this research is to be able to understand the critical dimensions of privacy and how security systems could be best designed to address these needs. 

Participation in this survey is entirely voluntary.  No personal information is collected that can be used to identify respondents.

Definition of Security Systems, Technologies and Approaches


The increased federal government emphasis on homeland security has involved installing, planning, or improving many security systems.  Some of these systems rely on specific technologies, such as X-ray machines at airports, and others involve more elaborate approaches, such as surveillance and analysis of individual physical characteristics.  The definitions and explanations provided below are meant to help you understand more specifically what certain security systems and approaches involve so that you can consider this in your ratings.

	Security System


	Definition/Explanation

	Airport passenger and baggage screening
	Use of metal detector, X-ray, and explosive-detection equipment to identify prohibited items.

	Explosive detector canines
	Specially trained dogs that respond to traces of explosives; used at ferry boat lines, border crossings, and other security-sensitive locations.

	Hidden camera surveillance of individuals for gait analysis and facial recognition
	Planned systems would involve cameras in key locations to capture images of people for analysis by software or observers to evaluate possible intentions to commit terrorist acts.

	Data mining of individual business and financial transactions
	Centralized collection and analysis of personal transactions such as purchases and travel to evaluate possible involvement in terrorist activity.

	Passports with radio-frequency tags
	Passports will soon have miniature devices embedded within them that will emit a signal and can be read remotely at border crossings.

	Monitoring of internet and email 
	Centralized collection and analysis of your business and personal web-surfing and email communication to evaluate possible security risks.

	Location tracking through GPS in cell phones and cars
	Centralized monitoring of your location based on global positioning system (GPS) devices in your cell phone and car.

	Travel tracking through Secure Flight and other risk assessment systems
	Comparison of your personal information with No-fly lists, and analysis of your travel patterns to evaluate possible security risks.

	Trusted traveler programs to speed up security screening
	Individuals agree to more extensive background checks and storage of biometric data (iris of eye, fingerprints) after which they can pass through security screening more quickly.

	National Identity Card
	Identification cards issued by federal government, linked to state databases, with biometric markers such as fingerprints.

	Citizen Observers
	Federal policy encouraging citizens to report any suspicious or out-or-the ordinary activity, especially around sensitive locations such as airports or power plans, which may be indicative of terrorist activity.

	Radiation Monitoring at Border Crossings
	Use of Geiger-counter type sensors to screen incoming vehicles and cargo for radioactive material that could be used as a weapon, such as a dirty bomb.


Sample rating item structure

TRANSPARENCY
Please rate the following security approaches according to how transparent they are.
Definition of Transparency—The extent to which you understand what the security system does and can visualize generally how it operates, even if you cannot directly observe all of it.
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Rating Attribute Definitions and Item Wording
TRANSPARENCY
Please rate the following security approaches according to how transparent they are.
Definition of Transparency—The extent to which you understand what the security system does and can visualize generally how it operates, even if you cannot directly observe all of it.

CONTROL
Please rate the following security approaches according to how much control you have over their application.
Definition of Control—The extent to which you are able to determine the degree to which the security system is applied in various aspects of your daily life.  Examples of control might include such elements as whether you choose to travel (airport screening) or use certain Internet sites (network monitoring).
PERSONAL BENEFIT
Please rate the following security approaches according to whether you perceive a personal benefit that results from their application.
Definition of Personal Benefit—The extent to which there is a desirable outcome and benefit to the individual that follows as a result of applying the security system.  An example is safer travel following airport and passport screening.
NATIONAL SECURITY
Please rate the following security approaches according to whether you perceive an improvement in national security that results from their application.
Definition of National Security—The extent to which there is reduced risk of terrorists carrying out attacks within the United States.
ACCURACY
Please rate the following security approaches according to your perception of their accuracy.

Definition of Accuracy—The extent to which the security system properly detects and identifies risks or contains error-free records of your personal information.

EQUITABLE
Please rate the following security approaches according to your perception of how equitable they are in application.

Definition of Equitable—The extent to which the security system is applied equally to individuals without regard to social or economic standing.
VALIDITY
Please rate the following security approaches according to how valid you think the system or technology is.
Definition of Validity—The extent to which the security system actually addresses a real threat and uses appropriate data to identify that threat.
RISK OF DISCLOSURE
Please rate the following security approaches according to risk of disclosure of private information.

Definition of Risk of Disclosure—The extent to which the likelihood that private information about you or some aspect of your life (such as your financial or medical records) would be disclosed without your knowledge or permission.
RISK OF FALSE IDENTIFICATION AS A SECURITY PROBLEM
Please rate the following security approaches according to your perception of the risk of false identification as a security problem.
Definition of Risk of False Identification as a Security Problem—The likelihood that the security system would falsely classify you as a criminal, terrorist or other “risky” individual requiring potential legal intervention.

RISK OF FINANCIAL LOSS
Please rate the following security approaches according to your perception of the risk of financial loss as a result of their application.
Definition of Risk of Financial Loss—The likelihood that application of the security system might lead to false charges to your credit cards or money being removed from your bank accounts.
RISK OF EMBARRASSMENT
Please rate the following security approaches according to your perception of the risk of embarrassment.
Definition of Risk of Embarrassment—The likelihood that the application of the security system would lead you to feel ill-at-ease, uncomfortable, self-conscious, or ashamed.

INTRUSIVENESS
Please rate the following security approaches according to your perception of their intrusiveness.
Definition of Intrusiveness—The extent to which the security system is forced upon you without invitation or permission.
RISK OF CIVIL LIBERTIES INFRINGEMENT
Please rate the following security approaches according your perception of the risk posed to civil liberties.

Definition of Civil Liberties Infringement—The extent to which you believe the security system might violate your constitutionally protected rights.

ACCEPTABILITY
Please rate the following security approaches according to how acceptable they are.

Definition of Acceptability—The extent to which you approve of the security system and believe it should be implemented as a routine approach.
