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It's Hfgh- Tech
Crime Fightfng

It was his keen observational skills, instinct and ability to notice
the subliminal that enabled Sherfock Holmes to solve investiga-
tions that others could not. Without a doubt, this fictional
character's talent and success rate made him the most sought
after detective in the 1800s-era London.

Today, law enforcement officials rely on smarts and intuition to
sohve crimes, but they also can tap into additional resources—
such as science and technology—to aid in the investigative

Process.

Innovative science and technology provided by the Department
of Energy's Pacific Northwest National Laboratory, located in
Richland, Washington are producing forensic and investigative
support tocls—tools that help put offenders hehind bars.

it's elementary, dear Watson, Or so the fictional Holmes would
say. Pacific Morthwest is helping by providing resources at the
grassroots level—city, county, state and federal agencies. Dur
diverse capabilities range from visualization software that groups
similar evidence, to fingerprint analysis technigues and grownd
penetrating radar devices to "look"” for buried bodies.
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PRI SM «s« Investigating Airline
Cr.a shes —.-"-‘.-::-::i dents or TEr'r'Ur'i st .r'fh::s
America held it beeath as I'.r.|.g;|.-|: sevnies froan TN F|ig]'.|l! A" Mashed across TV swees

several years ago. Although it was determined the plane did noe go down as a nsult ol 2
banimily, thiat I:'ig-l.'-l:l}' Wi a w:kﬂ-up call for Americans concerning termrist and

eriininal ﬁrg.'lli:la[i.uns who have the al.'rilil].' o shoot down a commeercial airliner—
anywhere in the wordd—with a Man-Fortable Air Diefense Systern (MANPADS),
mﬂ:mr.‘ml}' kenewwn as a shoulder-fired missile.

Ofter, it's a lengrhy and difficult task o determine if a plane was shot down using
such a weapon, But a computer tool developed by Facific Northwest will—for the
Fizse tine E¥er—jrive InVustigators instut access o critical information mecded -|!||J:ri.1'.|g
the investigative and evidence gathering proces. Devidoped for the Fediral Bareau of

R ADoctle: Renutession [nvestigation and the Department of Defense, nesearchers wamed with the Naval Air

the: Investigation of Suspected Warfare Center at China Lake to develop a Portahle Resouree for the Investigation of

MANPADS) is & powerful tool Suspected MANPADS Lncidents (PRISM). PRISM enables investigaroes t quickly

developed by the | aboratory determine and identily physical and trace evidence that can help evaluate it a plane

that helps investigators wits shaot diown using a MANPADS, PRISM cven cin hu‘lp determine the I::.-‘pr.ln.ﬂ
o source of the we Apten, roviding investigstors with information about whae

iaeditiuillafitony o look for and -:-'l::-. 1.}1': ]uuk.b}l = * =

erash was caused by a Man- :

Fhﬂ'.ﬂb‘& H’II:ILIMEF H"Ed Mﬁlﬁlh PRISM contains:

{MHNFADSI pmm even can *  MANPADS Tutorial that summarizes the terrorist threat, an airerafts vulaurabil-
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Its.a war tactic dating hack to the Gettfng to the
Revman Empire, The Brinish rested

i on Caruinard [dand off of Rﬂﬂt of the
Eepdand in 1043 . 7
land uninhabitable for S0 years Agrﬂterrﬂr
and |.:|1J|'|". Wnrld “ar [ Program, e
it imiplemented,; would have : Prﬂbfern
targemed the Uinited Smares Pacific
hwest regon. Although
higlogical weapons that rarger a
country's livesmock and crops
SOATIIT 1 %, hullers,
IS o apnel, they could he

terrihnaly effective.

The LLS: has few means so rapidly
detect, detend and chwart a

wing new threar of biclogical
attack direcred apains a nation’s

animals or crops. To hecome beere

ping Fu"fl-drpl.l:. shle
toals that wall aid in ausomaed

sample processing in order to

|1|||_1.-:|1ur.|-:. 1IN reaction 4
assays o adenofy a number of
signi ficant crop pathogens that
could potentally he usd
apainse LLE, neerests.

These PER-based crop
parhopen diagnostics can

also be of wse pencrally in

thi .1l:rir.||7|'.r.|| marker For
mare Fapid and specific
idennificanion af particular
disease apents. Similar

efores also are underway

at the Labaramry 1o

rapid dingn
foor safery, human and

armimal desense.




Developed by Pacific
Morthwest Mational
Laboratory, ScenePro
will revolutionize the
manner in which

emergency respondaers
and law enforcement
personnel gather and
record evidence,

Heep.-'ng Evidgence Ciose to the Vest—
SEEI’IEPI‘U

Teaming with Michols Research, our neearchers have developed an
E F
integrated system that will enable bw enlorcement persannel 1o
quickly docurment and trnsder vast amounes of information at

ST S0 s,

Called ScenePro, the system brings the Lavest in geographicil] infusma-
tion aystems together with muolomedia computing, in a small wnit thar
can be worn by the nser. Seenelre will enable law enforcement
officials to more efficientdy process complex erime scencs, better
recomastruet the seene, and even educe the pedential contamination

ol evidince.

ScenePro is a rugped, weatherprood unit that incorporates a 260
mecgaherts pen-basid computer system and integrates sophistcated
sofeware with a number of data collection wools:

»  Dhigital and sl cameras

* Woice to el recogmition

*  Handwriting to text recognition

*  Barcode scanner

*  Laser-rampe binder with AutoCADYS,

The syseem can store and ose savcdliee inages, terrain featunes maps,
architectural drawings, site plass and a host of other information vatal
1o a thosough investigation. SeenePro alse serves as a porable kbrary
with access o volumes of stored information, such as maps, Facility
Hoor plans, databases, reports, foems, inveirggiion and evidence
collection protoculs and scientific, technical and legal

rI.'!l.T-i.'II\'.'\'.' irLali Ii].l.
Here's how it works

If ScenePro was deployed ara murder scene, investigasors could use the
unit wer creare a detailed ‘map’ of the anea wsing laser
micasurements and AureCAD™ rechnology, Upon discos-
ery of the murder weapon, investigarors could instantly
link the evidence oo s peographical posiion, caprure stll
and viden images of the weapon, and record derailed audio

and text notes, The evidence could be recalled months or

vears lacer during a rial
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Tracki ng Down
Deadiy Pathogens
with

MALDI

Char sciencises are helping to track
down outlaws of another
kind. .. criminals or terrorisos wio
could potentially release biolegical
AEENTS AEAINST AN UNSUSPecTing
populace. When fully developed
and deployed, MALDT miass
spectrometry will be used in the
field for near real-time serceming
of suspected hiolegical agents.
The methodalogy 15 designed m
analyze and conbirm the identity
of suspect binlogical agents-—in
less than five minutes—providing
vital infarmanion necessary o help
direct the actions of emergency
respoinse and investEaive porsen:
nel. t-.!'n:-:.' minute ameonts ofF
marerial are needed by imvestipga-
tors to analyee for bactera in

forense smmphes. Tacific

|
1 ¥ Morthwess sciennsts ane
develeping a lihrary of
s .
- e hactemal 'uit:nJ.ru'r-.":" or

“fingerpnnes char supports

r|1|.' EEDEITI




Srarkight, an advanced three
dirmensianal visualization
techinology, has been developed
by Facific Marthwseest Maticnal
Laboratery fo help solve the
probles af informaticon
overload, Alrcady in use by the
L5 intelligence comrmmurity,
starlight can be applied to 2
variely of other lelds, such as
medical data arakysis,
erwironmental security and
current events monitoring

Erfﬁﬂg l"firflifg}if the Blizzard f,l'_)f

f fv:fdrmmca weith

Visuali?:atiml S{::'I;twarc

Facibiz Morghwese-developed sobramre wall help vesiyaeors sfi deough
the hizard of dam compiled in complex commal cges, “Sorlighe” andd
stmilar woals under development aishe Libocaore olles high- pesered,

three-dimenaonal, visualzanion rechnology originally developed o the

05 ."'.rn'.:,-',

Sramimr 2nables vsers 1o analyvee massve volures of inkrnaton

TAln et e e e B et ekl whd i [
conzained in various media, induding strocnared and wasmocioned e,
maps, digical data, vides and sven savellite imzzery Users concanalyas
informarion conrent as well 35 complex interec annns among indmadsl
elemencs of large mformanon collecoens. T powerhal copakilimes will
enalle law enforcement personnel to discover unscen paserns in sz

of the mosr nororious crimes,

A Pioture's Worth Thousands of Words

SPIRE {Spatial Paradigm far Infermation Retriess
and Exploration! provides a wealth of woals for
exploring infcrmaticn, including query, subset,
ang trend andivis toals. This suite of tools
allows the user o rapidly discover hidden
irformation relationships in pertinent law
erforcement documents,



Get SMART

Criminals dont always have boundarics. Murderers somenimes also commir rape
and robbery, Arsonists have g known o commit murder and rape, Law
enforcement, on the other handy has very distiner houndaries including federal,
stare, councy and acy In the larger agencies, thene are even boundanes berween
investigative uniss, [ a croiminal commirs several differens ppes of crimes within

the same district or jurisdiction, mrer- and Coomminications ineffi-

clencies may shacure the connecrion beow

Because the majorty of crimes are committed by repear offenders, the Washingron
Srate Legislanure provided funding to develop SMART— Superasion Manage-
ment and Becidivist Tracking, Through SMART, the Department of Correcrions
and the Arorney General Cffice and becal and stare law enforcement work
roether o manitor and orack vinlent offenders whoare under the Department of
Comections (DOC) supenvision. Currently, mfermanion abour offenders under
the supervision of a communiny corrections officer s pur on a boef field interview
report and forwarded on a weekly basis o dhe DO

Thar process soon will be aueemared with the help of Pacific Momhwest nesearchers
who are enhancing the SMART and the Homicide Investigarion Tracking Svstem
databases o include Geld interview reports data

Working with the Washingron Awormey General’s Dfce, Pacific Northwest wall

provide the stare’s law enforcement communiny with one of the nagon’s mos j’ -
- "o

advanced criminal investiganve svstems. The new svstem will provide; i

*  Onpe-on-one monitonng and tracking of violent offenders who are under £

;\a,|r-||,- SULPETVISHOIN

*  Theahilicy s search, anabyee and compardinformarion and cases with
agencies Ly Oieegon, [dahoand Califarnia e 1™

*  [nfermaricn wichin minures, cagtver thin days or weeks 7, e
«  Informartion unohrainabledn the past

*  Maps sﬁgwi.ng ]nq}in'ﬁa cfcrimies and the addressesof posable affenders thar

‘i that area
s montages of possible offenders

live or hawe [iv

s Theors

f man-hours netded 1o investgare vielent crimes,
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Defensibility of

Forensic Evidence—

CATCH Me By the Numbers

Recently, the entire coust svstem has been ;:||.|q.11.l.i|'-||i|:|3_'| the accuracy

it ‘}GU Cﬂ” and strength of seivntific testimony based on virtually all foons of

i ; . torensic evidenee, which investigators use to make probabsilistec
I Bing County, the Washingron Star
: ek statements that link 3 suspect o a crime scene. Statisticians af
Artorney Lieneral s Citice is ||-.'!|.:|:|.'_ s
| Pacific Morthwest are dieveloping methods for assessing the accuracy
ghiring :
1 A - and serength of forensic evidence, In collaboration with the forensic
b resting one of Pacih b
: community, our statisticians are devioping techniques toe
W FOITWIL MG Sy S0Eivls. | L' |'| -._|.||. I

* Walidating the prnciples behind new and existing forensic

i, micthods
ition of Homicides

; Assemsing error cates associted with bonmsic comparisons
meuifal merwork e discover unseen :
Dietermining the .-.Ln.'llgll:l o a link between evidenee and

!:'.I.':I.ll.'l.'| 5

daca.  The program lungs

cintild be the Woek of one peirso
CATCH is i collectson of toods tha
assist the crime wmalyst in the Uyvesng
T |

L |.:|.l|: 1 CATCH keirna

crisring crime cases in ohe HITS

caraiase using pardmerers denrified as

reristics of o
perwork clusters cases contalning similar
5, il e a lesse
BCImCIis, o
T i L
groups, | b Proximiny of chses Wit

e oiie Ciss Ill--I||-.'|- within the




Pacilic Morthwast has established dee
Croncal Infraseructure Protection and
Amalyils Laibomtore—CITAT—
dedicated o pemearch ond developoimi
bor new fechnologses and :.||-_-:.|1i|i|'.|.'-
neceisry to belposatemiand the nagion's
key infrastruciunes, Telecopmumunica
tios, jra, wil, power distributions,
transporiation, water and other
Pmportant systems an, in many case,
brateer Lo | inemeasany, their suscdpr
hilety to physical ar cybser attack: Tlhis
intercopneetivity conld cana: g
cascading effect througdout inbrastooe:
pures. CIPAL prowides o completely
pilated network for simolatid attacks
whime nevearchers, engineers and sers
b crtical inlrastrecture prstection-
rebated technolopie: cin addnss the
complete cvile of computer or nerwork
vitlneribilitics and islopmation
asvranes—iwithout the potential of
harming nad-wodld applicatons,

Ristearch within CIPAL focmsed on:
* Vilnerahility Simudation

* Plug and Play Vulnerabilicy

."'I.!l'l'..'.ﬂ mand

v Sntrwane Agents, @ cimpule
progrium that allows wib amalyses oo
guickly reviow and analyse loge

sty il '4"-!."1 pmninlionls

v Information

FLELET i Tt
e Advancod Sodpscan
* Ergrineering Processes
o Inbocmation Wartane

. SI.I!'.'I\.rl-i.'lll!'- Contnol &

Drata Acguisition
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Unlike: current metal detectors,
the system developed at Pacific
Morthwest detects all threats
or cantraband-from metad,

|:1.'|'.I||:, lcquiids, ol i Al ]

cerame; weapons hiddan
under clothing,

Reading Between the Lines...

Handwriting Analysis

Pacific Morthwest and che LLS. Poscal Inspection Service are collaboranng to make
che idennficanion of an mdviduwal s handwrirning more sciencfically defensihle, A
partion of this projecs involves the development of o compurer-assisted screening
ronl thar would group previnusly stored candidate wrirings thar closely resembles
the handwrinng on a questinned document, The analyses of handwntng o
determine the author of a document is used frequenty in faw enforcement and
security, However, the expertise of handwrinng examiners and thelr processes has
becn questioned in sevierl conrecases, This uncermainty creates a need for scien-
cific support for the methods used by the handwninng examiners and speaific
emphasis on the extstence and development of measurable, identifiable handwrir-

ng characrensics-and an auromared measuremenr and .1r|-\k|:l-"-l'-- SVRTE,

Through a joine research project warh document examiners from the U, 5, Poszal
Inspection Service, Pacific Northwest scanisticians, imaging analysts and compurer
scientiss are helping o define and develop smandards and procedurss for the
industry and an suromaced method for screening down to0a ser of candidare
writings thar match up with a questoned woong. [n el gescs, vang an arcficeal
neural neowork, mescarchers ac Pacific Morthwest have developed a compurter
program thar could potentially correctly identify the author of a doctament. [F
succeasful, this three-vear project is expecied w end with o defensible sarisccad
searement abour handwriting identification, some standardized procewses for dhe
handwriting examination community and & protorype automared screening oo,
Omice the system meets its design objectives, the Laboramery and che Pesral Inspec-
cion Service will idensify a commercial partner and explore the fessihiliny of
commercinlizing the auromaned protorype,

Looking for Hidden
ObjECtS « o« o« Non-Intrusive

H"eapnns Detection

Concealed weapons made of plasoe, cermmics and metal can he
derected with a holographic imaging systém developed ar Pagific
Mesrrhowesr. Like 2 OB radio that rmnsmics and receives, the holo-
graphic imaging system’s transceiver reflects a mllimerer-wave signal off the
body and any objects carned on st Unlike corrent metal desectors, the system
developed ar the Labortory derects all threats or coptraband—from metal,
plastic, liquirds, drugs and ceramic weapons lidden under clothing, The
|1|||4:-=_:rr|p|1i: inmgmg sptem was tested tn 19995 ar the Seactle-Tacoma,
Washineton, Internanional Arrpore. and was proven o he ideal for e

£ I F
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Getting
AID wien

Pacific Northwest
Developed
Ecﬁnalng Y

What lees heneach the surface may
nevt abways b what's expected. [n
Facs, hiding ohpecrs—from drugs o
contraband——has been a commeon
pracrce for criminals fur ceniines
Burt a new technolopy developed ar
the Labusmatory provides law
enforcement officials with a “peak

II'|'\-1|.‘II\. S LII\. §1 CONEAINIETS.

Called the Acoustic Inspection

Dievice, nor ALD, this innovative

technedngy enahlex users to
identify or discrimmate thie
contents of ligquid in sealed
contatiners Al also idennibes
¥
conceabed compartments that
could contain contrahand.
explosives, drugs or other
threats, &lreads 1n use at
mternational borders, AID
will be a powertul addinon o
the law enforcement commu

MIEREs Corcel l{i1i.



Anticipating Every Move...
'Ti'|'n.|:_l|' the Manonal Counter-MNarcotos Center, federal,
stare and local drug interdicrion farces will be tained o
operate in a coordinared, mregrared, and well-execured
Fashion; to antcipare and counter the agilinr of drag-
wrafficking organizations wo quickly shife oo pew sources,
pomites, and transc miethods; and o employ che lanest

mh-nlllll:_ﬂl = .I|'||‘| F TACTICES T .\_-I"l'.|'-|'r|'.'-c'|:l .:|||1'||'h.|r 1 ||.1|_I|

\

drug rafficking enrerprises. [n acoordance with
the architecrure and requirements developed by
researchers ar Facifc Mosthwest, the Cener will
employ inreractive simulation technology oo
*  Provide interoperability tratming
under realistic operational copdi-
I .|I|-\..II.|‘| ETVICCETIENCE
o Caprore lessons leamed From st
COLIMIET-NATCLEL R :'|I.|| Tk

- --||||| CT MINES1ICEN |.'|I| :l-\.||'|.

Some thing s
in the Air...

Clandestine
Drug Lab

Whar began with neghbors com-
plaining of problems ranging from
nausea and vomitng m headaches,
by the Tri-
Force in
shingron, Police

|1|:'|:|'r |'..'|'.'.._- |'-r|||':.._I|'|||.' CHARS [0y CIhieT

|'-.'|'|| T& Al ]".Il'lﬁl_' -"-.|||'.|'.-

WESE .%p-pl:rlr.:_: CREAETTIE 1IN CIvInEn-

which were analvead posicively for

stipnarures, indicating methampher-

Armane j'lrlll_‘ll.:_'r ne. TI -iI_I'-.|,'||_'| s Were

a | caded :_-||||r:.'.



Probing for Answers

Working with the Federal Bureau -:r|'1|1'|-'¢.'.-.l!il;.11i:|.l|:|. sur seientists are
u'.':n; a Baman Ef_x'cln:-ns.l:h.'r with a fiber -e:-|.1I:E|. |.l|:\-:r]:t|.' a4 an accurale and
reliahle forensic tool for the identification of potentially hatardous
chemicals in a vadery ol closed containers or on suelaces in the open
cavironment. The tool identifies isems such as chemicals azd hialogreal
warfare agents, toxios and culture media, huzardows industrial chemieals

and vaplosives. The ool boasts many benefits including:

o The .:.|1i.|iL'|.' to deteet .J.I1I'J .|||.:||.g.'.rL hazardous chemicals in clear or

trttslucent closed containers

[dimtilying an wnknewn content withuout

expuaing peoionnel to potential hatards

’ fod N . o
M:l:.lll:lnl.rlg thi nkcgerity of evideice

becanse handling the sample isnt necessary

5.1.|.1.'l:|' and health.

The Cﬁemiﬂry

behind Latent

Finger Printing

|._J'|'.'.:i:1|_; for latent ﬁng-.'rprin'r.-: % among the firse TS nffecers take
when investiganing a crime scenes Fluorescent reagents currently being
weed 1 process prines reace exclusively with the warer-based compo-
nenes of the latene pring, bur not with the lipid or oil based sub-
srances, which are more durable. Warer-soluble subsrances, on the
ather hand, often degrade in a relaovely shore time and fingerprine
ridge detail 15 easily destroved by exposure o the environmens making
it impossihle to develop an identifiable prine. Waring with the
forensic COMITIENICY, o4 reseagchers are |."\:|.15IIri'iI|__'| advanced ech-
niques with illuminating results—lirerallv. We are astempring o
develop a fluorescent reagent thar will react with the lipid companents
often found in latent prins, and are exploring methods io aleer che
rh;'.'nis-.'rr.l.- ol these ol hawd |ir|'-|.'| COMPONEnEs & thae the water bazed

Huarescent reagents will reace with them.




The Science of Investigation

Theze ane just 3 few of the many capabilities offered by Pacilic
Morthwest Mational Laboratoey tor ghe law enloreement eomeminity,
The Laboratory currently is lovking lor reearch partoers to develup

thuese and oither ||.'I..'LII-\.I-II|:i-\.'.'\..

Battelle opertes Pacific Northwest for the US. Department of
Energy. Battelle s a research and developement powerhouse with
laboratories located around the world. & unigue agreement berween
Baptelle and DOE mmables scientists at Pacific Northwest o consdoct
work for private and government organizations. For more inlommation,
crmutact wg at [-BES-375-FRNL or vt our webs site at

httpafwwwpalgos

For More Informartion Contact:

hefarlc "‘;-c'l__'lll'.l Steve Marmn
Program Manager Senwr Pogram Manager
Pacific Wonthwes: Matiopal Laboratnry Tacihic Morthwest Manopal Laboratory
i Bacrelle Blvd. 902 Barrelle Blwd. M5 K3-21
Richland, WA Qg352 Rachlared, WA QU352
Pl (S0E) 3724285 Phinne (50090 37 2 408h
Fax- (S0KF) 3724837 Fax (5009 375- 2484
e-mail: marksegurai®pnl.goy camail: steve,martin@ pnlgov

Weh site: htops! fwrane pl.gov

L TR R e |




