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Preface

ThewebOSB™ — Operational Status Boaff8is an operations planning and response tool. The
following documents were developed to support sysisers.

Theweb OSB Bill of Materials defines the hardware, software, and communicaqairements.

The OSB PC Client Software | nstallation Guide provides instructions for installing and configugithe
OSB PC-client application. The OSB client softwigrased to design and administer iliebOSB
system.

TheWeb 0SB UNI X Server | nstallation Guide provides instructions for installing and configwgithe
UNIX server component of th&¥ebOSB.

Theweb 08B PC Server | nstallation Guide provides instructions for installing and confiqugithe OSB
PC server component of the OSB client/server soéywackage.

This Web 0SB Data Management Guide provides the information needed to manage theuksd to
support the administrative, user-environment, deabmanagement, and operational capabilities of. OSB

Theweb 08B System Administration Guide provides information on Notification Service, dadae
security, and backup strategies for OSB.

TheOSB Online Help System explains how to use the OSB application, whictiesigned to help
operations personnel design and apply operatidatassboards.

TheWebOSB Help System explains how to use the web-based WebOSB appicati thewebOSB.

(a) WebOSB software was copyrighted by Battelle—Pacific NoristvDivision in 2004.
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Acronyms and Definitions

DBMS
EOC
0SB
PNWD
UNIX
WebOSB
WebOSB

Vi

Database Management System

Emergency Operations Center

operational status boards PC-client application
Battelle — Pacific Northwest Division
Generic name for the server operating system
operational status boards web-based appficat
comprised of WebOSB and OSB



1.0 WebOSB PC Server Installation

This document includes tivéebOSB PC server installation instructions required feeWebOSB™ —
Operational Status Boaf8 released by Battelle — Pacific Northwest Divis{@NWD).

WebOSB allows users to simultaneously add, edit, and \dgmamic information via electronic status
boards and shared reporisebOSB allows a single status board to be updated byiphelisers at
multiple locations to support multiple hazards.wNecords and updates are immediately stored in a
central database making all of the highly dynaneicisions and information available in real timelio
of the users. An internal notification mechanisnused to apply a visual indicator on open statasds
and shared reports to make users aware that nemmafion or decisions have been madebOSB
allows information to be automatically distribut@ckoss emergency operations centers (EOCs) and
hazards — increasing the availability of informatat an extended sit&vebOSB consists of two
operational status board applications: web-based®%B and PC-client based OSB.

The WebOSB application allows users to edit andrthee contents of pre-defined status boards.
WebOSB also allows users to add, edit, and vieweshaeports via the Internet Explorer. Using ausec
ID, WebOSB enables multiple users to add and ugdgtdy dynamic information to assists decision
makers during an emergency. WebOSB allows usdrifield to be a part of an extended, virtual EOC
The WebOSB application resides on the web server.

OSB is a client/server administrative applicatibattis physically located on a client PC. OSBundels
the status board Designer feature which allowsal ladministrator to add new status boards andtapda
the design of existing status boards. Newly cebataupdated status boards are immediately aveikabl
the extended user group via WebOSB. OSB not olydes the ability to add, edit, and view status
boards and shared reports — it also includes e&teqdery, reporting, and administrative functions.

For more information, see theéebOSB website (http://webosb.pnl.gov). If you have diges or need
additional copies of this document, please contact

W. David Millard

Battelle — Pacific Northwest Division
P.O. Box 999, MS K7-28
Richland, WA 99352

Phone: (509) 375-2947

E-mail: dave.millard@pnl.gov

(a) WebOSB software was copyrighted by Battelle—Pacific NoristvDivision in 2004.
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For the Windows PC server installation, the PCeseisrthe primary data and information storage and
distribution component. Its primary software elatseconsist of the Oracle database managementisyste
(DBMS) and the Notification Service. The prograsiscussed require a PC environment on a Windows
compatible PC running Windows 2000 or Windows XP.

The PC server installation release media is disteithon thevebOSB PC Server CD. The release media
contains the necessary scripts and data to pedarimitial installation or to upgrade an existin§®
application to the current version.

In addition, you will need Oracle media if you a@mstalling Oracle 8.1.7.
WebOSB on a PC server has the following components:

1. An Oracle database to store the highly dynamiaistadard information

2. WebOSB web service that allows users to add, véed,edit dynamic to status board
information via Internet Explorer.

3. A naotification service that makes WebOSB users avlaat changes have been made to status
boards and / or shared reports.

4. The OSB client software that allows a local adntraier to design and configure site specific
operations status boards. Additionally the OSBntlallows the administrator to manage user
accounts and control privileges for access to $ipestatus boards within WebOSB.

The following sections provide the steps and atiwito be performed to install and configure eaictine
first three components 9¥ebOSB. A separate CD and installation gui@sB PC Client Software
Installation Guide for WebOSB v1.5.4, is provided for the OSB administration tool.

The typical installation takes 2-4 hours to complen a new PC server.

Activity Sections | Time/Minutes
Installing Oracle 8.1.7 21-23 20-30
Building the Oracle Database 24-25 30-60

Creating Oracle database schemas and importing®&iWebOSB | 2.4-2.9 | 30-60
database

Installing Tomcat and WebOSB services 3.0 10-20
Installing WebOSB Notification Service 4.0 5-15
Validation / Troubleshooting 5.0 10-60
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2.0 Installation of Web OSB v1.5.4 Database

The following section contains instructions on ifigtallation of an Oracle database and the
configuration of thavebOSB v1.5.4 database on the system. Items that wileQaired to
complete this installation are as follows:

* Oracle8i v8.1.7 Server or Personal Oracle Edition
e  WebOSB v1.5.4 PC Server Installation CD
*  WebOSB v1.5.4 PC Serveé8I TE Database CD (optional).

2.1 Disk Space Required

The database requires that Oracle8i v8.1.7 datedwdiveare be installed on the PC. The amount
of disk space required for a minimal installatidriteese products is

« ~586 MB for Oracle8i or Personal Oracle8i
« ~500 MB-900 MB forwebOSB data files.

2.2 Installing Oracle8i Server or Personal Oracle
Edition 8.1.7 and Patches

Complete the following the steps to Install Oracte&rver or Personal Oracle Edition 8.1.7:
1. Insert the Oracle installation CD into the CD drive
2. Selectinstall/Deinstall Products on the window that appears.

Note: If window does not start automatically upon ingegtthe CD, clickstart > Run,
and entekCD DRIVE>:\SETUP.EXE .

3. Click Next in the Oracle Universal Installer — Welcome window

4. Verify the destinatiomameandpPath of theOracle Home directory (typically
C:\ORACLE\ORAS81), and clickNext .

5. Select Oracle8i or Personal Oracle8i Edition, diuk evext .
6. Selectcustom in Installation Types window, and clicdext .

7. Select/deselect the following recommended comparfenthewebOSB database in the
Available Product Components window.
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10.

11.

12.

13.

14.

M Oracle8i Server 8.1.7.0.0
4] Oracle HTTP Server 1.3.12.0.1a

] oracle Product Options 8.1.7.0.0

B Net 8 Products 8.1.7.0.0

¥ Oracle Utilities 8.1.7.0.0

B Oracle Java Products 8.1.7.0.0

& oracle Enterprise Manager Products 8.1.7.0.0
+¥ oracle Configuration Assistants 8.1.7.0.0

& oracle Development Tools 8.1.7.0.0

Oracle Installation Products 8.1.7.0.0

M Oracle Universal Installer 1.7.1.9.0
& oracle Migration Workbench 1.3.0.0.0
B Oracle Services for Microsoft Transaction Server 8.

K] oracle Administration Assistant for Windows NT 8.1.

¥ Oraclesi Windows Documentation 8.1.7.0.0

Click Next.
Click Next in the Component Locations window.
SelectNo in the Create Database window, and chiek: .

Click Install  in the Summary window.

Click okon the Error window that follows.

Click Next on the Configuration Tools window.

on the End of Installation window.

Installing Oracle8i Patch Set 8.1.7.4

Web OSB PC Server Installation Guide

May 18, 2005

1.7.0.0
7.0.0

Click cancel on the Net8 Configuration Assistant Welcome windbat displays after the
installation is complete.

The Oracle8i patch set 8.1.7.4 must be installest &racle8i Server or Personal Oracle
Edition 8.1.7.0.0 has been installed.

1. Click start >Run, and entegervices.msc

2. Stop all Oracle services that may be running. l@rservices start witbracleOra .

3.

Insert thewebOSB PC Server Installation CD.
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4. Click start > Programs - Oracle Installation Products - Universal Installer
5. Click Next on the Welcome window.
6. Browse to<CD drive>:\Oracle8174\Disk1\stage\products.jar for theSource...Path . Click
Next .
7. Clickinstall  on the Summary window.
Note: You may receive the following error message, if gadinot stop the Oracle services
that were running prior to this step.
Certain files which need to be reinstalled by Oracl e Universal Installer
are being used by one or more running services.
The following running services need to be shutdown:
OracleOraHome8iAgent
OracleOraHome8iDataGatherer
*Press “Help” for more information
Press “Retry” to try again
Press “Cancel” to stop this installation
8. Click Exit on the End of Installation window.

2.3 Configuring Oracle Network Components

Before the database instance can be installedNet®components and Listener need to be
configured. Complete the following steps to counfegthese.

2.3.1 Configuring SQLNet

1.

Click start > Programs - Oracle Oracle-OraHome81 - Network Administration >
Net8 Assistant
Go toNet8 Configuration > Local , and seleckrofile

Go to theNaming section, and select thvethods tab. Use onlyfNSNAMES as Selected
Methods . To add or remove selected items, usethel > buttons.

Click theoracle Names tab, and entaxorld as theDefault Domain
Click File on the menu bar, and selsate Network Configuration

Click onFile , and seleckxit .
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2.3.2 Setting up Oracle Listener

1. Click start > Programs - Oracle Oracle-OraHome81 - Network Administration >
Net8 Configuration Assistant

2. SelectListener Configuration in the Net8 Configuration Assistant: Welcome wing and
click Next .

3. Selectadd, and clickNext .

4. Use the default Listener nameSTENER, and clickNext .

5. Verify TCP is the only item in thgelected Protocols field on the Select Protocols window.

Use the<and > buttons to add or remove Selected Protocols.kGket .
6. Use the standard port numberief1 for the TCP/IP port number. Clidlext .
7. SelectNo for would you like to configure another listener? Click Next .

8. Click Next for Listener configuration complete! You will be returned to the Net8
Configuration Assistant: Welcome window.

9. Click Finish

2.3.3 Enabling NT Authentication

To enable NT Authentication, complete the followsigps.

1. Use atext file editor (such as WordPad) to edit th
C:\Oracle\orag81\network\ADMIN\sglnet.ora file.

2. Add the following parametersQLNET.AUTHENTICATION_SERVICES = (NTS) to the list of
parameters.

3. Save and close the file.

2.4 Building the Oracle Database

Complete the following steps to build the datalfas&/ebOSB v1.5.4.

1. Verify the user account you will use to build ambirénister the database is a member of the

ORA_DBAgroup account. The user account that installeti®nis added to this group
automatically.
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10.

11.

Note:

Web OSB PC Server Installation Guide
May 18, 2005

If you are using domain authenticated accountsPtbevill need to be connected to
the network for NT authentication to work.

Click start > Programs - Oracle Oracle-OraHome81 - Database Administration >
Database Configuration Assistant

SelectCreate adatabase , and clickNext .

Selectcustom for type of database to create, and chek: .

SelectMultipurpose  for Primary type of application that will be used. Clickiext .
Enter a number fatoncurrently connected users , and clickNext .
Note: Base this number on the number of PCs you expdst tesing to the OSB

application. The number needs to be at least théoserver itself.

SelectDedicated Server Mode for mode in which you want your database to opelogt
default. ClickNext .

Deselect th@racle Jserver , and verify that only the following items are cked for the
Select Options  that will be configured for use in your databasedow.

Advanced Replication
SQL*Plus Help

Click Next .

Enterfio.world  for theGlobal Database Name . fi0 will be automatically entered for tlsD.

Accept the defaulhitialization Filename location. ForCompatible Parameter  , select

8.1.0 . Donot select “Change Character Set”. Cliclext .

Note: If you are prompted to enter a password fortkenal  privileged account, cancel
the database creation, and verify Section 1.3.8blimg NT Authentication, was
completed successfully. Restart this sectionep $tafter changes have been made.

Accept the default locations and parameters foctheol Files if you are installing on a

system that has only one physical disk. If youehaultiple disks, locate the control files on
separate disks, whenever possible. To changeritheeldcation, only change the drive letter and
leave the file location path intact. Cliskxt .

Change each to the following for thee parameter of the tablespaces. Each tablespauos tha
going to be created by tlmeacle Database Configuration Assistant is represented by a
tab in this window. Use the defaulime File , Extent , andStorage parameters for all
tablespaces.
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System - 100MB
Tools — 3MB

User — 3MB
Rollback — 50MB
Index — 3MB
Temporary — 20MB

Click Next .
12. Accept the default location and parameters foRidue Logs . If you have multiple disks, locate
theRedo Logs on the separate disks, whenever possible. Togehttre drive location, only

change the drive letter, and leave the file locatiath intact. Clickiext .

13. Accept the defaultsheckpoint Interval , Checkpoint Timeout  , andArchive Log . Click
Next .

14. Accept the defaulsGAparameter information, and clickext .

15. Accept the defaultrace File Directory locations, and clickiext .

16. Checkcreate database now . Click Finish

17. Click Yes on the Message box that follows to create thenmcs.
Note: The database creation process will take some time.

18. Click okin the Oracle Database Configuration AssistanttAlendow.

2.5 Creating the Database Schemas

WebOSB requires the creation of additional tables, scleemad public rollback segments in the
Oracle database. Complete the following stepsdate the database schemas:

1. Copy theosb directory on thavebOSB v1.5.4 PC Server CD to a new directory on theeyerv
calledc:\osb .

Note: cC:osb must be the installation directory otherwise thafiguration would need to
be drastically modified.

2. Copy the directories in th@sB1 Database directory on th&vebOSB v1.5.4 PC Server CD. If
you have &8 TE database, copy the directories on yashOSB v1.5.4 PC Serve’I TE
Database CD to theosb directory.

3. Locate thec:\osb directory using Windows Explorer, right-click arwith your mouse, and
then selecProperties.

2-6



WebOSB — Operational Status Boards Web OSB PC Server Installation Guide
Version 1.5.4 May 18, 2005

10.

Uncheck theread-only in theAttribute  section, and clickpply.

SelectApply changes to the folder, subfolders and files on the Confirm Attribute
Changes window, and clickto apply the changes.

Click okto close thesb folder Properties window.
Browse to thec:\osb\eocdba  directory.

Edit thecr_db_ts.sql file as necessary to ensure that the file namefahe correct locations,
and modify, if necessary, the path locations ferrthAIN, FINDEX, andFLOB DATAFILES to be
located in theoRADATAoIders created by the instance installationyolfi have multiple hard
drives on which to install, preferably locate themdrives other than the drive where Oracle
was installed. If you had three drives, for exaanpl

Oracle installed drive C:\ORACLE\ORAS81

FMAIN D:\ORACLE\ORADATA\FIO\FMAINO1.DBF
FLOB D:\ORACLE\ORADATA\FIO\FLOBO01.DBF
FINDEX E:\ORACLE\ORADATA\FIO\FINDEX01.DBF

Note: If you changed the location of the datafiles, eeshe paths specified in the
cr_db_ts.sql exist. If not, create them.

Change directorycf) to theC:\osb\eocdba  directory from the Command Prompt window.

Run the Master Create Database script by entenméptlowing:

C:\osb\eocdba>sqglplus /nolog
SQL> @master_cr_db.sql

When prompted, entesys Password>
Note: The default sys passwordcsange_on_install
Note: This script creates the new tablespaces and scheYimasmay have error messages

stating that a table or sequence being droppeatexist. Disregard these
messages.

2.6 Importing User Data

Themaster_cr_db.sq| script created the tables and users needed tatepgeenNebOSB database.
TheosB1user needs to be populated with data from an éxptieeocdba directory. Perform this
by entering the following:
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1. Change to the:\osb\exports directory from a command prompt window.
C:>cd c:\osb\exports
2. Import the data from the database export.

C:\osb\exports>imp osbl/osbl file=osbl_data.dmp log =osbl_data_import.log

Note: If you received a custoiwvebOSB Data CD, this directory may contain multiple
user data exports. Import each user databaseteagpabove substitutingb1 with
the name of the user on the export file. (Exampie¢he exports directory has a file
calledabcd_data.dmp , use the commarishp abcd/abcd file=abcd_data.dmp
log=abcd_data_import.log , and repeat this for each export.)

2.7 Enabling Rollback Segments

The database rollback segments which are creatbdivad database are not enabled when the
database starts. To ensure these will be enaliied the database is restarted complete the
following.

1. Locate the Instance initialization fil@ijtfio.ora , which is located in theINSTALL
DRIVE>:\oracle\admin\fiO\pfile

2. Edit theinitfio.ora with a text editor (such as WordPad). Enablegtevollback segments
by removing the # from the beginning of tlaback_segments parameter, and modify it to
match the following:

rollback_segments = (RBSO, RBS1, RBS2, RBS3, RBS4, RBS5)

2.8 Creating Web OSB Database Objects

From a command prompt in tleecdba directory, enter the following:

C:\osb\eocdba>sqlplus /nolog @master_cr.sql

You will need to watch its progress and occasigrnaieéssEnter when prompted. If errors occur,
usectrl-C  to stop the script so you can determine what ahtiseerrors. Ignore the “Warning:
Procedure created with compilation errors” messages

2.9 Fixing EOC Table
Run the following script to correct the notificationformation and the server name in the database:

C:\osb\eocdba>fixeoc.bat
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Note: If the system password is other than the defawsward fhanager ), modify
fixeoc.bat  to use the correct password.






3.0 WebOSB Installation

3.1 Installing Java 2 SE SDK

WebOSB requires the J2SDK be installed. Use the javiallasion program located on the
WebOSB PC Server Installation CD-ROM to ensuvebOSB runs correctly.

3.1.1 Running the Setup Program

1. Insert thewebOSB PC Server Installation CD into the CD-ROM drive.

2. Run the Java installation progra@b drive>:\j2sdk-1_4_2_03-windows-i586-p.exe.
3. Install the product in the default locationj2sdk1.4.2_03

4. Reqgister the Plug-in with Internet Explorer.

5. Copy the fileslasses12.zip andnls_charset12.zip located on the OSB Server CD
<CD-ROM>:/ext directory to thec:\j2sdk1.4.2_03\jre\lib\ext directory.

3.1.2 Configuring the Environment
1. Click start >Control Panel  >System.
2. Select theandvanced tab, and click ormEnvironment Variables

3. Click onPATHIn theSystem variables section, and click thedit button below. Add
C:\j2sdk1.4.2_03\bin; to the beginning of theariable value  , and clickok

Note: Directories need be separated by semicolons (;)

4. Click Newundersystem variables . InVariable name, enterJAVA_HOMENd inVariable
value , enterc:\j2sdk1.4.2_03 . Clickok

5. Click okto close the Environment Variables widow.

3.2 Generating Secure Certificate

The website needs a secure certificate generat#tbte secure connections. To generate a
certificate for your web server, complete the failog steps.
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Click start >Run, and enter the following in th@pen box:

%JAVA_HOME%\bin\keytool -genkey -alias tomcat -keya lg RSA -keystore
C:\WINDOWS\system32\config\systemprofile\.keystore

Enter the passworghangeit , when prompted for the keystore password.

Enter the name of the server and fully qualifieddm (i.e.,acme.com) you are installing on
when prompted for “What is your first and last n&he

Answer the remaining questions as asked.

Pressnter at theEnter key password for <tomcat> prompt.

3.3 Installing and Restarting Jakarta-Tomcat Web Se  rver

=

Insert thewebOSB Server Installation CD into the CD-ROM drive.

Run the Jakarta-Tomcat installation prograrD drive>:\jakarta-tomcat-4.1.30.exe
Click okas the Apache Tomcat should use the Java Instalteg2sdk1.4.2_03.
Check thenT service  option in the optional components, and chiekt .
Select an installation directory or use the defaurit clickinstall

Click skip in the Testing Installer Options.

Click close when setup has completed.

Copy the<CD drive>:\confiserver.xml to the Tomcat 4.1 installatianf directory. The
default location i<:\Program Files\Apache Group\Tomcat 4.1\conf.

Restarting Apache Tomcat 4.1 Service

1.

2.

3-2
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Click on the Apache Tomcat 4.1 service, tagon menu item, and clicRestart



4.0 WebOSB Event Notification Service

ThewebOSB application uses FEMIS Event Notification applicatto notify a client when data
has been modified. The web service requires adpptication which communicates with FEMIS
Event Notification and notifies web users of datartges. The FEMIS Event application and
WebOSB Java application run as services onwebOSB PC Server.

Note: If you are installing using the OSB1 database s#@ice names installed will be
FemisEvent9021 andoSBiwWebNotify . If you have &8 TE database CD, a
FemisEvent anivebOSB Notification service is installed for each datanan

4.1 FemisEvent Service Installation

The FemisEvent service executesdiveny.exe program in the:\osb\bin  directory. The
srvany.exe  file is distributed by Microsoft with the Windows$T Resource Kit. Thervany.exe
program executes themis_eventexe  applications with custom parameters allowing ituo as a
service.

1. Run theC:\osb\etc\femis_event.bat . This will open a Command Prompt window to execut
the batch command.

2. Verify the service started at the end of the batoipt's execution; press any key to close the
Command Prompt window.

4.2 WebOSB Notification Service Installation

The WebNotify service is installed using the Jagavite Wrapper program distributed by
http://wrapper.tanukisoftware.arg

1. Open the foldec:\osb\webnotify using Windows Explorer.
2. Use a text file editor (such as WordPad) to editdbBiwrapper.conf file.
Note: If you are using a custom data CD, there will b@eEwrapper.conf ~ for each data
owner installed. Modify each file as stated ingSBe and start each service when

doing Step 6.

3. Modify the wrapper.app.parameter.4=https://localhost , and chang®calhost  to be your
computername.domain  (i.€.,osblserver.acme.com ).

4. Install the Service by running thtallClientinfo-NT.bat batch file.
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5. Click start >Run, and enteservices.msc

6. Click on thewebOSB OSB1 Notification service, thecton menu item, and clicktart .
4.3 Connecting to the URL

Verify you can connect to the website.

1. Open Internet Explorer by selectisgrt >Programs >Internet Explorer

2. Enternhttps://<server.domain>/webosb in the address menuBe sureto substitute your
server and domain in the address. Ctiok

If you get a security alert indicating the URL @t from a trusted authority, clickes to
proceed.

Note: To avoid this message in the future, when the Adppears, clickiew
Certificate  , and then clicknstall Certificate . Follow the prompts in the

Certificate Import Wizard to add the certificateytmur system.

3. Use the OSB1 database default user namaengif with the passworeémis to enter the
website. If you have a custom database, this axtgoay not exist.
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5.0 Checking the Web OSB Installation

The OSB1IwebOSB database comes with a default user and samples diasirds that can be used to
validate the installation affebOSB on your PC server. These sample status boarslisv you to get
a hands-on feel for the functionality and us&vebOSB.

5.1 Validating the Web OSB Installation

1. Open Internet Explorer.

2. Access thavebOSB web-based services on the PC server by enterengaime of the server and
WebOSB service. The default access patiwfeisOSB is provided below:

https:// <server.domain>/webosh
This will bring up thenebOSB login screen.

3. Login towebOSB using the demonstration user code and password.
ric / femis
This will place you in the Select Mode window.

4. Click theGetList button to see the two demonstration status bqaxsded in the OSB1
WebOSB database.

5.2 Troubleshooting Web Page Error

If you receive a web page error after attemptiniptpin (ava.lang.NoClassDeffoundError:
oracle/jdbc/driver/OracleDriver ), verify the files on th&vebOSB Server CDext directory were
copied to thec:\j2sdk1.4.2_03\jrellib\ext directory and theava_HOMEenvironment variable is
correct. IfJAVA_HOMEenvironment was not correct during the Apache-Tairestallation, you will need
to reinstall the Apache-Tomcat software after taigable is correct (see Section 3.3, Installind an
Restarting Jakarta —Tomcat Service).
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