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Summary

This Operationa Requirements Document (ORD) describes the capabilities that need to be
incorporated in the Nationd Counterdrug Center (NCC) interactive Smulation system being
devel oped under the auspices of the NCC development program. The ORD addresses the
necessary capabilities (i.e., what the system needs to be able to do). The NCC system
development contractor will determine the detals of how the system will provide the required
capabilities and will develop more detailed specifications for implementation of the sysem. The
NCC operations and maintenance contractor will determine the details of how the system will be
deployed, used, and supported. An overview of the NCC Program is available in a separate
document.*

The ORD addresses the hardware and software Exercise Ddlivery System that will be devel oped,
together with the deployment and use of this systlem. Requirements for other eements of the
NCC Program are outside of the scope of the ORD.

The NCC Program has adopted a development gpproach that provides incrementa capability
through the fielding of a phased series of progressively more capable versons of the system.

The origind Version 1 ORD? was developed through a process of researching Similar
development efforts® and conducting a user-based survey of existing requirements® While the
initid requirements surveysfor Verson 1 took place in Cochise County, Arizona, subsequent
survey efforts have extended this further east aong the Southwest border and into the Pecific
Northwest (and future extensons will be made in other areas of the U.S). Verson 2 of the ORD
has been developed to incorporate differences observed in extending the survey ares* aswell as
other new findings resulting from development of the Module 1 system. In addition to the
published survey reports, which summarize the survey findings, some requirements are drawn
directly from the more detailed NCC survey team notes.

Version 2 of the ORD supersedes Verson 1. Future updates of this ORD are anticipated to be
issued as needed to guide the development of later versions of the NCC system.

As adefinition of the necessary capabilities of the NCC system, the ORD is not intended to
provide the full area- pecific data detail required for deployment of systemstailored to
conditionsin aparticular area. Rather, the ORD defines the envelope of Situations and
circumstances that the NCC system must be able to represent and operate within. The full range
of cgpabilitiesidentified in the ORD will not be necessary or gppropriate for many of the
exercises to be conducted with the NCC system, but the range is included because each
capability identified is necessary and appropriate for at least Some exercises.

& The compiler of this ORD has adapted requirements from various sources, which are identified.



Verson 1 of the ORD has been implemented in the Module 1 system. Thus, Version 2
represents arefinement of Verson 1 asshown in Figure 1. All requirements included in the
Verson 1 ORD have been reviewed for continued applicability to the NCC system and, where
necessary, revised or refocused. Some new requirements have also been identified and
incorporated into the Version 2 ORD.

Version 1ORD NCC Module 1
(Original System Module 1

Requirements »| Specification System

Set) (SSsS) Implementation

‘—-.._._--’ff._

Version 20RD
(Modified
Requirements
Set)
Phase2
Phase2 Requirements New/Modified
Field Survey Situations
Assessment Report
‘h-._.__...-"f-‘_-

Figurel. Development of Verson 2 ORD

ThisVerson 2 ORD has been devel oped based on the same organizational structure as the
original Verson 1 ORD. Requirementsin the Verson 2 ORD have been identified with unique
numbers to improve identification and tracesbility of individua requirements during the
subsequent development of detailed system specifications.

Individud requirements that are substantidly unchanged from the Verson 1 ORD are shownin
italics. Sections of the report that have been substantialy reorganized from Verson 1 are
identified as such.

Ligts of capabilities identified using the words “include’ or “including” may not be inclusive of
al possible capabilities that will be needed in that category but are representative of the range of
those capabilities.

This ORD addresses the overdl NCC life cycle and the ultimate capabiilities of the NCC System.
The generd requirements included in the ORD apply to the eventual completion of the NCC
system, while specific requirements address the Key Performance Parameters required in
Verson 2 of the syssem. Additional Key Performance Parameters for Verson 2 may aso be
identified as part of the detailed design development process based on this ORD, as described
below in Section 1.5.



Inclusion of requirementsin the ORD is an indication of their need to support Program
objectives but does not automatically mean that al such requirements will beincluded in
approved Program scopes or budgets. Actual taskings require explicit approva by authorized

NCC Program management.
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Glossary

After Action Review— For the purposes of this ORD, After Action Review refersto areview
and discussion of the exercise that has been completed, supplemented as necessary by a
replay of al or portions of the exercise.

Availability — Measure of the degree to which a system or component is operationa and
ble when required for use; often expressed as a probability. [IEEE Std
610.12-1990]

Confidential Informant — A person who supplies information to LEAs without having his or
her identity disclosed.

Controlled Delivery — The technique of alowing actua or suspect drug shipments to pass out
of, through or into the territory of one or more countries, with the knowledge and under
the supervision of their competent authorities, to facilitate identification and
gpprehension of additiond persons or organizations involved in the drug trafficking.
There are severd variations on controlled ddliveries, some involving shadowing an
unwitting driver and othersinvolving ether turning or replacing adriver. The technique
of controlled ddlivery can be of great vauein pursuing particular crimind investigations.

Exer cise — For the purposes of this ORD, an exercise is an event that is collaboratively
conducted among a set of participants and controlled by an exercise controller, based on a
basdline scenario.

Human Factor s Engineering — The systemétic gpplication to system design and engineering of
relevant factors concerning human characteristics. These factors include skill
capabilities, performance; anthropometric data; biomedica factors, and training
implications to system development, design, acquigition strategy, and staffing.

Integrated L ogistics Support Plan — A plan providing acomposite of al support consderations
necessary to assure the effective and economica support of asystem for itslife cycle and
sarving as the source document for summary and consolidated information required in
other program management documentation.

I nter diction — For the purposes of this ORD, interdiction is taken to mean the intervention in
any activity between the growth or manufacture of adrug and its “retail sd€’ to the user,
to prevent the use of that drug.

Inter oper ability — The ability of systems, units, or forces to provide services to, and accept
services from, other systems, units, or forces and to use these services to enable them to
operate effectively together.

K ey Performance Parameter — A system capability or characteristic so sgnificant, thet failure
to meet the threshold can be cause for the concept or system selection to be reevauated
or the program to be reassessed or terminated

Maintainability — Ability of the system to be retained in or restored to specified condition when
maintenance is performed by personnd having specified kill levels, using prescribed
procedures and resources, a each prescribed level of maintenance and repair.

Master EventsList — A chronologicd list of mgor eventsin the scenario and the estimated time
they are to take place, based on eapsed execution time of the scenario.

NCC Central — The centraized organization located in Richland, Washington, and responsible
for operation of the NCC system.

X



Pre-Planned Product |mprovement — A policy and/or strategy of considering the ways and
means to enhance the system beyond the scope of the current phase or module; planned
future evolutionary development of incrementa improvements to system capability

Reliability — The ability of asystem or component to perform its required functions under stated
conditions for a specified period of time. [IEEE Std 610.12-1990]

Scenario — For the purposes of this ORD, a scenario is areusable asset that establishes the
foundation for planning and executing an exercise, and includes scenario description and
initidization data, the Magter Events Ligt (q.v.), and starting positions and behaviors for
basdline entities included in the scenario.

Usability — The ease with which auser can learn to operate, prepare inputs for, and interpret
outputs of a system or component. [|EEE Std 610.12-1990]

Xii
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National Counterdrug Center (NCC) Simulation System

Operational Requirements Document (ORD)
Version 2
January 2001

1.0 General Description of Operational Capability

Describes the overall mission area, the type of system proposed, and anticipated operational and support concepts
(how systemwill be employed and supported), and outlines typical mission operations.

1.1  General Requirements Relating to Operational Capability

1.1.1 The NCC Programwill result, among other things, in the development of an exercise
system based on distributed simulation, hereafter referred to as the NCC system, to
enhance the interoperability of Law Enforcement Agencies (LEAS) involved in drug
interdiction.

1.1.2 The NCC systemwill be developed in a series of phases, as modules with increasing
levels of capability, over a period of several years.

1.1.3 ThisORD isfocused on the NCC smulation system and its deployment and use; the
ORD does not provide requirements for other products that may be created or devel oped
asaresult of the NCC Program.

1.1.4 If other NCC Program products are created or developed that result in impacts on the

NCC smulation system and its use, requirements relaing to these impacts will be
included in afuture verson of the ORD.

1.2 Overall Mission Area

1.2.1 Per congressional funding language, the NCC system will be a simulation-based
counterdrug interoper ability-exercise module.

® Guidance paragraphs for each section of this ORD are summarized primarily from ORD guidance and procedures
prepared for CASCOM, http://www.cascom.army.mil/multi/Combat_Developer_Toolkit/2-
Combat_Developer_HandBook/4-Operational_Requirements Document.htm Other sources were also consulted.
©“The Committee believes that distance learning and technology can be employed to allow for realistic training
experiences without diverting operational resources from field service. For this reason, the Committee has provided
(funding) for the purpose of creating a simulation-based counterdrug interoperability training module at V ol pentest
HAMMER Training and Education Center.” Senate Report Number 105-200, DOD Appropriations, p. 146
(Accompanying S2132).



1.2.2 Inresponseto congressional direction, the NCCY will establish a national capability to:
1.2.2.aexercise federal, state, and local drug interdiction forcesin coordinated and
integrated interagency operations
1.2.2.b improve the flow of information among and within law enforcement agencies
1.2.2.c record and promulgate lessons |ear ned.

1.2.3 Asandiondly deployed smulationbased exercise system, the NCC system will be
designed to enhance the interoperability of the federd, regiond, state, loca, and
cooperating internationa and foreign agencies (e.g., the Roya Canadian Mounted Police
[RCMP)) that engage directly in, or support, operations focused on the interdiction of
drugs.

1.2.4 The NCC Systemwill be used as appropriate to extend and enhance current capabilities,
in conjunction with existing systems, and is not intended to replace existing systems.

1.2.5 Aninvedigaion of existing capabilities and systems relevant to the NCC system
objectives will be conducted to maximize opportunities to leverage current cgpabilities as

appropriate.

1.2.6 The NCC System will be developed based on information gathered in selected US border
survey aress.

1.2.7 Information gathering activitiesin sdlected US border survey areas will be conducted
sequentidly, progressively including a greater proportion of the entire US border, as
needed to support phases of NCC system development.

1.2.8 The NCC System will be developed to be broadly applicable to LEAsinvolved in drug
interdiction activitiesin dl areas, including areas not sdlected as survey aress, dthough
Specific agpects of some areas may not be fully represented within the system.

1.2.9 The NCC Systemwill be capable of being deployed wherever needed to provide
interoperability exercise capability for U.S. law enforcement agencies, including areas
other than those surveyed.

1.2.10 Therelevant agencies to be represented in a specific Imulation exercise using the NCC
system depend on the particular area and Situation, so the system must be capable of
representing the full range of federd, regiond, state, local, and cooperating international
and foreign agencies (eg., RCMP) in smulated exercises.

4 The National Counter-Narcotics Training Center (Drug Interdiction Interoperability Training Simulation Center)
Program, NCC Program Briefing, developed by U.S. Department of Energy Volpentest HAMMER Training and
Education Center, with Pacific Northwest National Laboratory and Motorola ADS Systems, 1999.



1.2.11 Since the various agencies involved use somewhat different definitions for drug
interdiction, this effort will adopt a broad, all-encompassing definition in which
interdiction will be taken to mean the intervention in any activity between the growth or
manufacture of a drug and its “ retail sale” to the user, to prevent the use of that drug.®

1.2.12 The primary participants for NCC system exercises will be at the supervisory level of the
relevant agencies involved in drug interdiction activities, including first line supervisors
and up.®

1.2.13 The primary focus of the NCC system will be on interoperability exercises rdating to the
detection of drug trafficking and seizure of drugs.

1.2.14 Asdevelopment of the NCC system proceeds, detection and seizure of other items
associated with drug smuggling (e.g., money involved in drug transactions or wegpons)
will be consdered for incluson in exercises using the system, depending on the
establishment of need for thisinclusion on the part of the agencies involved.

1.2.15 The NCC System will enable realistic exercises for joint operations of drug interdiction
forces, complementing and extending existing capabilities for developing improved
interoperability. (Relevant shortcomings of existing systems are addressed in a later
section of this ORD.)

1.2.16 The demands of responding to an ever-changing threat require the NCC system to
provide a flexible environment that can respond and adapt quickly to change.

1.2.17 The NCC systemwill be user friendly, providing an effective exercise capability for
people with a range of backgrounds and requiring only minimal computer skills on the
part of the participants

1.2.18 The NCC systemwill provide the capability for holding centralized exercises with
participants at a single location.

1.2.19 The NCC systemwill provide the capability to link in exercise participants from multiple
distributed sites for holding exercises at distributed locations.

1.2.20 The distributed exercise mode will enable personnel from various agencies and/or at
disparate geographic locations to be able to operate together in synthetic environments,
without the need for extensive travel to centralized exercise locations (adapted from
Defense Modeling and Simulation Office Position Paper®).

1.2.21 The NCC system modeling and simulation (M& S) capabilities will provide the capability
for the creation of realistic test and evaluation exer cises without the expense and danger
of Iiveeexercises (adapted from Defense Modeling and Smulation Office Position
Paper®).

© Suggested by Cochise County Sheriff’s Office.



1.2.22 The NCC system will eventually be capable of use for dry runs of live operations to
minimize the risks to people and equipment (adapted from Defense Modeling and
Simulation Office Position Paper®). [Thisis not aKey Performance Parameter for
Module 2.]

1.2.23 Useof the NCC system for dl purposes will require the identification and incorporation
of appropriate security measures. (See Section 4.3.5 for afurther discusson of security
requirements.)

1.3  Typeof System Proposed
Lists technology and system components (if known).

1.3.1 TheNCC Systemwill be based on the concept of a distributed system.

1.3.1.alnadistributed system, a centralized site can house a number of distributed
components linked by a local area network (LAN).

1.3.1.b Alternatively, a distributed system can have a centralized site that linksto a
number of geographically distributed components

1.3.1.c The system architecture to be developed for the NCC system will be compatible
with both definitions of a distributed system and neither definition will be
precluded, to provide for flexibility in the implementation and use of the NCC
system.

1.3.2 The NCC System will be based on commercid off-the-shelf (COTS) and/or government
off-the-shelf (GOTY) items to the extent that thisis cost-effective and technicaly
responsive to system requirements.

1.3.3 The NCC System will take advantage of capabilities developed for other uses (e.g.,
military war-game smulations) to the extent that this is cogt-effective and technicaly
responsive to system requirements.

1.3.4 Thecontrol center for the NCC systemwill be established at a centralized location (e.g.,
NCC Central).

1.3.5 Exercise coordination will normaly be conducted from the centrdized control center,
with optiona capability to coordinate exercises from the remote location should that be
necessary.

1.3.6 Each exercise participant will have a workstation or other appropriate interface for
participation in an exercise.

"The National Counter-Narcotics Training Center (Drug Interdiction Interoperability Training Smulation Center)
Program, NCC Program Briefing, developed by U.S. Department of Energy Vol pentest HAMMER Training and
Education Center, with Pacific Northwest National Laboratory and Motorola ADS Systems, 1999.



1.3.7 NCC sysem workstations will be configurable to perform the necessary functions for
conducting exercises, asidentified by the NCC system development contractor.

1.3.8 Thefunctionality of the NCC system workstations will be the same whether they are
located at the centralized or a distributed location.

1.3.9 NCC system workstations will be linked to show and simulate sharing of information in
real time

1.3.10 The control center for the NCC system will have the ability to link to workstations located
either at a single location or at various geographically distributed locationsinto a single
coordinated exercise.

1.3.11 The NCC Systemwill be capable of supporting additional workstations for observation
only, to provide the ability for decision-makers and others to observe an exercise froman
alternate location such as agency headquarters or legidative bodies (adapted from NCC
Survey Team notes).

1.3.12 The NCC systemwill incorporate a number of simulation capabilities including, but not
limited to, the following:

1312.a Representation of active player elements (personnel from various
agencies)

1.3.12.b Representation of active “ red-team” drug traffickers (threat elements)

1.3.12.c Inclusion of Computer Generated Forces (CGF) to represent friendly

forces, drug traffickers (threat elements), and neutral participants
(indigenous personnel/innocent by-standers and pedestrians) not
portrayed by active exercise participants

1.3.12d Visual display of simulation information as appropriate to support
exercise needs (2D and 3D)
1.3.12.e Representation of resources and their availability to the player elements

and the drug traffickers (e.g., vehicles, weapons, surveillance tools,
communications equipment)

1.3.12f Representation of facilities (e.g., Ports of Entry)

1.3.12.9 Representation of terrain and buildings

1.3.12.h Representation of roads and road conditions

1.3.12. Representation of environment, ground cover, and weather

1.3.12] Representation of different types, quantities, and packaging of drug loads
1.3.12.k Representation of time of day (including light or dark)

1.3.121 Representation of communications processes and procedures

1.3.12.m Representation of the use of technologica survelllance and monitoring
systems (e.g., Sensors)

1.3.12.n Representation of relevant processes and procedures (e.g., processing of
suspects)
1.3.12.0 Representation of receipt and dissemination of law enforcement

information and intelligence



1.3.12p Representation of tactics/rules of engagement for simulated operations
1.3.12q Incorporation of performance metricsto be applied to evaluating player
and exer cise performance.

1.3.13 The NCC systemwill also incorporate:®
1.3.13a The ability for an exercise to unfold in a manner that deviates from the
information provided by a Confidential Informant (CI).
1.3.13.b The ability to include additional “ load” vehicles that exhibit coordinated
evasive behavior to discourage or eude surveillance or pursuit.

1.3.14 The NCC systemwill include, among others, the following functions®:
1.3.14.a The system will use CGF to simulate vehicles, personnel, and equipment
organic to theindividual LEAs, aswell as other exercise forces not
portrayed by active exercise participants

1.3.14b The systemwill provide interfaces for live personnel to observe, direct,
and interact with the CGF in an integrated virtual environment.

1.3.14.c The system will perform near real-time data processing to monitor and
control NCC exercises.

1.3.14d The system will monitor, transmit, and receive voice, video, and network

communications between the simulation components on local area
networks and wide area networks

13.14.e The system will support evaluation of exercise participants strengths and
weaknesses in interagency communication, coordination, and command
and control.

1.3.14f The systemwill provide performance feedback information, using After
Action Reviews (AARs) and Take Home Packages (THP)."

1.3.14.9 The systemwill archive exercise data and exer cise performance feedback

to support off-line review and evaluation via CD-ROM or Internet delivery
using commercial office products and/or Internet browser software.

1.3.15 The NCC systemwill include the capability to allow, if determined to be necessary, later
addition and integration of representations of new or evolving technologies such as the
following examples identified in the Scenario Description for the NCC Demo:®
» Satellite imagery for target visualization
» Electronic disablement of vehicles
* Satellite communications
e Sgnal jamming
* Triangulation of communications sources
* 3D infrared imaging
* lonsniffers
* Eye-safelaser designation to sense target location.

9 Information provided by Motorola A dvanced Distributed Simulation Systems.
"ATHP may contain an exercise summary, snapshots of screen displays, instructor notes, predefined statistical
charts, and/or other information of usein describing and reviewing an exercise.



1.3.16

1.3.17

1.3.18

1.3.19

1.3.20

1321

1.3.22

1.3.23

1.3.24

1.3.25

1.3.26

1.3.27

Development of smulation capabilities will be prioritized, as part of the detailed design
development activities, to ensure that the most useful smulated feetures are included
prior to the incluson of lower priority items.

NCC systemwill support exercises using cases extracted from real-world operations,
including past experiences, to build operational skill.

The proposed systemwill be capable of presenting and simulating realistic scenarios to
illustrate situations that have been found to be confusing or difficult.

Additionally, the systemwill allow new cases to be added to communicate newly
encountered problems or new approaches to operations.

The system will support the smulation of the entire range of drug interdiction operations,
from reective operations responsive to an immediate Situation to preplanned operations
involving consderable intelligence gathering and andysis prior to launching the actud
operation.

The system will support the smulation of controlled ddivery activities (see Glossary) as
well asdirect interdiction of drug loads.

Each exercise will be based on a scenario that provides a description of the exercise and
sets forth theinitial set of conditions for the exercise.

Each scenario will represent the specific agencies, relationships, equipment, weather and
road conditions, and other key factors defining the starting conditions for the exercise
and any key events and conditions during the execution of the exercise.

Each scenario will be capable of being copied and modified to provide for new scenarios,
and will also provide for modification on the fly during exercises.

Recording of exercises will provide for later review, feedback, and replay to test
alternate responses.

The system should allow the incorporation of simulated mistakes in actions taken by
CGFs, such as getting lost, following the wrong vehicle, or incorrectly following
instructions.

The system should allow the incor poration of simulated mistakes in actions reported by
CGFs (when simulated forces make a report that conflicts with the ground truth or the
facts of the scenario) such as providing an erroneous location for a vehicle or event,
including a mechanismto provide the correct information if challenged for confirmation.



1.3.28 The exercise controller should have the ability to cause simulated forces to make specific
mistakes during the exercise and to adjust the severity and frequency of such mistakes,
with data on ground truth and mistakes to be recorded for usein review following the
exercise (adapted from WARS M 2000 ORD’).

1.3.29 The system must incor porate the ability to demonstrate how crimes with higher priority
for some participating agencies can remove some participants from further involvement
in an exercise, changing the composition of the joint force and their available equipment.

1.3.30 The NCC system must comply with all applicable security requirements.

1.3.31 Any sensitive information used by the NCC system, whether included as part of scenarios
and exercises or communicated through the system for other purposes, must be protected
by control systems and measures consistent with the security requirements of all of the
agencies involved (adapted from Customs Al S Security Policy?).

1.3.32 Information about exercise content or conduct that could be used by drug traffickers to
devel op countering methods and tactics will be protected as sensitive information.

1.3.33 Any information used by the NCC system that reved's the configuration or capabilities of
equipment or assets used by the law enforcement agencies for drug interdiction purposes
(e.g., configuration of radio communications networks) will be gppropriately protected.

1.3.34 Asan exercise system, the NCC systemwill not be used in real time for command and
control against any real threat in actual operations (adapted from |IEWTPT ORD?).

1.3.35 Any information used by the NCC systemin exercises to plan, rehearse, and review
actual operations must be appropriately protected.

1.3.36 The NCC system will bein compliance with al relevant Defense Modding and
Simulation Office (DM SO) requirements.

1.4  Anticipated Operational and Support Concepts

Describes planned and/or projected logistical support.

1.4.1 Once development is completed on each phase or module of the NCC system, system
operation, and maintenance will be supported primarily by the NCC operations and
mai ntenance contractor.

1.4.2 Additiond information on the support for the NCC system isto be devel oped as part of
the Life Cycle and Sustainment Planning identified in the Srategic godls, objectives, and
action directives included in Appendix A of the NCC Strategic Plan.*°



1.5 Requirement Definition

Outlines the process for developing operational requirements and satisfying the mission need.

1.5.1 Information to support requirements development for the NCC exercise system is based
extensively from a sries of State of the Practice Surveys' that are being conducted to
identify and define the characterigtics of the interdiction environments in selected aress of
the U.S.1°

1.5.2 Materid for thisVerson 2 ORD is drawn from NCC Program documentation, from the
Version 1 ORD,? from the NCC Version 1 and Version 2 Survey Reports, >* and from
lessons learned in the development effort for the NCC Module 1 System.

1.5.3 Information specific to the NCC Program is supplemented by material adapted from
other ORDs published for systems with relevant characteristics.®

1.5.4 The NCC system development contractor will conduct and report tradeoff studies and
other activities as necessary to refine and trandate the requirements in this ORD to
develop detailed system specifications.

15,5 TheNCC system development contractor will document the specifications devel oped
from the requirements in this ORD in a System Specification (SSS) document and other
related documents as determined to be necessary.

1.5.6 Aspat of the gpecifications-development process, the NCC system devel opment
contractor will develop a process for acceptance and qudification testing of NCC system
modules as they are completed.

1.5.7 At the completion of each NCC system module, alessons-learned, after action review

session will be conducted among NCC program organizations to identify important items
for congderation in subsequent modules. [ThisisaKey Performance Parameter.]

1.6 Metrics

Describes how the performance of the systemisto be measured.
This section on Metrics has been substantially reorganized from that in the Version 1 ORD.2

1.6.1 Generd Approach to Performance Metrics

' The State of the Practice Surveys provide broad informational support to a number of NCC Program activities, in
addition to supporting the devel opment of NCC system requirements, and should be consulted for additional area-
specific detail supporting NCC Program activities.



1.6.1.1 Performance metrics for the NCC system will be divided into severa categories,
incdluding but not limited to the following:
Exercise performance metrics
Hardware/software system performance metrics
Overdl program performance metrics.

1.6.1.2 The performance metrics used for the NCC system will include consideration of the
performance measures defined in 1980 by GAO for assessment of an organization's
performance, based on the Civil Service Reform Act of 1978, which indlude**
e Productivity
* FEffectiveness
*  Qudity
e Timdiness

1.6.1.3 Development of a systematic set of performance metrics for the NCC system and the
NCC Program is a Key Performance Parameter for Module 2.

1.6.2 Exercise Paformance Metrics

1.6.2.1 Exercise parformance metrics shal include congderation of:
*  Ovedl performance of the exercises provided using the system and
* Peformance of individua exercises.

1.6.2.2 Overdl performance metrics for exercises using the NCC system will be developed as
part of the development of performance metrics for the NCC Program, asidentified in the
drategic goas, objectives, and action directives included in Appendix A of the NCC
Strategic Plan.*®

1.6.2.3 Performance metrics for the effectiveness of individua exercises will be developed as
part of the development of an Exercise Implementation Plan, asidentified in the Srategic
gods, objectives, and action directives included in Appendix A of the NCC Strategic
Plan.1°

1.6.2.4 To supplement the foregoing performance measures to be devel oped by the NCC
Program, opinions and observations regarding exercise performance will be sought from
exercise participants and observers.

1.6.2.5 Exercise performance measures will be refined as necessary for successive versions of

the system and to account for specific locationg/situations in which exercises are
conducted.
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1.6.3 Hardware/Software System Performance Metrics

1.6.3.1 Measures of NCC hardware/software system performance shdl include consderation of

16.31a Measures of operability or system function (e.g., availability, reliability,
and usability);

1.6.3.1.b Measures of cost-effectiveness of exercises using the NCC system as
compared to other mechanisms for conducting the same exercises,
particularly taking into account reduced time for completing Smilar
exercises using other means and reduced travel expenses and time away
from the job resulting from the distributed exercise capailities.

1.6.3.2 Specific performance measures will be defined for the NCC system as part of the detailed
spexifications-devel opment process, and basdines will be established for implementation
of these performance measures.

1.6.3.3 To supplement the foregoing specific measures, opinions and observations regarding the
performance of the NCC hardware/software system will be sought from exercise
controllers, participants, and observers.

1.6.3.4 System performance measures for the NCC hardware/software system will be refined as
necessary for successive versons of the system.

1.6.4 Ovedl Program Performance Metrics

1.6.4.1 Performance metrics that define and measure overall NCC Program performance will be
developed as part of the Program Management Plan (PMP) execution/review mechanisms
identified in the Strategic goas, objectives, and action directives included in Appendix A
of the NCC Strategic Plan.°

1.6.4.2 Performance metrics that define and measure overal NCC Program performance will
include congderation of changes in the performance of the LEAsinvolved as participants
in exercises usng the NCC system.

1.6.4.3 A “probability of effectiveness’ methodology will be developed for evauating
operational and resource gpplication proposas, asidentified in the strategic godls,
objectives, and action directivesincluded in Appendix A of the NCC Strategic Plan.'°

1.6.4.4 Overdl NCC Program performance metrics will be refined and updated as necessary as
the program progresses.

I See Glossary for definitions of these terms.
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2.0 Threat

Summarizes threat to be countered and projected threat environment.

Threat information is summarized below, insofar as it impacts on development and operation of
the NCC %/stem; additional information regarding the threat isincluded in the NCC Survey
Reports®

This section has been substantially reorganized from that in the Version 1 ORD.

21  General Requirements Relating to Threat

211 Thedrug threat to the United States is neither homogeneous nor monolithic, so the NCC
system must be cgpable of modeling and portraying a complex threet situation (adapted
from NCC Survey Team notes).

2.1.2 Tofully represent the threat, the NCC system must be capable of representing many
different methods and modes of operation.

2.1.3 Thesysem must be able to modd many different groups of people involved in drug
trafficking in the US border areas, many of which are well organized and coordinated and
maintain effective communications among their members during operations, often with
capabilities superior to those used by the law enforcement agencies. (Adapted from NCC
Survey Team notes)

2.1.4 To respond to the ever-changing nature of the threet, the NCC system shall provide a
flexible environment that can quickly respond and adapt to change in order to remain
current and relevant.

2.1.5 Interagency operations are necessary due to resource limitations on individua agencies,
but suboptimal due to coordination difficulties, so at least some of the exercises using the
NCC system should address resource sharing and coordination among agencies (adapted
from NCC Survey Team notes).

2.1.6 Thevarious agenciesinvolved in drug interdiction recelve different training, so thereisa
lack of commondlity in the training that should be addressed in & least some of the
exercises conducted using the NCC system (adapted from NCC Survey Team notes).

2.1.7 Thevariousagenciesinvolved in drug interdiction do not share a common lexicon, ether
generaly or operationaly, and the NCC system must be able to accurately represent
these issues (adapted from NCC Survey Team notes).

k For example, terms are interpreted differently among the various agencies, and they do not routinely share the
same communications channels or codes while out on patrol.
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2.1.8 Agenciesdo not dways understand the capabilities of other agencies equipment and they
are not dways familiar with other agencies procedures, so these difficulties should be
addressed in at least some of the exercises using the NCC system (adapted from NCC
Survey Team notes).

2.1.9 Some agency procedures prohibit certain responses that are open/available to personnel
from other agencies (e.g., agency pursuit policies differ), and the system should dlow
these limitations to be included within exercises (adapted from NCC Survey Team notes).

2.1.10 Law enforcement officersinvolved in drug interdiction are concerned about the potentia
for corruption within the agencies, information leaks, and other such breakdowns that
compromise their ability to effectively combat drug trafficking, and the system needs to
be able to modd such stuations.

2.1.11 Because of the NCC system’ s computer- and communications-driven operations and
smulations, degradation or ineffectiveness through accidenta or intentiond efforts of
computer hackers or through covert actions by unfriendly forcesis possble and needsto
be protected against (adapted from IEWTPT ORD?).

2.1.12 Possible eavesdropping by any means' to learn the content of exercises and the approach
to drug interdiction operations needs to be guarded againgt by the system and by policies
and procedures governing the deployment and use of the system.

' Thisincludes electronic eavesdropping.
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3.0 Shortcomings of Existing Systems

Describes why existing systems cannot meet current or projected requirements and how the proposed systemwill
address current shortcomings.

3.1 General RequirementsBased on Existing Shortcomings

3.1.1 Asprevioudy identified in various NCC Program documents, the NCC system will be
designed and developed to meet a set of needs the mgority of which are not addressed by
any sngle exercise system currently in existence.

3.1.2 Whiletechnology exists to assemble the NCC system, considerable adaptation and
integration will be required to provide a unified system to perform the mission (adapted
from NTC-ISORD'?).

3.1.3 TheNational Drug Control Strategy'®, as part of the Goals and Objectives, lists the
following objective that will be addressed the NCC system:
“ Improve the coordination and effectiveness of U.S. drug law enforcement
programs...”

3.1.4 TheNCC system will provide expanded opportunities for interagency exercisesto
improve coordination and capabilities for joint interdiction operations across the drug
interdiction community within the U.S,

3.1.5 Because of the diverse structure and background of the drug interdiction community in
the U.S,, the NCC system will be designed and devel oped to consstently and rapidly
exercise agroup with diverse geography, jurisdictions, organizations, and educations, and
experience bases (adapted from Allen [1999]*4).

3.1.6 Becausethe ability of individuaswithin most of the drug interdiction agencies to
participate in or to travel for exercisesis severdy limited by time and budget congraints,
NCC exercise mechanisms will be both time- and cogt- effective.

3.1.7 Because current training is primarily focused on basic training for new agency recruits,
the NCC system will provide for development of significant exercise-based training to
augment capabilities as staff are promoted or assigned to new duties relating to
interoperability for drug interdiction (adapted from NCC Survey Team notes).

3.1.8 Someinterviewees noted that effectiveness could be increased by improved crestivity in
the drug interdiction approaches adopted by the various agencies, so the NCC exercise
system should alow the development and testing of creative approaches (adapted from
NCC Survey Team notes).

3.1.9 Asan exercise system based on distributed simulation, the NCC system shall significantly
contribute to correcting the preceding deficiencies and shortcomings.
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4.0 Capabilities Required

Identifies operational performance parameters (capabilities and characteristics) required. Articulatesrequirements
in terms of operational output, in measurable terms, and specifies each performance parameter interms of a
minimum acceptabl e value required to meet mission need, insofar as possible.

41  System Performance

Describes mission scenarios in terms of mission profiles, employment tactics, and environmental conditions.
I dentifies system performance parameters and recommends which parameters should be considered key
performance parameters.

411 Generd System Performance Requirements

4.1.1.1 The NCC systemwill support joint exercises of staff from multiple agencies at distributed
locations, controlled by an exercise coordinator at a central location, i.e., NCC Central.

4.1.1.2 The NCC systemwill also support exercises using multiple workstations at a centralized
location (e.g., NCC Central) if that is desired.

4.1.1.3 The NCC system will use an interactive simulation environment to support
interoperability exercises and operations rehearsals (adapted from IEWTPT ORD®).

4.1.1.4 The NCC system must accurately display threat data/information for the agency staff
involved in the simulation exercises (adapted from NTC-I1S?).

4.1.1.5 The NCC system musgt include the cgpahility to represent smuggling activities using any
sngle type or combination of the following types of routes:
41.15a land-based routes
4.1.15b water routes (both maritime and freshwater)
41.15.c air routes.

4.1.1.6 The NCC system must have the capability to represent the range of possible vehicles,
vesss, and craft that can be used for smuggling or interdiction based on the foregoing
types of routes.

4.1.1.7 The NCC system must have the capability to represent interface points among the
different types of smuggling routes (i.e., as defined above in Section 4.1.1.5).

4.1.1.8 The NCC system must be able to represent the suitability of specific resources (e.g.,
vehicles, communications systems, and weapons) to operate in certain types of situations
and/or environments, such that the selection and use of unsuitable resources by exercise
participants will compromise their ability to achieve the goals of the exercise.
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4.1.1.9 The NCC system must include the capability to portray arange of locations typicd of
drug smuggling and delivery locations, on or near the borders and aso away from the
borders within the U.S.

4.1.1.10 The NCC system will provide the capability to represent man-made and natural features
of the locations being modeled in sufficient detail to support the objectives of the
exercises being conducted.

4.1.1.11 The NCC system will include a set of generic communities of different Szes
(“Anytown, USA™), with features representative of those that influence law enforcement
activities and procedures, for use in exercises that do not require actua locationspecific
detall. [ThisisaKey Peformance Parameter for Module 2]

4.1.1.12 The number of generic communities to be included in the system will be determined

based on atrade study led by the NCC system development contractor and performed in
conjunction with the other NCC Program partner organizations.

4.1.1.13 Features to be consdered for inclusion in the generic communities will include, but not
be limited to, the following:

Landmarks (e.g., monuments, neighborhoods, prominent commercid buildings,
churches)

Naturd features (e.g., rivers, hills, valleys)
Mgor highways and thoroughfares, including traffic control features
Features that gppear a night (e.g., tower lights, mgor lighted areas).

4.1.1.14 Generic maritime environments will include, but not be limited to, the following
dements

Both pleasure craft and commercid traffic, including arange of szesup to and
induding large ocean-going freighters

Areas with numerous smdl idands

Harbors and marinas

|solated coastline areas

Representation of the impacts of various weeather conditions (e.g., fog and rough
wegther) on the ability of various craft to operate effectively.

4.1.1.15 Generic air trangport environments will include, but not be limited to, the following
eements
[TBD — not a Key Performance Parameter for Module 2]

4.1.1.16 The NCC system must include the capability to use location-specific detall for exercises
that require such detal (e.g., misson rehearsds).

4.1.1.17 The NCC system must include the capability to represent the use of the full range of

exiging surveillance and monitoring technologies as employed by law enforcement
agendes, including various types of scopes and sensors.
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4.1.1.18 Appropriate mechanisms will be provided to efficiently update dataincluded in the
NCC system to define locations, resources, law enforcement agency characteristics, and
other data required by the system to efficiently define and execute exercises.

4.1.1.19 The NCC system must support exercise planning and scenario devel opment activities
(adapted from NTC-ISORD'?).

4.1.1.20 The NCC system must also callect, manage, and provide exercise performance data to
support exercise control and preparation and presentation of exercise performance
feedback and to support anaysis of exercises (adapted from NTC-1S2).

4.1.1.21 The NCC system will provide for growth and evolution of its cgpability through a
phased development approach and through exercise scenarios and databases that are
modifiable and extendible.

4.1.2 ExerdsePanning

4.1.2.1 The NCC system must support scenario development activities, including exercise design,
development of a Master Events List (MEL), and production of necessary exercise
support materials (adapted from NTC-1SORD*?).

4.1.2.2 The NCC system must facilitate the creation and communication of the operational plans
and scenario information required for each exercise (adapted from NTC-ISORD*?).

4.1.2.3 Each exercise scenario will be uniquely identifiable (e.g., by a version number and date).

4.1.2.4 Each scenario will include a content descriptor (text) that generally describes the content
of the scenario, in addition to the necessary scenario definition information.

4.1.2.5 Exercise coordinators will be able to copy scenarios and modify these copies to create
different scenarios.

4.1.2.6 The NCC systemwill enable the distinction between a scenario and an exercise involving
that scenario; that is, a number of different exercises may be run based on a single
initiating scenario (see Glossary for further clarification on scenarios and exer cises).

4.1.2.7 The NCC systemwill enable the ability to incorporate randomness within the scenarios,

either as variables that are determined automatically by the system during an exercise or
by the introduction of random elements by the exercise controller.
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4.1.3 Exercise Participation Management

4.1.3.1 The NCC system will incor porate exercise participation management features to organize
the membership or enrollment in an exercise and customize what type of information and
activities are available to the members of the group.

4.1.3.2 The NCC systemwill enable centralized control of access to exercises.

4.1.3.3 The NCC systemwill enable authorization and authentication for individuals and for
group access to exercises.

4.1.3.4 The NCC systemwill enable posting and controlling access to information, by both the
exercise controllers and the exercise participants, allowing the owner of information to
determine who has access to that information and what can be done with that information
by whom.

4.1.3.5 The NCC system will provide the exercise controller, on demand, with both static (e.g.,
scenario summary information) and real-time (currently authorized participants and
participants logged on) information about the exercise.

4.1.3.6 The NCC system will incorporate scheduling features that will take into account the

different time zones of the various participants and exercise controllers for a particular
exercise.

4.1.4 Persond Information Management

4.1.4.1 Personal information on exercise participants will be managed for access and tracking
pur poses.

4.1.4.2 Exercise participants will be uniquely identified within the NCC system.

4.1.4.3 The NCC systemwill protect personal information about the exercise participants
(users).

4.1.4.4 Transmission and storage of personally identifiable information and credentials within
the NCC system must be done in accordance with all applicable security requirements.

4.1.5 System Preparation

4.1.5.1 System preparation capabilities must support communications, system initialization, and
system readiness verification activities to prepare the NCC system to support the exercise
(adapted from NTC-ISORD™).
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4.1.5.2 Communications activities must establish and verify the links between the distributed
components of the NCC system that will participate in the exercise.

4.1.5.3 Systemiinitialization capabilities must support activities to bring the NCC systemto a
ready condition to support the exercise; the NCC system must (adapted from NTC-IS

ORD'?).

4.153a Initialize all or selected parts of the system on command.

4.153b Set system components and softwar e to scenario-specific conditions to
establish the configuration required to support the exercise.

4.153.c Enter scenario-specific initialization data to support the exercise.

4.1.5.4 System readiness verification capabilities must support activities to verify the readiness
of the NCC system to support the exercise; the system must allow (adapted from NTC-IS

ORD™),

4.154.a Performance of pre-exercise checks/tests that report the ready status of
system components and the integrated system.

4.1.5.4.b Generation of listings of initialization data and results of pre-exercise

checks/tests in hard copy and/or video display formats for review by the
exercise controller to verify system readiness.

4.1.5.5 Variable exercise parameters will be configurable during the preparation phase of an
exercise.

4.1.6 Exercise Management

4.1.6.1 Exercise management capabilities must support activities to collect, manage, and analyze
exercise performance data; control the exercise through role-playing and
communications with components at other locations; and monitor mission capable status
of the NCC system (adapted from NTC-ISORD'?).

4.1.6.2 Among other exercise data collection capabilities, the NCC system must (adapted from

NTC-ISORD").

4.16.2.a Timetag all recorded exercise performance data with date/time of
occurrence.

4.1.6.2.b Verify transmission, receipt, and transfer of all exercise performance data
to, from, and within the central or remote facilities.

4.16.2.c Incor porate methods for recovery from power 10ss or communication
failure.

4.16.3 Among other data management capabilities, the NCC system must (adapted from NTC-IS
)

ORD™).

4.16.3a Retrieve and process selected exer cise performance data to display events
of smulationsin near real-time to support exercise control and
performance feedback.
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4.16.3b

4.1.6.3.c

4.1.6.3d

4.1.6.3.e

Retrieve and process exer cise performance data to compute exercise
reports and summaries to support exercise control, analysis, assessment,
and feedback of exer cise performance.

Enter, record, retrieve, edit, and display textual and graphical data at
workstations at distributed exercise locations.

Selectively distribute exercise performance data to exercise controllers
and analysts in the central or distributed facilities.

Retrieve and process exer cise performance data to replay exercise history
to support exercise performance analysis and feedback.

4.1.6.4 The system must provide a time compression capability that will allow the exercise
controller to “ fast forward” the exercise to accommodate reasonable handling of a
situation that requires significant periods of time to get to the important time period.
(Adapted from WARS M 2000 ORD”.)

4.1.6.5 All linked workstations will remain synchronized during any time compression or “ fast
forward” events

4.1.6.6 Among other exercise control capabilities, the NCC system must (adapted from NTC-IS

ORD™),
4.1.6.6.a

4.16.6.b
4.1.6.6.c
4.1.6.6d

4.1.6.6.e
4.1.6.6f

4.1.6.6.9

4.1.6.6.h
4.1.6.6.i

4.1.6.6,

4.1.6.6.k

Provide simultaneous two-way non-tactical voice and digital
communications among exer cise controllers, analysts, and exercise
participants in a number of distributed locations.

Provide two-way tactical voice and digital communications among
exercise controllers, and exercise participantsto assist in role playing and
controlling the exercise.

Provide 2D or 3D display, as appropriate, of the ongoing exercise
simulation.

Transmit control commands during the exercise.

Record control commands for later replay and review.

Generate and display exercise reports and summaries of exercise
performance data to exercise controllers and analysts in video display
and/or hard copy formats to monitor and control the conduct of the
exercise.

Generate and display information required to perform near real-time
assessments of exer cise success measures to exercise controllers and
analysts

Generate and display alerts when significant events occur that exceed
controller-defined parameters.

Monitor system capable status, and generate and display alarms when
operating limits are not maintained.

Store and forward inter-workstation messages for communi cations among
exercise controllers and analysts in the central or remote analysis
facilities.

Monitor, record, replay, and analyze communications signals among
exercise participants to support later review and analysis.
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4.1.6.7 The NCC system will enable system marks, allowing the exercise controllersto mark a
location within the exercise that they wish to return to later, to facilitate returning to
areas where particular questions or observationswill be reviewed later.

4.1.6.8 The NCC system will enable system marks, allowing exercise participants to mark
locations within the exercise that they wish to return to later, to facilitate returning to
areas where particular questions or observationswill be reviewed later.

4.1.6.9 The NCC system will enable the exercise controller to temporarily freeze agiven
exercise and then resume the exercise on command from that point (adapted from IEEE
Std 1278.3-1966™).

4.1.6.10 Am??g other data analysis capabilities, the NCC system must (adapted from NTC-IS

ORD™):

4.1.6.10.a Replay exercise history for review and analysis.

4.1.6.10.b Play back voice and wor kstation exercise performance data for review
and analysis.

4.1.6.10.c Generate and display exercise reports and summaries of exercise
performance data detailing the results of exercise simulationsin video
display and/or hard copy formats for review and analysis.

4.1.6.11 The NCC system will incor porate appropriate error-handling capability, including a
capability to display error messages when errors cannot be handled automatically.

4.1.7 ExecisePaformance Feedback

4.1.7.1 Exercise performance feedback capabilities must support activities to prepare and
present exer cise performance feedback and ar chive exer cise performance information for
post-exer cise use (adapted from NTC-ISORD'?).

4.1.7.2 Among other information preparation capabilities, the NCC system must (adapted from
NTC-ISORD*):
4172a Retrieve, edit, and replay recorded exercise performance data to convert it
into information to support exercise feedback.
4.1.7.2b Replay the exercise history to support exer cise feedback.

4.1.7.2.c Generate and display exercise reports and summaries detailing results of
exercise simulationsin video display and/or hard copy formats to support
exer cise feedback.

4.1.7.2d Sore exercise performance information used to conduct exer cise feedback

for later retrieval, editing, and presentation.
4.1.7.3 Among other information presentation capabilities, the NCC system must (adapted from

NTC-ISORD'):
4.1.7.3.a Replay prepared exercise performance information on command.
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4.1.7.3b Replay exercise history on command.
4.1.7.3.c Present prepared exer cise performance feedback at controller-specified
multiple distributed locations.

4.1.7.4 Among other information archive capabilities, the NCC system must (adapted from NTC-

ISORD'?):

41.74.a Transfer recorded exer cise performance data to removable archive media
for other uses.

4.1.7.4b Transfer exercise history to removable media for other uses.

4.1.7.4.c Provide for review, manipulation, and replay of voice, video, and digital
exer cise performance data on a workstation functionally compatible with
the NCC system.

4.1.8 System Support

4.1.8.1 System support capabilities must support equipment recovery, system reset, and system
availability verification activities to establish pre-exercise base configuration for the next
exercise (adapted from NTC-ISORD??).

4.1.8.2 Among other equipment recovery capabilities, the NCC system must be capable of
(adapted from NTC-ISORD'?):

4.1.8.2.a Connection or disconnection of individual workstations at remote
locations without negatively impacting the operation of the overall system.
4.1.8.2b Diagnostic checkout concurrent with removal and recovery of individual

wor kstations.

4.1.8.3 Among other system-reset capabilities, the NCC system must (adapted from NTC-IS

ORD'?):
4.183a Reset all or selected parts of the system on command.
4.1.8.3b Reset system components and softwar e from exer cise-specific conditions

to pre-exercise base configuration.
4.1.83.c Remove/del ete exer cise-specific data not required for subsequent
exercises on command.

4.1.8.4 Among other system availability verification capabilities, the NCC system must perform
post-exer cise checks/tests that report available status of system components and the
integrated system (adapted from NTC-ISORD'?).

4.1.8.5 The NCC system will maintain a mechanism for tracking software errors.
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4.2  Logisticsand Readiness

Includes requirements for mission capable rate, operational availability, frequency and duration of maintenance
actions, etc.

4.2.1 The NCC system must be available to support exercises as scheduled, including on shift if
desirable, to allow for flexible scheduling and conduct of exercises (adapted from NTC-
ISORD'?).

4.2.2 TheNCC system must be easy to maintain and operate, incorporating the principles of
modularity and commondlity (adapted from JTR ORD®).

4.2.3 The NCC systemwill incorporate ease of maintenance and servicing by minimizing use of
special personnel, parts, supplies, tools, and equipment (adapted from IEWTPT ORD).

4.2.4 The NCC systemwill require only a limited number of special tools, support equipment,
and spare assemblies to facilitate ease of maintenance and reduce inventory
requirements.

4.25 AnIntegrated Logistics Support Plan will be developed as part of the Life Cycle and
Sustainment Planning identified in the Strategic goal's, objectives, and action directives
included in Appendix A of the NCC Strategic Plan.'® [ThisisaKey Performance
Parameter for Module 2]

4.3  Other Systems Characteristics

Addresses characteristics that tend to be design, cost and risk drivers such as natural environmental factors or
unplanned stimuli. Identifies characteristics (confidentiality, integrity, accuracy, timeliness, and availability) to
defend against and survive information attack. Defines expected mission capability (e.g., full, percent degraded,
etc.) in the various environments. |dentifies communications, information, and physical and operational security
needs.

4.3.1 Noninterference

4.3.1.1 The NCC systemwill not compromise the integrity and security of actual drug
interdiction operations.

4.3.1.2 The NCC systemwill in no way impede the normal operation of the drug interdiction
agencies involved when it is not in use (adapted from IEWTPT ORD?).

4.3.2 Naturd Environmentd Factors

4.3.2.1 The NCC system must be capable of operation in normal office environments
encountered throughout the U.S. (adapted from NTC-ISORD™).
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4.3.2.2 Additional physical, electrical, temperature, and humidity controls over and above those
normally associated with standard office facilitiesin the U.S. will be specified as needed
by the NCC system devel opment contractor to ensure reliable and secure NCC system
operations (adapted from Customs Al'S Security Policy?).

4.3.3 Electromagnetic Compeatibility

4.3.3.1 The NCC system must have full electromagnetic compatibility with all communications,
electrical and electronic equipment with which it will be designed to interface (adapted
from NTC-ISORD™?).

4.3.4 Misson Cgpability

4.3.4.1 The NCC system must be capable of operating reliably and without Sgnificant
degradation in dl centraized and didtributed facilities megting minimum requirements
identified by the NCC system development contractor and approved as part of the facility
planning process identified in Appendix A of the NCC Strategic Plan'® (adapted from
NTC-1S ORD*?).

435 Security

4.3.5.1 The NCC systemwill comply with all relevant security requirements (e.g., including
directly applicable DOE and DOD requirements).

4.3.5.2 Any sensitive information used by the NCC system, whether included as part of scenarios
and exercises or communicated through the system for other purposes, must be protected
by control systems and measures consistent with the security requirements of all of the
agencies involved (adapted from Customs Al'S Security Policy?).

4.3.5.3 Information about exercise content or conduct that could be used by drug traffickersto
develop countering methods and tactics will be protected as sensitive information
(adapted from NCC Survey Team notes).

4.3.5.4 Safeguards must be included to detect and minimize inadvertent or malicious
modification or destruction, or attempts to do so, of NCC system application software or
critical data files (adapted from Customs Al'S Security Policy?).

4.3.5.5 Safeguards will also be included to minimize eavesdropping on simulation exer cises.

4.3.5.6 NCC system exercise controllers and others with access to information being included in

the NCC system will be subject to security requirements cons stent with the required
security levels of the information being included.
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4.3.5.7 A System Security Plan will be developed as identified in the strategic godls, objectives,
and action directives included in Appendix A of the NCC Strategic Plan.’® [ThisisaKey
Performance Parameter for Module 2]

436 Sdey & Hedth

4.3.6.1 The NCC system will comply with applicable safety and health design requirements
(adapted from IEWTPT ORD?).

4.3.6.2 The NCC systemwill not present any uncontrolled safety and health hazards to personnel
throughout the life cycle of the system (adapted from IEWTPT ORD®).

44  Pre-Planned Product Improvement (P3l)

4.4.1 TheNCC systemwill be developed in accordance with the principles of P3lI.

4.4.2 The NCC systemwill be developed through a series of modules, primarily to provide for
progressive implementation of capabilities and also to broaden the exercise capability to
cover a greater range of drug interdiction agencies within the U.S (adapted from
|IEWTPT ORD®).

4.4.3 The program approach for the NCC system contains the following elements relating

to P3l:

4.4.3.a Begin with a bite-size piece of the problem, and address greater levels of
complexity in subsequent modules.

4.4.3.b Focus on user-defined requirements, based on empirical information and
objective data collection methods.

4.4.3.c Develop the system in discrete modules, with an upgraded capability available at
the end of each module.

4.4.4 Aseach module of the NCC system is devel oped, information on the performance of the
current version of the NCC systemwill be used to provide input into the devel opment of
the subsequent version.

4.45 Feedback mechanisms such as conferences and customer input processes will be

developed and implemented as identified in the Strategic gods, objectives, and action
directivesincluded in Appendix A of the NCC Strategic Plan.'°
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5.0 Program Support

Establishes support objectives for initial and full operational capability. Discussesinterfacing systems. Identifies
any related ORDs.

51  Operationsand Maintenance Planning

I dentifies maintenance tasks and time phasing for all levels of maintenance.

5.1.1 Operation and maintenance of the NCC system following development will be the
respongbility of the NCC operations and maintenance contractor.

5.1.2 Documentation required to operate and to conduct routine maintenance for the NCC
system workstations will be Provi ded by the NCC system devel opment contractor
(adapted from NTC-ISORD"?).

5.1.3 Therewill be sufficient NCC system workstations available to support maintenance needs

and provide operational continuity in accordance with reliability, availability, and
maintainability (RAM) requirements (adapted from IEWTPT ORD?).

5.2  Support Equipment

Defines the standard support equipment to be used by the system.

5.2.1 TheNCC system will be developed to minimize the needs for field support of system
components, whether indtaled at a centrdized facility, aregiond facility, or a satellite
fadlity.

5.2.2 Mechanismsfor providing any necessary field support will be developed by the NCC
operations and maintenance contractor.

53  Human Systems|Integration/MANPRINT

Establishes broad manpower constraints for operators, maintainers, and support personnel.

5.3.1 Manpower and Personnel

5.3.1.1 NCC system operations will be designed to minimize manpower regquirements.

5.3.1.2 The manpower necessary to operate the NCC system and conduct exercises must be
within projected approved personnel authorizations (adapted from NTC-ISORD*?).
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5.3.1.3 Personnel entrusted with the management, operation, maintenance, or use of the NCC
system and any associated sensitive information require appropriate authorizations
(adapted from Customs Al'S Security Policy?).

5.3.2 Traning
(Describes training needed to set up and deploy system and to train system operators and maintainers)

5.3.2.1 The NCC system development contractor will provide System Administration Manuals
and System User’s Manuds a the time of ddivery of the system, and upon ddlivery of
any sysem modules or upgrades that sgnificantly affect operations and maintenance of
the system.

5.3.2.2 The NCC system devel opment contractor will provideinitia training for system
operators and exercise controllers at the centralized NCC system ingtdlation.

5.3.2.3 Training materias provided by the NCC system development contractor will be usable
for follow-on internd NCC training requirements.

5.3.3 Human Factors Engineering

5.3.3.1 The NCC system must meet all applicable industry and government Human Factors
Engineering (HFE) requirements (adapted from NTC-ISORD'?).

5.3.3.2 The NCC software should provide a common man-machine interactive display and
control interface for all software functionsin order to maximize the efficiency of the
operators use of all software modules (adapted from NTC-ISORD?).

5.3.3.3 The NCC system will be user friendly and will dlow people with arange of backgrounds

and only minima computer skillsto participate in exercises with only minimd training
(2 hours or less) on the operation of the system.

54  Computer Resources

I dentifies computer resource interface constraints.

54.1 TheNCC systemwill not require any tie-in to existing computer systems within law
enforcement agencies to conduct exercises.

5.4.2 TheNCC systemwill be capable of interfacing with existing computer systems, if and
when required, through common interface protocols and connections.
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5.5

Other Logistics Considerations

Describes the provisioning strategy for the system. Specifies any unique requirements, special packaging and
handling, and unique data requirements.

55.1

5.5.2

553

554

5.6

A Satellite Location Plan will be developed to identify and prioritize gppropriate Site
expangon locations, asidentified in the Strategic gods, objectives, and action directives
included in Appendix A of the NCC Strategic Plan.’® [Thisis aKey Performance
Parameter for Module 2]

Specifications for appropriate regiond facilities or satdlite facilities for ingalation of
digtributed NCC system workstations will be developed to ensure that minimum
acceptable conditions of these facilities are achieved.

Upgrades of regiond or satdllite facilities may be required in some instancesin dectrica
and/or communications and data services (e.g., to provide increased bandwidth) in order
to ensure full functiondity of the NCC system in those locetions.

An Integrated Logistics Support Plan will be developed as part of the Life Cycle and
Sustainment Planning identified in the Strategic goals, objectives, and action directives
included in Appendix A of the NCC Strategic Plan.’® [Thisis aKey Performance
Parameter for Module 2]

Command, Control, Communications, Computers, and Intelligence

Using the operational architecture approach, describes how the systemwill beintegrated into the command,
control, communications, computers and intelligence architecture that will exist when the systemisfielded.
Includes data requirements, frequency of data, computer network support, and anti-jam requirements. Identifies
unique intelligence infor mation requirements pertaining to target and mission planning activities, threat data, etc.

5.6.1

5.6.2

5.7

The NCC system will not directly interface with actual command, control, and
communications systems, other than the communication system used to link the NCC
system wor kstations, but will simulate several such systems

The NCC system requires safeguards to prevent intercept of data transmissionsin

exer cll 2se's wher e sensitive information or approaches are employed (adapted from NTC-1S
ORD™).

Trangportation and Basing

Describes the basing requirements and associated facilities.

5.7.1

The centralized portion of the NCC system will be considered a fixed-site system.
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5.7.2

5.7.3

5.7.4

5.7.5

5.8

Onceinstalled at the centralized location, NCC system components are not anticipated to
be moved frequently, so ease of transportability is not a key requirement for the
centralized portion of the NCC system (adapted from NTC-ISORD?).

Individual components of the NCC system must be transportable by air, ground, and rail
to facilitate spares replenishment and return of failed system components for repair
(adapted from NTC-ISORD™).

Enhanced transportability of the NCC system to support the deployment of mobile
exercise installations may be considered as a future requirement.

Actua NCC system locations and delivery will be in accordance with the priorities

established as part of the Program Management Plan (PMP) included in Appendix A of
the NCC Strategic Plan.°

Standardization, Inter oper ability, and Commonality

Describes considerationsfor joint use; identifies procedural and technical interfaces and communications protocols
and standards.

581

5.8.2

5.8.3

584

5.9

The NCC system will be developed consistent with existing industry and formal standards
to the extent that they are cost effective and appropriate for the intended use, and
provided that they are not in conflict with specific NCC system requirements (adapted
from Customs Al S Security Policy?).

Any requirements for interoperability of the NCC system with other systems being used
by law enforcement agencies, other agencies, or distance learning providers will be
defined based on needs identified as the system isfielded to specific regiond or satdlite
locations.

Any interoperability with external systems must consider support of applicable and
appropriate data security measures as they relate to interagency communications or
interoperability (adapted from Customs Al'S Security Policy®).

Use of copyrighted software will comply with copyright laws and license agreements
(adapted from Customs Al'S Security Policy?).

Mapping, Charting, and Geodesy Support

| dentifies cartographic materials, digital topographic data, and geodetic data need for system employment.

591

The NCC system will use standard Geographic Information System (GIS) data and
software to import and create, where necessary, 2D and 3D terrain databases as needed
for the exercise environment (adapted from Scenario Description for NCC demo®).
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5.9.2

593

594

5.95

5.10

Sandard, commercially available data and software will be used to develop the required
terrain representation capabilities, to the maximum extent possible consistent with

achi egi ng the objectives of the NCC system (adapted from Scenario Description for NCC
demo>).

When standard products are unavailable, insufficient, or cost prohibitive, commercial 2D
and 3D modeling tools will be used to generate or enhance the terrain to provide the
required representation of key areas such as building, roads, obstacles, and vegetation
(adapted from Scenario Description for NCC demo®).

Levels of terrain fidelity in the virtual environment will vary based on the exercise
objectives (adapted from Scenario Description for NCC demo®).

Any needs for incorporation of specia GIS data (e.g., to represent sensor locations) will

be determined based on specific exercise requirements or input from the participating
LEAs.

Environmental Support

I dentifies any requirements for weather support.

5.10.1 Smulated weather conditions, controllable by the exercise controller, will be

incorporated as appropriate into the exercises using the NCC system.

5.10.2 Real-time weather information is not anticipated to be required for NCC system

exercises.

5.10.3 Provison should be included for obtaining appropriate weather forecast information for a

gpecific location and incorporating it into misson rehearsal scenarios. [Thisisnot aKey
Performance Parameter for Module 2.]
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6.0 Force Structure

Estimates the number of systems or subsystems needed, including spares. Identifies unitsthat will employ the
systems being devel oped to satisfy this ORD.

6.1  General Force Structure Requirements

6.1.1 TheNCC sysem will be ingaled in a centrdized location as well as an undetermined
number of regiona and satellite locations.

6.1.2 Facility locationsfor the NCC System will be identified and prioritized as part of the
Satellite Location Plan to be developed as identified in the Strategic gods, objectives, and
action directives included in Appendix A of the NCC Strategic Plan.°

6.1.3 Specific configuration of workstations for each type of ingtalation will be determined as
part of the detailed specification process to be conducted by the system devel opment
contractor, in conjunction with the Life Cyde and Sustainment planning activity
identified in Appendix A of the NCC Strategic Plan.*°

6.1.4 The NCC system devel opment contractor will maintain a developmenta ingtallation at
ther facility to alow them to test and evauate system configuration issues and to provide
ass stance when necessary with resolution of operation and maintenance issues that may
aisewith fidd ingdlations of the NCC system.

35



7.0

Schedule Consider ations

Defines what actions, when complete, will constitute attainment of Initial and Full Operational Capability. If
availability in a specific time frameisimportant, specifies an objective for initial operational capability.

7.1

711

712

7.13

7.1.4

General Schedule Requirements

The NCC Program has adopted a devel opment approach that provides incremental
capability through the fielding of a phased series of progressively more capable versions
of the system.

Once development is completed on each phase or module of the NCC system, that
verson of the system will be turned over to the NCC for deployment and use.

This ORD will be updated for each succeeding version of the NCC system.
The schedule for development and deployment of the NCC system isto be developed as

part of the planning and management activities identified in the Srategic gods,
objectives, and action directives included in Appendix A of the NCC Strategic Plan.*®
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