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Preface

The Federal Emergency Management System (FEMIS) is an emergency management planning and
response tool. The following documents were developed to support system users.

This FEMI S Data Management Guide provides the information needed to manage the data used to

support the administrative, user-environment, database management, and operational capabilities

of FEMIS.

The FEMI S Installation Guide providesinstructions for installing and configuring the FEMIS software
package.

The FEMI S System Administration Guide provides information on FEMIS System Administrator
activities as well asthe utilities that are included with FEMIS.

The FEMI S Release Notes provide a description of what is new in the release, alist of known problems
and workaround suggestions, and any information specific to this release that was not available
when other documents were published.

The FEMISBIll of Materials defines FEMIS hardware, software, and communication requirements.
The FEMIS Online Help System explains how to use the FEMIS program, which is designed to help

civilian emergency management personnel to plan and respond to a Chemical Accident or
Incident (CAI) Event at amilitary chemical stockpile.?

(8 The FEMIS program is being developed by the Pacific Northwest National Laboratory as part of the U.S. Army

Chemical Stockpile Emergency Preparedness Program (CSEPP). Pacific Northwest National Laboratory is
operated for the U.S. Department of Energy by Battelle under Contract DE-AC06-76RLO 1830.
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Acronyms and Definitions

ACTS
ANAD
APR
CAl
COTS
CPU
CSEPP
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Automated Computer Time Service

Name of a FEMIS database (Anniston Depot)
Project file format (ArcView)

Chemical Accident or Incident

Commercia -Off-The-Shelf

central processing unit

Chemical Stockpile Emergency Preparedness Program
Name of a FEMIS database (Tooel e County)
Chemical wind dispersion model used in FEMIS
Data Acknowledgment Interface

Database Management System

Data Driven Naotification

Data Exchange Interface

Dynamic Linked Library

Domain Name Services

Dynamic Random Access Memory

electronic mail

Emergency Management Information System
Emergency Operations Center

Emergency Support Function

Evacuation SIMulation, part of Oak Ridge Evacuation Modeling System (OREMS)
Federal Emergency Management Information System
File Transfer Protocol

gigabyte-billion bytes

Group Identification number

geographic information system

Greenwich Mean Time

Genera Protection Fault

Global Positioning System

Graphical User Interface

Hardware Compatibility List

Integrated Baseline System

Oracle? Installation & Configuration Guide Release 7.3.4
Interactive DY Namic EV acuation

Internet Assigned Number Authority

Internet Protocol

kilobyte-thousand bytes

local area network

megabyte—million bytes

meteorol ogical

megahertz—millions of cycles per second
Network File System
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NIST National Institute of Standards and Technology

NTP Network Time Protocol

ODBC Open Data Base Connectivity

OLE Object Linking and Embedding

OREMS Oak Ridge Evacuation Modeling System

PC personal computer

PCI Peripheral Component Interconnect (Intel)

PID Process Identification number

PNNL Pacific Northwest National Laboratory

RAM Random Access Memory

RER Remote Evacuee Registration

RDBMS relational database management system

SMTP Simple Mail Transfer Protocol

SQL Structured Query Language

SQL script Sequence of SQL statements that perform database operations
TCP/IP Transmission Control Protocol/Internet Protocol
TEAD Name of a FEMIS database (Tooele Army Depot)
TNS Transparent Network Substrate

UDP User Datagram Protocol

uiD User Identification number

UNIX Generic name for the server operating system

UTM Universal Transverse Mercator

UTST Name of a FEMIS database (Utah State)

VB Microsoft Visual Basic

VGA Video Graphics Array

WAN wide area network

WINS Windows Internet Name Service

Windows NT  Microsoft Network Ope rating System for Workstations
WinSock Windows Sockets

WWV NIST radio station broadcasting continuous time status
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1.0 Overview

The Federal Emergency Management Information System (FEMIS®)@ is an emergency management
planning and response tool that was developed by the Pacific Northwest National Laboratory®™ (PNNL)
under the direction of the U.S. Army Soldier and Biologica Chemical Command (SBCCOM). This
FEMI S System Administration Guide provides information necessary for your System Administrator to
maintain the FEMIS system.

The FEMIS system is designed for asingle Chemica Stockpile Emergency Preparedness Program
(CSEPP) site that has multiple Emergency Operations Centers (EOCs). Each EOC has personal
computers (PCs) that emergency planners and operations personnel use to do their jobs. These PCsare
connected via alocal areanetwork (LAN) to servers that provide EOC-wide services. Each EOC is
interconnected to other EOCs via awide area network (WAN).

Thus, FEMISis an integrated software product that resides on client/server computer architecture. The
main body of FEMIS software, referred to as the FEMIS application software, resides on the PC client(s)
and is directly accessible to emergency management personnel. The remainder of the FEMIS software,
referred to asthe FEMIS support software, resides on the UNIX server. The Support Software provides
the communication, data distribution, and notification functionality necessary to operate FEMISin a
networked, client/server environment.

The UNIX server provides an Oraclerelational database management system (RDBMS) service, basic file
management services, and ARC/INFO GIS (geographic information system) capabilities, whichis
optional. PNNL developed utilities that reside on the server include the Notification Service, the
Command Service that executes the Evacuation model, and AutoRecovery.

This client software includes the FEMIS application, government furnished dispersion and evacuation
models, and Commercia-Off-The-Shelf (COTYS) software applications, such asthe ArcView GIS and
Microsoft Project.

The FEMIS PC software accesses the site-specific database on the server and returns data to the PC. The
user can then add, edit, or delete information; make decisions; displays maps; or use other FEMIS
functionality. Information is passed back to the FEMIS database and notifications are made to other
FEMIS users.

To operate FEMIS, the application software must have access to a site-specific FEMIS emergency
management database. Datathat pertainsto anindividual EOC’ s jurisdiction is stored on the EOC’ s local
server. Information that needs to be accessible to all EOCs is automatically distributed by the FEMIS
database to the other EOCs at the site.

(8) FEMIS software was copyrighted in 1995 by Battelle Memorial Institute.
(b) Pacific Northwest National Laboratory is operated for the U.S. Department of Energy by Battelle Memorial
Institute under Contract DE-AC06-76RLO 1830.
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The FEMIS databases have been devel oped in conjunction with Innovative Emergency Management, Inc.
(IEM) and the personnel at each site. The validated database will be provided by PNNL when FEMISis
installed at your site. Pleaserefer to the FEMIS Database Management Guide for further information.

Proper installation of the FEMIS software is crucial to the operations of the emergency management
system. Many software elements must be installed on a variety of servers and client workstations. Each
must be installed and configured according to specifications for proper interoperability. Please refer to
the FEMI S Installation Guide for further information on installation, including directory structures and
other configurations.

1.1 Point of Contact

We encourage you to contact us with suggestions or to ask questions. Y ou can contact us by mail,
telephone, fax, or E-mail:

Ranata L. Johnson

Pacific Northwest National Laboratory
P.O. Box 999, MSK7-28

Richland, WA 99352

Telephone: (509) 375-6311

Fax Number: (509) 375-3641

E-Mail address: ranata,johnson@pnl.gov

1.2 Document Organization
This document is organized into 16 sections, as follows:
Section 1.0—- Overview — discusses the FEMIS software system.

Section 2.0— FEMIS Monitoring Tools — describes how to use the FEMIS monitoring tools to check the
status of database replication and the system.

Section 3.0— FEMIS Notification Service — describes the FEMIS Notification Service that is used to
coordinate new data input.

Section 4.0 - FEMIS Command Server — describes the FEMIS Command Service and how PC users can
|aunch the Evacuation model.

Section 5.0— FEMIS Meteorological Application — describes the FEMIS meteorological applications
and their uses.

Section 6.0— FEMIS Contact Daemon — discusses the FEMIS contact protocol used in al network
communication.
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Section 7.0— FEMIS Data Exchange Interface (DEI) — discusses the FEMIS Data Exchange Interface
application, which is used to support the transfer of data from the Emergency Management
Information System (EMIS) to FEMIS.

Section 8.0— FEMIS GIS Database — describes the FEMIS GI S database and the components of the
spatia database.

Section 9.0— FEMIS Oracle Database — describes the FEMIS Oracle database, which includes manag-
ing the relational database and replication.

Section 10.0 — FEMIS Evacuation Applications — describes the FEMIS Evacuation model interface.

Section 11.0 — Server Network Time Protocol Set Up — describes how to set up and synchronize the
server time.

Section 12.0 — Security Measures — describes the security provided with FEMIS.

Section 13.0 — Backup Strategy — discusses the recommended backup strategy for file system and Oracle
database backups.

Section 14.0 — FEMIS UNIX Server — discusses the maintenance and troubleshooting for the FEMIS
UNIX server.

Section 15.0 — FEMIS PC Utilities — describes the utilities avail able with the FEMIS application.

Section 16.0 — FEMIS Application Error Messages and Troubl eshooting — discusses error messages or
problems and the methods to resolve these issues.

1.3 Software Products
FEMIS integrates the following Commercial-Off-The-Shelf (COTS) software products.

Table 1.1. Integrated COTS Software Products

Softwar e Application Softwar e Company

ArcView GIS Environmental Systems Research Institute, Inc. (ESRI)
Microsoft Windows NT Workstation Microsoft Corporation

Microsoft Project for Windows Microsoft Corporation

Oracle and Oracle ODBC Driver Oracle Corporation

NFS Maestro Hummingbird Communications Ltd.

Samba Samba Team (open source project)

SUNWpcnfd and Solstice NFS Client Sun Microsystems, Inc.
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FEMIS integrates the following government-furnished software products.

D2PC (February 2000) U.S. Army Soldier and Biological Chemical
Command (SBCCOM)
PARDOS v3.1 (May 1997) U.S. Army SBCCOM

Evacuation SIMulation Model (ESIM v2.1f13)  Oak Ridge National Laboratory

The following software products are optional.

ARC/INFO Environmental Systems Research Ingtitute, Inc.
Corel WordPerfect Corel Corporation
Microsoft Office Microsoft Corporation
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2.0 FEMIS Monitoring Tools

The FEMIS decision support system uses a networked, client/server architecture that requires the
management of multiple servers, LAN and WAN networks, replicated relational databases, and onpost-to-
offpost communications. As such, System Administrators must have a suite of tools and utilities at their
disposal that will allow them to effectively identify and resolve problems as they arise in the extended
FEMIS architecture.

Interruptions in FEMIS services can result from network problems, such as

*  Unpredicted events, such as power failures resulting in server shutdowns

» Critical functionsincluding the Oracle databases may cease to operate

e Communication services provided by other servers, such as Met, DEI, or EMIS may not be active.

Distributed processing in FEMIS relies on al EOC servers working properly and the network
interconnecting them being reliable. As aresult, the system should be monitored regularly to detect any
abnormal conditions and avoid problems.

This section describes the tools and utilities provided to assist the FEMIS System Administrator in
supporting the extended FEMIS architecture. These tools assist in monitoring the system, notifying the
FEMIS System Administrator that a problem exits, and, if applicable, automatic repair of system
problems. These tools include the following:

AutoRecovery

A UNIX tool, run asacron job, that monitors the status of the extended FEMIS system and can
intrusively notify the System Administrator when there is a significant problem. Where applicable,
AutoRecovery will identify problems that can be automatically fixed and fix them. AutoRecovery will
provide both alog and notifications on the status of extended FEMIS architecture.

UNIX FEMIS Monitor

The UNIX FEMIS Monitor provides the status of the FEMIS servers and databases. ThisUNIX FEMIS
monitoring subsystem is secure and will not alow outside access to the FEMIS network viathe
monitoring subsystem.

FEMISMon Watcher (FWATCH.EXE)

A PC application that receives notifications from AutoRecovery and graphically displays the status of key
FEMIS system components. FWATCH hastriggers that will evoke alarmsto notify the System
Administrator if AutoRecovery detects a significant problem.
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FEMIS Monitor PC (FMONPC.EXE)
A PC application that checks FEMIS database replication and displays a graphic representation of
replication status.

Network Monitor (WS_WATCH.EXE)
A PC application that graphically depicts the status of the FEMIS network.

2.1 AutoRecovery

The FEMIS AutoRecovery systemis an integrated system that monitors the extended FEMIS
architecture, notifies your System Administrator if significant problems arise, and fixes problems that can
be automatically repaired. Figure 2-1 illustrates the flow of the monitoring, notification, and recovery
effort.

The AutoRecovery system was developed to reduce the involvement of the FEMIS System Administrator
in maintaining the system, aid in the identification of problems when they arise, and keep the system up
and operating with fewer interruptions.

With AutoRecovery, the ability to repair and/or restart FEMIS processes has been provided aong with
increased identification capabilities.

It is recommended that AutoRecovery be installed (see Section 2.6, FEMIS AutoRecovery System
Description and Installation, in the FEMI S I nstallation Guide) on each of the serversin the FEMIS
network. When that has been completed, the status of all processes tracked by AutoRecovery isrecorded
in alog on each of the servers every time AutoRecovery executes. Whenever an anomal ous event occurs
(e.g., database shuts down, network crashes) alog entry is made and an E-mail messageis sent to all
AutoRecovery custodians (See Sections 2.1.3, FEMIS Logging, 2.1.4, FEMIS Log File Archive, and
2.1.5, Sending E-mail) if so configured. Included in the E-mail message, is AutoRecovery’s attempt at
fixing the problem, if AutoRecovery has been configured to correct the specific problem. For example,
when the database listener goes down, AutoRecovery attemptsto restart it. It reportsthat it tried to restart
it and reports whether or not it successfully did so.

2.1.1 How to Execute AutoRecovery

AutoRecovery isinvoked viathe cron facility. Entriesin the root crontab file automatically invoke
AutoRecovery on the following default schedule.

Mon thru Fri
7:00a to 6:00p - run AutoRecovery every ten minutes

6:00p to 7:00a - run AutoRecovery every half hour
Sat & Sun - run AutoRecovery hourly

To change the run schedule, edit the root crontab (See the man page on crontab).
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Figure2.1. AutoRecovery’s Integration of Monitoring, Notification, and Recovery

Launch Watchdog

Process Configuration

< 1

Get next condition

Monitor Condition

No

More

< Watch Dog >

Send signal

Conditions?

Write error log

Auto-carve (if not inserted)

Problem
Correctable? ‘ <

Execute fix, write logs

Services

Restored? Write error log and auto-insert

v

Send Notifications

Slay watchdog

END

[ Watch Dog Signal ]

Slay hung processes

Write logs

Send Notifications

Write error log

END

2-3



Federal Emergency Management FEMIS System Administration Guide
Information Systems (FEMIS) May 26, 2000-Version 1.4.7

2.1.2 Messaging Service

AutoRecovery provides FEMIS system status information to the System Administrator in three ways: log
files, E-mail message, and through the FEMIS Notification Service. By default the three messaging
services are enabled. To disable any of the messaging services, comment out the appropriate line in the
file

/opt/local/bin/femis_watch.conf

2.1.3 FEMIS Logging

AutoRecovery logging is performed through the UNIX syslog message logging facility. Syslogd, the
system message |ogging daemon, forwards messages sent by AutoRecovery and routes them to their final
destination in the /var/log/femislog file. In addition, AutoRecovery can be configured with different
security levels. The security levels are

warn — log only warning messages
notice — log warning messages and restart messages
info — log all reported messages

By default, AutoRecovery uses the security level info.

The default log file name, location, and security levels are configurable in the /etc/syslog.conf file. Check
for theline:

local7.info /var/log/femislog

PNNL recommends that you do not change these default val ues.

2.1.4 FEMIS Log File Archive

Log archiving is performed by the script /opt/local/bin/logit. This script is run nightly from the root
crontab. The default number of FEMIS log files archived is 7 days and the number of days archived can
be configured by changing the value for NUM_OF_DAYS_TO_ARCHIVE in the /opt/local/bin/logit script.

2.1.5 Sending E-mail

When AutoRecovery discovers an error with the FEMIS configuration, it sends awarning message via
E-mail. The default AutoRecovery setting sends al E-mail to the root user. Y ou can change the default
E-mail recipient or add additional E-mail recipients by editing the /opt/local/bin/femis_watch.conf file.
Look for the $Custodian line and add or change any E-mail addresses between the single quotes. A
single space separates each E-mail address. See the example below for clarification:

$Custodian = ‘root femis admin@smtp.foo.com’;
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E-mail can be sent to any valid SMTP recipient. For instance, addresses can beto real users, local and
remote server aliases, other mail gateways, and to files and/or programs for filtering. For syntax, and
mail configurations to support expanded E-mail capability, consult your site’s mail server documentation.

2.1.6 AutoRecovery “Watchdog” Timeout Parameter

AutoRecovery now has a configurable timeout value. In the event that AutoRecovery were to hang
because of problems completing a command or spawned process, it will now force itself to abort
processing if it is active for longer than the value defined in

$watchdog_timeout = 480; # 480/60 = 8 minutes
where the value is defined in seconds.

Note: Setting the timeout value to something greater than the smallest crontab interval is an
acceptable practice; however, subsequent AutoRecovery runs will complain about a
previous run of AutoRecovery not completing and will exit if arun gets stuck. This will
continue until the hung AutoRecovery process times out as defined. PNNL recommends
that to avoid confusion, the value be set less than the smallest cron interval.

2.1.7 Dynamic Insertion/Deletion of Remote Server in Replication

The database design in FEMIS v1.4.7 now allows AutoRecovery to dynamically remove and reinsert
remote serversin asite configuration “on the fly”. Thisinsertion and deletion primarily affects replicated
database data but also affects messages that AutoRecovery sends out. Four parametersin
femis_watch.conf control how these functions behave. They are

$auto_carve = 1; # Allow auto_carve if defined
$auto_insert =1;  # Allow auto reinsertion if defined

# Auto Carve threshold - meaningless if $auto_carve is not defined
$ac_threshold =5; # Defined in terms of number of AutoRecovery runs
# Auto Insert threshold - meaningless if $auto_insert is not defined
$ai_threshold = 1; # Defined in terms of number of AutoRecovery runs

auto_carve and auto_insert define whether each respective featureis enabled. Thisiscontrolled with a
zero (disabled) or one (greater than zero — enabled) value. The threshold val ues define the number of
AutoRecovery runs required befor e the specific action occurs and are defined in terms of AutoRecovery
runs. Zero can be valid values for either threshold, although it is not highly recommended to use this
value. Generaly, the values shown are recommended.

auto_carve will remove a host from database push replication if the host is down (not reachable, or
experiences listener and/or database process errors) for the number defined in $ac_threshold of
AutoRecovery runs. For example, on the sixth consecutive failed run with the above set definitions,
AutoRecovery will remove the problem server from push replication.
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Conversely, as soon as the host becomes available again, on the second successful run of good status, it
will be reinserted back into the database replication push configuration.

2.1.8 AutoRecovery Events/Actions

Every time AutoRecovery is executed (from the root crontab), it goes through the following set of events
and actions.

Process 1—AutoRecovery monitors for and verifies that certain system processes are running. The
monitored processes are defined in /opt/local/bin/femis_watch.conf and include as a defaullt.

inetd lockd Ipsched mounted
hcinfsd nfsd rpcbind sendmail
statd syslogd utmpd xntpd/ntpd

Theformat isasfollows. daemon name, minimum number of processes, maximum number of
processes, time value, restartable flag, and restart command. Thetime value field representsa“timeto
wait” before checking if the restart command worked, and it only applies to the processes that can be
restarted by AutoRecovery.

Note: To effectively disable process monitoring (which is not recommend), set min to 0, and
max to a high number, such as 500.

Process 2—AutoRecovery monitors disk and swap space. AutoRecovery reports to the System
Administrator when either disk or swap thresholds have been exceeded. Disk and swap thresholds can be
customized for each server. The threshold values are defined in /opt/local/bin/femis_watch.conf. To
change the threshold values for disks, check the “ @disks = (” section. To change the threshold for swap

space, check the $swap = section.

Process 3—AutoRecovery checks connectivity only for hosts configured in the
lopt/local/bin/femis_watch.conf file. To configure AutoRecovery for remote connectivity checks, look for
the following line.

@network = (‘systeml’, ‘system2’)

Change the system names to reflect the name of your system (optional for NxM — but required for
AutoRecovery to work in an Nx1 configuration. The term localhost may also be used for the local host
name) and al remote systemsin your FEMIS configuration. Add as many entries as necessary, making
sure the system names are quoted and separated by commas.

During the connectivity check, if ahost isnot reachable, it is added to the auto-carve list if auto-carve is

enabled, and the auto-carve threshold has been exceeded for thissite. The problem host will not actually
get removed unlesslocal Oracle connectivity is accomplished (see Process 6 Step 8).
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Process 4—AutoRecovery monitors and, by default, attempts to restart the following FEMIS processes:

femisevent : FEMIS event notification
femisdei : FEMIS Data Exchange Interface (only if onpost)

If these FEMIS processes should not be restarted, comment out the following lines in the
/opt/local/bin/femis_watch.conf file:

$femis_event_restart_command = 'su - femis —c "$SENV{$FEMIS_HOME}/bin/stopnotify;
$ENV{$FEMIS_HOME}/bin/startnotify "

$femis_dei_restart_ command ='su - femis -c "$ENV{$FEMIS_HOMEY}/bin/femisdei";

Process 5—AutoRecovery checks the following Oracle Processes and attempts to restart the Oracle
Listener (tnslsnr) processif it is not running.

ora_ckpt_fi# ora_reco_fi# ora smon_fi# ora_arch# fi#
ora_dbwr# _fi# ora_pmon_fi# ora_lgwr_fi#  ora_snp# fi#

The monitored processes are defined in /opt/local/bin/femis_watch.conf. The format isasfollows:
daemon name, minimum number of processes, maximum number of processes, status flag, restartable
flag, and restart command. The status flag represents a“time to wait” before checking if the restart
command worked. The status flag applies only to the Oracle Listener, since it isthe only Oracle process
with arestart command.

Process 6—AutoRecovery monitors Oracle’ s ability to login to the local Oracle database. If
successful, it:

1. Reprocesses the site configuration information based on Oracle Replication push list.

2. Determinesthe percentage full for Oracle tablespaces.
To configure the reporting threshold of the Oracle tablespaces, ook for the %oracle_tablespaces =
line in the /opt/local/bin/femis_watch.conf file. Y ou can adjust the reporting threshold by changing
the value for the Oracle tablespace of interest. For example, to increase the Oracle SY STEM
tabl espace threshold from 85% to 90%, change

SYSTEM => 85, to SYSTEM => 90,

The default threshold for all Oracle tablespacesis 85%.
3. Monitorsthe FEMIS database replication if the configuration is other than an Nx1.

There are two Oracle components that make up replication. The components are push_local, which
sends data changes to remote servers, and update_remote, which receives and processes data change
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requests. AutoRecovery will attempt to fix these replication components, if al other AutoRecovery
system checks complete successfully. Otherwise, an error notification is generated.

4. Checksthe status of the remote database listeners.

5. Checks remote systems for Oracle and FEMIS process status to determine remote database
connectivity.

AutoRecovery now has the capability to determine if aremote systemis“good” or “bad”’ based on the
processes running on that remote system. Thereisanew section in the femis_watch.conf file that
defines thresholds and values of processes on remote systems for determining if aremote systemis
good or not. The definition tableis called @femismon_proc. This table must not have the entry order
changed, nor any entries removed. Ignoring a particular process altogether is accomplished with an
ignore flag that is set or cleared in the array definition. The table columns are defined as follows:

<descriptive daemon name>, ignore_flag, min, max
Toignore an entry, set theignore field to != 0.

For example, [ "OraArch”, 1, 1, 1 ], defines the eighth row in the @femismon_proc array. Theignore
flag is greater than zero, so this value will be ignored when determining if a remote server is good or
not. If it were not ignored, an error would be generated if there were less than or greater than one
remote OraArch processes, and the remote server would not have been considered available. The
string OraArch has no bearing in this array on how the remote search is conducted. Itismerely just a
descriptive string name for output in the error message.

6. Determines auto-insert and auto-carve lists based on whether the above Process 3 and Process 6 Steps
4 and 5 were successful.

7. If noerrorsin Processes 1 and 5 and Process 6 Steps 4 and 5 were detected, and replication was
configured; but either the remote replication push was disabled or the database listener (update)
mechanism was disabled; and at |east one remote host is available, attempt repairs on either
mechanism or both depending on the detected failure.

8. auto-insert and/or auto-carve hosts based on the lists built throughout the run.
Upon completion of monitoring for all the above events AutoRecovery then

* Sendsthe FEMIS notifications to be picked up by the PC.

e Saves AutoRecovery gtatistical information.

* E-mailstheresults, if warranted, to AutoRecovery custodians.
* Logstheresultsto the /var/log/femislog file.
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2.1.9 Detecting System Problems with AutoRecovery

AutoRecovery attempts to identify and fix, when possible, the root cause of a problem. For example, the
AutoRecovery software running onpost identifies that aremote database listener is not running. It notifies

the onpost System Administrator of the situation but cannot restart the remote listener. If auto-carve is
enabled and then if the remote listener continues to remain down on subsequent AutoRecovery runs, a
message is sent to the onpost System Administrator indicating the problem is continuing until the
auto-carve threshold is exceeded. Once exceeded, the remote site where the listener has been down is
removed from the onpost replication push mechanism to protect the onpost Oracle job queue. A message
indicating the remote problem with the listener, in addition to the removal of the remote host from the
push list, is sent to the onpost System Administrator. The reverse is true once the remote listener is
re-enabled and is able to be connected to by the onpost server and auto-insert is enabled.

Other situations are detected and corrected as configured in the configuration file. These aretypicaly

local FEMIS/system process checks, and process restarts.

2.1.10 Using AutoRecovery

The System Administrator can monitor progress of the FEMIS AutoRecovery by monitoring the log file.
To monitor progress on the server console, use the following command:

tail -f /var/log/femislog.

A typical (no problems found) report will show a set of messages similar to the following:

May 23 00:30:02 somehost.outthere.mil /opt/local/bin/femis_watch:
May 23 00:30:03 somehost.outthere.mil /opt/local/bin/femis_watch:
May 23 00:30:03 somehost.outthere.mil /opt/local/bin/femis_watch:
May 23 00:30:03 somehost.outthere.mil /opt/local/bin/femis_watch:
May 23 00:30:03 somehost.outthere.mil /opt/local/bin/femis_watch:
May 23 00:30:03 somehost.outthere.mil /opt/local/bin/femis_watch:
May 23 00:30:03 somehost.outthere.mil /opt/local/bin/femis_watch:
May 23 00:30:04 somehost.outthere.mil /opt/local/bin/femis_watch:
May 23 00:30:10 somehost.outthere.mil /opt/local/bin/femis_watch:
May 23 00:30:10 somehost.outthere.mil /opt/local/bin/femis_watch:
May 23 00:30:11 somehost.outthere.mil /opt/local/bin/femis_watch:
May 23 00:30:11 somehost.outthere.mil /opt/local/bin/femis_watch:
May 23 00:30:15 somehost.outthere.mil /opt/local/bin/femis_watch:
May 23 00:30:15 somehost.outthere.mil /opt/local/bin/femis_watch:
May 23 00:30:15 somehost.outthere.mil /opt/local/bin/femis_watch:
May 23 00:30:15 somehost.outthere.mil /opt/local/bin/femis_watch:
May 23 00:30:19 somehost.outthere.mil /opt/local/bin/femis_watch:
May 23 00:30:19 somehost.outthere.mil /opt/local/bin/femis_watch:

****x Beginning FEMIS Check ****
System processes are running
Swap space status is okay

Disk space status is okay

Network connections are reachable
FEMIS event is running

Oracle processes are running
Local listener is up

Connected to local Oracle

Oracle tablespaces are within limits
Bi-directional replication is running
Listener fil is up

Oracle database anad is available
Oracle database aema is available
Oracle database ctal is available
Oracle database cstc is available
FEMIS notification was sent

***x FEEMIS Check Complete ****
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When problems are detected the /var/log/femislog file will have error messages similar to the following:

May 23 21:53:42 somehost.outthere.mil
May 23 21:53:42 somehost.outthere.mil
May 23 21:53:42 somehost.outthere.mil
May 23 21:53:42 somehost.outthere.mil
May 23 21:53:42 somehost.outthere.mil
May 23 21:53:43 somehost.outthere.mil
May 23 21:53:43 somehost.outthere.mil
May 23 21:53:43 somehost.outthere.mil
May 23 21:53:43 somehost.outthere.mil
May 23 21:53:44 somehost.outthere.mil
May 23 21:53:44 somehost.outthere.mil
May 23 21:53:46 somehost.outthere.mil
May 23 21:53:46 somehost.outthere.mil
May 23 21:53:46 somehost.outthere.mil
May 23 21:53:46 somehost.outthere.mil
May 23 21:54:09 somehost.outthere.mil
May 23 21:54:10 somehost.outthere.mil
is set from 1 to 1.

May 23 21:54:10 somehost.outthere.mil
May 23 21:54:10 somehost.outthere.mil
push because of errors.

May 23 21:54:10 somehost.outthere.mil

Jfemis_watch:
Jfemis_watch:
Jfemis_watch:
Jfemis_watch:
Jfemis_watch:
Jfemis_watch:
Jfemis_watch:
Jfemis_watch:
Jfemis_watch:
Jfemis_watch:
Jfemis_watch:
Jfemis_watch:
Jfemis_watch:
Jfemis_watch:
Jfemis_watch:
Jfemis_watch:
Jfemis_watch:

Jfemis_watch:
femis_watch:

Jfemis_watch:

****x Beginning FEMIS Check ****
System processes are running
Swap space status is okay

Disk space status is okay

Network connections are reachable
FEMIS dei processes are running
FEMIS event is running

Local listener is up

Connected to local Oracle

Oracle tablespaces are within limits
Bi-directional replication is running
Oracle database ccal is available
Oracle database ccla is available
Oracle database ceto is available
Oracle database ccle is available
FEMIS notification was sent

There are 0 ora_arc[0-9]+_fi daemons. The range

Listener fi2 is down
fi2 (otherhost) is being removed from replication

**xx EEMIS Check Complete ****

In addition to the /var/log/femislog file the AutoRecovery custodians will receive E-mail. Examples of

E-mail messages are as follows:

For the above bad case...

There are 0 ora_arc[0-9]+_fi daemons. The range is set from 1 to 1.

Listener fi2 is down

fi2 (otherhost) is being removed from replication push because of errors.

AutoRecovery works in conjunction with the PC application FEMISMon Watcher (FWATCH). As
AutoRecovery examines that status of the FEMIS architecture, it not only sends messages to the log as
described above, but it also sends messages to the FEMIS Notification Services. These notifications are
picked up by FWATCH. FWATCH will then give agraphical view of the status of key FEMIS
components for the site. FWATCH can be set to sound alarms that will intrusively interrupt the
administrator or whoever islogged onto the PC where FWATCH is running.

Note: FWATCH is currently designed to reflect notification messages based on snapshot status.
Snapshot status is no longer directly checked in AutoRecovery in FEMISv1.4.7, so the
“snapshot status’ event messages currently generated by AutoRecovery are based on
other system criteria (not actual snapshot time/updates).
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This section includes AutoRecovery error messages, the problem that caused the error message to display,
and possible solutions to resolve the error message.

Error Message

AutoRecovery attempted to run
during system init change: ...

Table 2.1. AutoRecovery Error Messages

Problem

AutoRecovery was launched from
cron during a system boot phase.
It should only be considered a
problem if it occurs successively,
multiple times.

Solution

No action required if only received
once.

If received multiple successive times,
then a boot phase processis hung.
L ocate the hung process and correct.

AutoRecovery running without
watchdog!

The watchdog timeout process
could not be launched.

AutoRecovery could not fork a
process. This may be caused by
system resources being exhausted.
Examine resource usage and correct.

Could not status system
processes.

The system process table defined
in femis_watch.conf was empty or
undefined.

Check /opt/local/femis_watch.conf for
the table containing the @sys_proc
definition. Make sureit has entries
and no syntax errors. Syntax errors
may not be in the table definition
itself, but could also be in lines
around the definition, particularly in
front of it.

Could not status swap space.

The swap threshold is not defined
in the configuration file.

Check /opt/local/femis_watch.conf for
aline containing “$swap = ...;".
Make sure it has no syntax errors.
Syntax errors may not be in the
threshold definition itself, but could
aso bein lines around the definition,

particularly in front of it.

Could not status network
connections.

The network host table is not
defined in the configuration file.

Check /opt/local/femis_watch.conf for
the table containing the @network
definition. Make sureit has entries
and no syntax errors. Syntax errors
may not be in the table definition
itself, but could also be in lines
around the definition, particularly in
front of it.
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Could not status Oracle
processes.

Problem

At least one of the required
Oracle processes is not executing
correctly and areview of the
Oracle system is recommended.
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Solution

If this check could not be completed
then there is most likely amore
serious problem with the database. If
there are no other symptoms, then
your Database Administrator should
diagnose why this database query
failed and shutdown and restart
Oracleif necessary.

Local listener is down.

The Oracle listener on the local
server has stopped working.

Check the /var/log/femislog or the
remainder of the E-mail message to
indicate if AutoRecovery was
successful in restarting the listener. If
the listener was not restarted, check
the Oracle dert log for any anomalies
and restart the listener (command:
Isnrctl start).

Could not retrieve push fi list,
defaulting to regular site
definitions.

Thereplication push list could not
be retrieved from the local Oracle
database, even though the local
Oracle database could be

Thiswould typicaly indicate an
internal Oracle problem with the
FEMIS database. It could also bea
problem with the Perl — Oracle

connected to. interface, but would be accompanied
by other such errorsif thisisthe case.
Y our Database Administrator should
be consulted for correction.
Could not status Oracle AutoRecovery attempted to If this check could not be completed,

tablespaces.

measure the amount of datain the
Oracle tablespaces but was unable
to compl ete the status check.

then there is most likely amore
serious problem with the database. |If
there are no other symptoms, then
your Database Administrator should
diagnose why this database query
failed and, if necessary, shutdown and
restart Oracle.

Database ... may not be
available.

The thresholds and process
checks defined in the
configuration file for remote
system checks failed for a
particular remote server.

The message does not absolutely
indicate that the remote database is
not available but that the criteriaset in
the configuration file for the remote
check failed. Seethe
@femismon_proc definition in the
lopt/local/bin/femis_watch.conf file.
This may not be a correctable
situation on the loca EOC; however,
the threshold values can be adjusted
as necessary on the local sideto keep
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Solution

AutoRecovery from complaining.
Make this change carefully, since it
may lead to false indications of a
good remote system.

The host “servername” was not
statused or is unavailable,
skipping database “database user
name”.

Thisisawarning that
AutoRecovery cannot access the
remote server and will skip the
remote database check. You
should also see Connect refused
to “servername” port 23.

This message generally occurs when
the network or remote server is not
operating correctly. Check the status
of the network across the site.

1. Try the ping —sRv command to
check the server for yoursdlf. If
thisis successful, aso attempt a
telnet session to the remote host.
AutoRecovery requires that both a
ping and atelnet attempt be
successful before saying the host is
reachable.

2. If you have the traceroute
command on your system, use it to
track the source of the problem.
See the man page on traceroute for
more information.

If the network isworking correctly,
then your Database Administrator at
the remote EOC should be contacted
in order to resolve the problem.

The host “servername” was not
statused or is unavailable,
skipping listener fi#.

Thisis awarning that
AutoRecovery cannot access the
remote server and will skip the
remote listener check. You
should also see Connect refused
to “servername” port 23.

This message generally occurs when
the network or remote server is not
operating correctly. Check the status
of the network acrossthe site.

1. Try the ping—sRv command to
check the server for yoursdf. If
thisis successful, aso attempt a
telnet session to the remote host.
AutoRecovery requires that both a
ping and atelnet attempt be
successful before saying the host is
reachable.

2. If you have the traceroute
command on your system, use it to
track the source of the problem.
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Solution

See the man page on traceroute for
more information.

If the network isworking correctly
then your Database or System
Administrator at the remote EOC
should be contacted in order to
resolve the problem.

Local replication is not running.

Trying to fix broken replication
(push).

Broken replication (push) was
fixed!

Thisisanindication that either
the local Oracle replication push
mechanism was not enabled or
had failed, but it was restarted
(corrected) automatically.

No action isrequired, since the
problem was repaired. However, if
the message occurs consecutively and
frequently, then your Database
Administrator should be contacted in
order to resolve the issue.

Local replication is not running.

Trying to fix broken replication
(push).

Broken replication (push) could
not be fixed.

Thisisanindication that either
the local Oracle replication push
mechanism was not enabled, or
had failed. An attempt to run the
Oracle stored procedure to fix the
mechanism was made but was not
successful.

Thisisanindication of aserious
problem with the FEMIS Oracle
replication mechanism. This problem
should be corrected as soon as
possible since this will directly affect
replication datafrom your EOC to
other remote EOCs. Y our Database
Administrator should be contacted in
order to resolve the issue.

Remote replication is NOT
configured!

The remote replication
mechanism (remote_update) is
not configured.

Thisindicatesa FEMIS Oracle
database configuration problem.

Y our Database Administrator should
be contacted in order to resolve the
issue.

Local replication is NOT
configured!

The local push replication
mechanism (push_local) is not
configured.

Thisindicatesa FEMIS Oracle
database configuration problem.

Y our Database Administrator should
be contacted in order to resolve the
issue.

Remote replication is not running.

Trying to fix broken replication
(update).

Broken replication (update) was
fixed.

Thisisan indication that either
thelocal Oracle replication
update mechanism was not
enabled or had failed, but it was
restarted (corrected)
automatically.

No action isrequired, since the
problem was repaired. However, if
the message occurs consecutively and
frequently, then your Database
Administrator should be contacted in
order to resolve the issue.
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Error Message
Remote replication is not running.

Trying to fix broken replication
(update).

Broken replication (update) could
not be fixed.

Problem

Thisisan indication that either
thelocal Oracle replication
update mechanism was not
enabled or had failed. An attempt
to run the Oracle stored procedure
to fix the mechanism was made
but was not successful.
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Solution

Thisisanindication of aserious
problem with the FEMIS Oracle
replication mechanism. This problem
should be corrected as soon as
possible since this will directly affect
the ability of your EOC to receive
datafrom other remote EOCs. Y our
Database Administrator should be
contacted in order to resolve the issue.

Not attempting to fix replication.

Replication problems were
encountered, but other errors
prevented AutoRecovery from
safely attempting to correct the
problem.

This message must be understood in
context with other errorsthat
AutoRecovery has reported.
Research and correct the other errors,
and then automatic correction will
occur.

Replication error not found when
indicated (Notifications)!
Software error, please report.

Indicates an interna software
logic error.

Thisis an internal AutoRecovery
software error and should never be
seen. Contact PNNL if this error
occurs. It could also indicate serious
corruption of the femis_watch script,
the femis_watch.conf file, or other
hardware related corruption scenarios.

fi* (servername) is being added
back to replication push. (*
represents Oracle instance
number).

The remote server has become

good again, and is being added

back into the Oracle replication
push list.

Thisis amessage indication of a
corrected situation and reguires no
action.

fi * (servername) is being
removed from replication push
because of errors. (* represents
Oracle instance number).

The remote server indicated by
the instance number has
experienced problems for one run
plus the defined threshold amount
defined in the configuration file
and is being removed from the
Oraclereplication push list.

This message will be preceded by
some number (as defined in the
configuration file) of previous
AutoRecovery runsindicating a
problem(s) with aremote server. If
problems occur consecutively for a
remote site, and auto_carve is
enabled, then the remote host that is
causing the problems will be removed
from the Oracle push replication list
to protect your local Oraclejob queue
from hanging up. This message
indicates an automatic action taken by
AutoRecovery and will not generally
require intervention. However, once
asiteisremoved from the push list,
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Solution

local Oracle datawill no longer be
replicated to the remote database.
Intervention may be required to
correct the situation, which would
typically be a problem on the remote
EOC s server.

Could not connect to local Oracle.

The AutoRecovery system was
not able to connect with the local
database.

1. Your Database Administrator
should attempt to diagnose why
the local database isinaccessible
and the exact condition of the
database. The database may only
be partially shutdown. A
complete manual shutdown and
startup of Oracle will most likely
be required.

2. Check the Oracle tablespace.
This message can occur when
Oracleisrunning low on
tabl espace.

Could not send FEMIS
notification.

AutoRecovery has determined
that the FEMIS notification
daemon is not running.

Check the /var/log/femislog, or the
remainder of the E-mail message to
determine whether or not
AutoRecovery was successful in
restarting notification. If it was not
successful, this could indicate alarger
problem. If logging is enabled, check
thelog files. Double check your
FEMIS notification installation/
configuration. See Section 3.0,
FEMIS Notification Service, for more
information. If the problem persists,
call the IEM Help Desk.

Unable to remove existing history
file, statistics not saved!

The history file was not able to be
unlinked for new updates.
Historical statistics affecting
auto-insert and auto-carve will be
lost.

Thiswill generaly be an indication of
afile permissions problem either on
the file /var/tmp/.autorecovery.run or
the /var/tmp directory itself. Thisis
an error that should not occur unless
some other process has been touching
the run file or the /varitmp directory
during or between an AutoRecovery
run.
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Can't open file <filename>: <error
description>.

Problem

The history file could not be
opened for new updates.
Historical statistics affecting
auto-insert and auto-carve will be
lost
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Solution

Thiswill generaly be an indication of
afile permissions problem either on
the file /var/tmp/.autorecovery.run or
the fvar/tmp directory itself. Thisis
an error that should not occur unless
some other process has been touching
the run file or the /varitmp directory
during or between an AutoRecovery
run.

There are __ “daemon name”
daemons. The range is set from
to

See the following messages for
information on femisdei, oracle
processes, and tndnr daemons.

The number of named daemonsis
outside the threshold identified by
AutoRecovery.

1. Check therest of the messageto
seeif AutoRecovery corrected the
problem.

2. Check the system for other
problem associated with the
daemon.

3. Change the threshold values for
the daemon in
/opt/local/bin/femis_watch.conf.

There are 0 tnslsnr daemons.
The range is set from 1 to 1.

Trying to restart the tnslsnr
daemon.

The Oracle listener on the loca
server has stopped working.

Check the /var/log/femislog or the
remainder of the E-mail message to
determine if AutoRecovery was
successful in restarting the listener. If
the listener was not restarted, check
the Oracle dert log for any anomalies
and restart the listener (command:
Isnrctl start).

Trying to restart the ... daemon.

Thisis an informative message and
requires no action by itself.

Could not attempt to restart ...,
ntpdate is still running.

Sun’s current implementation of
starting NTP launches a ntpdate
process prior to starting ntpd.
ntpdate can hang if agood
connection to the time server is
not established.

Verify connectivity to the remote time
server and that time services are
running properly. If remote time
services are up and available, then kill
the offending ntpdate process and
allow AutoRecovery to attempt
another NTP restart or restart
manually with the command
letc/init.d/xntpd start. If ntpdate still
hangs, there may be network issues
causing the problem. Resolve and
correct, then attempt restart after
killing the ntpdate process again.
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Error Message Problem Solution
Restart failed. There are ... The attempt to restart arestartable | Verify that the process does indeed
daemons. The range is set from | process failed. not exist in the process table. Also,
1o ... verify the AutoRecovery

configuration to be sure thisisa
process that can be statused and
restarted.

If the above conditions are true, then
try running the restart command
defined in the configuration file for
the offending process manually (as
theroot user). If thisfails, resolve
and correct for the specific situation.
If it is successful, then check for
syntax errors on the restart command
in the configuration file.

A previous run of ./femis_watch There is another version of The AutoRecovery message includes
did not complete. Please check | AutoRecovery (femis_watch) that | alist of processes that are associated
the following processes has not completed or is hung. with an earlier run of AutoRecovery.
PID COMMAND Has the same process been hung for
process id(s)  process name(s) several cycles of Auto-Recovery?

*reek Exiting Jfemis_watch ****
If not, then the $watchdog_timeout

value in the configuration file may be
set too high relative to the
AutoRecovery cron interval. Adjust
the value as necessary.

If so, then the watchdog timeout may
not be working properly. Verify that
there were no watchdog launch
problems or that the
$watchdog_timeout is defined in the
configuration file.
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Error Message

There are 0 femisdei daemons.
The range is set from 1 to 1.

Trying to restart the femisdei
daemon.

Restart failed. There are 0
femisdei daemons. The range is
setfrom 1to 1

FEMIS notification could not be
sent, * errors.

Problem
femisdei could not be restarted.
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Solution

Consult the FEMI S System
Administration Guide, or the FEMIS
I nstallation Guide for proper
configuration of the FEMIS DEI
system.

FEMIS event is not running on
port 9021.

FEMIS event is not running on
port 9022.

FEMIS event is not running on
port 9023.

Trying to restart FEMIS event.
Restart FEMIS event failed.

Thisis a combination message
indicating the femis_event
process was not running, and a
restart was attempted but failed.
The FEMIS event server controls
notification messages and isan
integral part of the FEMIS
software. Resolution of the
problem is necessary.

This could indicate alarger problem.
If logging is enabled, check thelog
files. Double check your FEMIS
notification installation/configuration.
See Section 3.0, FEMIS Notification
Service, for more information on
FEMIS Notification. If the problem
persists, contact the IEM Help Desk.

Trying to restart FEMIS event.

Thisis an informative message by
itself and does not require
intervention.

FEMIS event is not running on
port 9021.

FEMIS event is not running on
port 9022.

FEMIS event is not running on
port 9023.

Trying to restart FEMIS event.
Restart FEMIS event successful.

Thisis a combination message
indicating the femis_event
process was not running, and a
restart was attempted and was
successful.

No further intervention is required
unless the problem occurs
consecutively and frequently.

If it does occur consecutively and
frequently, then this could indicate a
larger problem. If logging is enabled,
check thelog files. Double check
your FEMIS notification
installation/configuration. See
Section 3.0, FEMIS Notification
Service, for more information on
FEMIS Notification. If the problem
persists, contact the IEM Help Desk.

FEMIS event is not running on
port “port #".

AutoRecovery has determined
that the FEMIS notification
daemon is not running.

Check the /var/log/femislog, or the
remainder of the E-mail message to
indicate whether or not AutoRecovery
was successful in restarting
notification. If it was not successful,
this could indicate alarger problem.
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Solution

If logging is enabled, check thelog
files. Double check your FEMIS
notification installation/configuration.
See Section 3.0, FEMIS Notification
Service, for more information on
FEMIS Notification. If the problem
persists, contact the IEM Help Desk.

Cannot connect to Oracle.

The AutoRecovery system was
not able to connect with the loca
database.

1. Your Database Administrator
should attempt to diagnose why the
local database isinaccessible and
the exact condition of the database.
The database may only be partialy
shutdown. A complete manual
shutdown and startup of Oracle
will most likely be required.

2. Check the Oracle tablespace. This
message can occur when Oracleis
running low on tablespace.

Listener fi* is down (* represents
Oracle instance number).

The Oracle listener on aremote
server has stopped responding or
is unreachable at thistime.

No local action may be necessary
unlessthisisaloca networking issue.
Contact the remote server System
Administrator that hosts the listener.

swapis _ % full, kb used.

Swap space has exceeded the
threshold configured in
/opt/local/bin/femis_watch.conf.

The swap threshold is set to 80 by
default. You can increase thisin
/opt/local/bin/femis_watch.conf by
changing swap = 80 to a higher value.
Monitor the system. A high value for
swap can be a symptom of other
problems.

Disk space on “disk” is __ % full,
__kb used.

The disk space on “disk” has
exceeded the threshold configured
in /opt/local/bin/femis_watch.conf.

The disk threshold is set to 80 by
default. You canincreasethisin
lopt/local/bin/femis_watch.conf by
changing the disk threshold to a
higher value.

Look for any files or directories that
can be deleted. Be on the lookout for
any corefilesthat can be deleted.

If the disk in question has Oracle
export, log or other Oraclefiles
associated with it and check to make
sure the Oracle cleanup script is run
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Solution

every week. The cleanup script will
not run if the full system backup
script failsto complete. If abackup
faillureis confirmed, rerun the full
backup script and delete some of the
older oracle export and log files.

Connect refused to “servername”
port 23.

AutoRecovery could not ping the
named server. AutoRecovery
will skip al other system and
database checks on a system it
cannot ping.

1. Your network, router, or server
could be experiencing problems.
Check with your network or
System Administrator for the
server mentioned in the message.

2. Try the ping —sRv command to
check the server for yoursdlf.

3. If you have the traceroute
command on your system, useit to
track the source of the problem.
See the man page on traceroute for
more information.

i Processing SIGALRM
Interrupt!

Level 2:

Killing:

user = root, pid = 29800, ppid
= 29799, comm =

[files2/app/oracle/product/8.1.6/bi
n/Isnrctl status fi6.world

Trying TERM...

process 29800 sucessfully
signaled.

Level 1:

Killing:

user = root, pid = 29799, ppid
= 29768, comm = sh -c

[files2/app/oracle/product/8.1.6/bi
n/lsnrctl status fi6.world 2>&1

The watchdog timer (timeout)
expired for an AutoRecovery run.

This message indicates the process
cleanup of a hung AutoRecovery
process. The processes listed indicate
the active process tree (parent — child
relationship) that was killed in order
to get AutoRecovery to exit
gracefully.

This message may also occur with out
the action messages indicating
attempts to kill with an actual kill
signal. When this occurs, the timeout
occurred, but the offending processes
exited gracefully on their own while
the timeout interrupt was being
processed.

This message may also occur with an
empty body indicating that atimeout

occurred, but the offending processes
exited on their own before the
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Error Message Problem Solution

interrupt routine could determine
what was hanging up AutoRecovery.

No action isrequired unless this
occurs consecutively and frequently.
If thisis the case, then there may be
problems with the specific subsystem
that ishanging up. Resolvetheissue
based on the hung process
information in the messages and the
specific case those message refer to.

Remote check on “database This message occursin The message does not absolutely
code” found 0 Ora* process(es). | combination with messages indicate that the remote database is
Therange is setfrom __to__. (* | gtating that a remote database not available but that the criteriaset in
represents the Oracle process may not be available. Itisthe the configuration file for the remote
name). specific indication of why check failed. Seethe
AutoRecovery believes that the @femismon_proc definition in the
remote database may not be lopt/local/bin/femis_watch.conf file.
available. This may not be a correctable

situation on the local EOC; however,
the threshold values can be adjusted
as necessary on the local sideto keep
AutoRecovery from complaining.
Make this change carefully, since it
may lead to false indications of a
good remote system.

2.2 UNIX FEMIS Monitor

The UNIX FEMIS Monitor provides the status of the FEMIS servers and databases. ThisUNIX FEMIS
monitoring subsystem is secure and will not alow outside access to the FEMIS network via the
monitoring subsystem. Significant effort was made to ensure that only a privileged FEMIS System
Administrator could start, halt, or otherwise alter the execution of the FEMIS support applications.

2.2.1 Background

The FEMISMON utility was the first automated monitoring tool provided with FEMIS. Itsintended use
now isto complement the AutoRecovery application and isto be run on an “as needed” basis. Also,
AutoRecovery invokes the FEMIS Monitor Daemon (femismond) to obtain counts of various process
names.
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femismond counts processes of various types using one of two methods. First, femismond can invoke a
series of ps and grep/egrep commands and finally using grep —c to send a number on standard output.
Second, femismond can invoke a script to perform actions more complicated than simple ps and grep.
Typicaly, the scripts invoke an awk command to perform some convoluted counting operations.

2.2.2 How to Detect System Problems

As necessary, the System Administrator can observe the UNIX FEMIS Monitor output on the server
monitor. The monitor can be started by logging in as femis and typing femismon.sh. The monitor
periodically (default is every minute) checks the status of mgjor system interfaces, including the database,
on each server. When done reviewing the monitor output, type <Ctrl>C to end the monitor session. An
example of typical output generated by the monitor under normal operating conditionsis shown below.

* ** MSG: -- FEMIS Process Monitor --
* ** MSG: /home/femis/bin/ffemismon.sh
***x MSG: Fri Apr 5 13:46:38 PST 1996
** * MSG:
*** MSG: -- FEMIS Processes Status --
** * MSG: virus

*** MSG: femis_event :up
***MSG: #cmdserv :0

*** MSG: femisdei :up

*** MSG: #Oracles :51

***MSG: #femisd 7

** % MSG:
* * * MSG: -- Oracle Database Status --

*** MSG: DB and Listener : ok (tead on virus)
*** MSG: Snapshot account: ok (utst on virus)
** * MSG:
*** MSG: Sleeping...

The femisd count refers to the number of femisd processes currently running on the server. It isadaemon
that passes all socket communication between the FEMIS PC and the FEMIS UNIX processes. The
femisd daemon is started as needed so the output results are for the user’ sinformation.

The monitor first checks the status of your local server. If you use the -all command line option, al
servers and databases are checked. In case a server was unavailable, a standard UNIX error message is
displayed along with another warning message. These errors are due to complete network failure or
server shutdown and should be uncommon. If aserver failure is detected, try to determine the cause by
contacting the System Administrator for the EOC. For example, if the server were down, the following
messages would be displayed

** * MSG: virus
** * ERR: Server not responding: virus * e
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If the server is available, the monitor then checks the femis_event process, which isthe notification
service. If the processis operating normally, the message femis_event :ok isdisplayed. If problems are
detected, the message femis_event : down is shown. Refer to Section 3.0, FEMIS Natification Service,
for diagnosing and fixing notification problems.

The next check is on the number of FEMIS Command Service daemons running. Theresult is
informational, and 0 is valid, which means no one is using the Evacuation module in FEMIS.

The monitor then checks on the femisdei (the FEMIS/EMIS Data Exchange Interface). The normal
condition shows femisdei : ok, but errors will display femisdei : down. This check isonly performed on

the server that supportsthe FEMIS DEI interface. Refer to Section 7.0, FEMIS Data Exchange Interface
(DE), for diagnosing and fixing problems with thisinterface.

Next the number of current Oracle client processesis shown. If this number is over 100, serious
problems have caused database sessions to abort.

The monitor’ slast check ison the Oracle database. Thefirst stepisto seeif Oracleisrunning. The other
items to check are the status of the local and any remote accounts for other EOCs. Normally, no errors
will be present, and alisting similar to the previous example will be displayed.

After the last check has been completed, notification messages are sent viathe FEV utility, which the PC
Monitoring tool uses. These messages indicate whether each item checked was running properly.

If any database errors are detected, the process will attempt to identify the probable cause according to the
following precedence:

1. If theloca Oracle Listener process has failed on a server, the following message will be displayed:

*** ERR: DB or Listener : down (tead on virus) **xxskkkrx
*** ERR: Oracle Listener on virus down

2. If theloca Oracle database instance has failed, the following message will be displayed:

*** ERR: DB or Listener : down (tead on virus) **xx*#kixx
*** ERR: Oracle Database on virus down

3. If the network is unavailable or any other types of errors are present, the following message will be
displayed:

***x ERR: DB or Listener : down (tead on virus) **xx*#kixx
*** ERR; Probable Network error

4. If Oracle replication errors are detected, the following message will be displayed:

*** ERR: Snapshot account : down (Utst on virusg) ****¥eek
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5. If the data acknowledgment Oracle job is not running, the following message will be displayed:
** * ERR: Data acknowledge: down (tead on virug) ****xxix

When database errors are reported, contact your Database Administrator and review what the
AutoRecovery has reported and/or fixed. For more information, refer to the temporary files, femismon.*,
that are left in the /tmp directory. Thesefiles are especially useful for determining why replication is not
working.

For site-wide monitoring, you can run the FEMIS Monitor with the -all option, which shows the status of
all seversand al Oracle accounts on all servers.

2.2.3 UNIX FEMIS Monitor Configuration File

The FEMIS Monitor configuration file is copied to /home/femis/etc as part of the FEMIS installation
process. This configuration file (cmdserv.conf) contains instructions to the command server daemon
program. The contents of this configuration file: 1) define the path for two shell commands, ps and
egrep, and 2) define the process names of five processes.

The keyword, solaris, indicates conditions for the Sun Solaris operating system. The keyword, allhost,
indicates a command for any and all operating systems. Other platform dependent keywords include aix,
and linux.

Command name/path lines found in the FEMIS Monitor configuration files are

Command platform PS path
Command platform EGREP path
Command platform SH path
Command platform EGREP path

Process name/path lines found in the FEMIS Monitor configuration file are

Femisd process femisd
FemdCmd process femisd -- 9015
FemdEve process femisd -- 902
FemdMon process femisd -- 9040
Fevent process femis_event
Fcommand process cmdservd
Fdei process femisdei

OracleFi process oraclefi
OraCkpt process ora_ckpt_
OralLgwr process ora_lgwr_
OraPmon process ora_pmon_
OraReco process ora_reco_
OraSmon process ora_smon_
OraArch process +++
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OraDbwr process +++
OraSnap process +++

Script name/path lines found in the FEMIS Monitor configuration file are (paths are relative to the
FEMIS home directory filesX/home/femis/).

Femisd script bin/femismon-ps-1
FemdCmd script bin/femismon-ps-3
FemdEve script bin/femismon-ps-3
FemdMon script bin/femismon-ps-3
Fevent script bin/femismon-ps-1
Fcommand script bin/femismon-ps-1

Fdei script bin/femismon-ps-1

OracleFi script bin/femismon-ps-2
OraCkpt script bin/femismon-ps-2
OraLgwr script bin/femismon-ps-2
OraPmon script bin/femismon-ps-2
OraReco script bin/femismon-ps-2
OraSmon script bin/femismon-ps-2
OraArch script bin/femismon-ps-OraArch
OraDbwr script bin/femismon-ps-OraDbwr
OraSnap script bin/femismon-ps-OraSnap

All processes counted by femismond now utilize scripts.

The ps command arguments found in the FEM IS Monitor configuration file are (these are the options
passed to the ps command in the scripts.)

Femisd psargs -0 comm
FemdCmd psargs -o args
FemdEve psargs -0 args
FemdMon psargs -o args
Fevent psargs -o comm
Fcommand psargs -0 comm
Fdei psargs -o comm
OracleFi psargs -o args
OraCkpt psargs -0 comm
OraLgwr psargs -0 comm
OraPmon psargs -0 comm
OraReco psargs -0 comm
OraSmon psargs -0 comm
OraArch psargs -0 comm
OraDbwr psargs -0 comm
OraSnap psargs -0 comm
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An extragrep is performed in some of the scripts. Lines exgrep define the strings searched for by the
extragrep. An asterisk (*) denotes no extragrep. Three plus signs (+++) denotes undefined.

Femisd exgrep *
FemdCmd exgrep *
FemdEve exgrep *
FemdMon exgrep *
Fevent exgrep *
Fcommand exgrep *
Fdei exgrep *
OracleFi exgrep LOCAL=no
OraCkpt exgrep *
OralLgwr exgrep *
OraPmon exgrep *
OraReco exgrep *
OraSmon exgrep *
OraArch exgrep +++
OraDbwr exgrep +++
OraSnap exgrep +++

2.2.4 UNIX FEMIS Monitor Scripts

Scripts are now utilized to perform process counting, rather than a string of ps and greps. There are three
standard scripts, and all are located in /nhome/femis/bin/. They are femismon-ps-1, femismon-ps-2, and
femismon-ps-3. Also in /home/femis/bin, there are several non-standard scripts. They are femismon-ps-
Fcommand, femismon-ps-Fdei, femismon-ps-Femisd, femismon-ps-Fevent, femismon-ps-OraDbwr, and
femismon-ps-OraSnap. Only two of these scripts are currently in use: OraDbwr and OraSnap. The
others are not being used. The ones not in use are there in case FEMIS is ported to a platform where the
standard scripts will not work or return the correct process count. In that case, the non-standard scripts
for Fcommand, Fdei, Femisd, and Fevent can be modified as needed.

Shell commands for ps, awk, and grep/egrep are passed to the scripts in environment variables for that
purpose, FM_PS, FM_AWK, FM_GREP. These environments are constructed by combining Commands
and psargs above. For example, FM_PS might contain /bin/ps -ef -o comm.

There are four arguments to the standard scripts $1, $2, $3, and $4 asfollows. $1 isthe extrastring to
grep for (i.e. LOCAL=no0), $2 isthefile name string to grep for, $3 isthe first argument of FILE, and $4 is
the second argument to FILE.

Standard script #1 performs PS | AWK | GREP $XGREP | GREP —c $LEN $FILE. The AWK program
outputs the first non-path file item plusits length. Script #1 is used for counting Fcommand, Femisd,
Fevent, and Fdei.

Standard script #2 performs PS | AWK | GREP $XGREP | GREP —c “1 $FILE $FILE”. The AWK program
outputs the non-path file item twice plusits position. Script #2 is used for counting OracleFi processes.
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Standard script #3 performs PS | AWK | GREP $XGREP | GREP $2 $3 $4 | GREP —v grep| GREP —cv
TheScriptName. Script #3 is used for counting some of the OraXxxx processes.

Scripts femismon-ps-OraArch, femismon-ps-OraDbwr, and femismon-ps-OraSnap are custom non-
standard scripts for those situations. Generally, nothing is passed into the non-standard scripts. They
must do everything internally.

2.2.5 UNIX FEMIS Monitor Daemon Program

The FEMIS Monitor daemon program is copied to /home/femis/bin as part of the FEMIS installation
process. This executable (femismond) isinvoked whenever a socket connection request comesin on
service port 9040, or whenever protocol 9040 has been parsed by the FEMIS contact daemon (femisd) on
service port 1776.

The FEMIS Monitor daemon performs the following tasks: 1) reads the configuration file; 2) usesthe ps,
awk, and grep commands to count the number of certain processes; 3) counts femis_event, cmdservd,
femisdei, oracle, and femisd processes; and 4) then sends process count information to the client program
at the other end of the socket connection, i.e., femismon.

2.2.6 UNIX FEMIS Monitor Client Program

The FEMIS Monitor client program is copied to / home/femis/bin as part of the FEMIS installation
process. This executable (femismon) isthe FEMIS monitor client program, utilized by the femismon.sh
script to provide communication with the UNIX FEMIS Monitor Daemon.

Usageis: femismon [-v] [-a] [-u] [-esdofDB] [port] host

Option -ainvokes all options -esdof. Option -v reports version identifier. Option -u forces use of
unregistered service port (9040). Option -D turns on diagnostic messages. Option -B instructs femismon
to report in brief format. The port isthe service port number (default = 9040). The host is the remote
computer name.

The femismon.sh script invokes the command femismon -B to collect statusinformation from the FEMIS
monitor daemon. The brief format isasfollows. E C D O F all on oneline, where E isthe number of
femis_event processes, C isthe number of command servers, D isthe number of femisdei processes, O is
the number of Oracle client processes, and F is the number of femisd processes.

2.3 FEMISMon Watcher (FWATCH.EXE)

The FEMISMon Watcher (FWATCH.EXE) program is a PC program that watches for notifications sent by
the UNIX AutoRecovery and/or femismon programs. This program shows the status of al the databases,
replication snapshots, and other information for each server. It is designed to graphically notify you of a
problem. For FWATCH.EXE to provide valid results, femis_event and either AutoRecovery or femismon
must be running on the server. Y ou will only be notified if errors occur.
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2.3.1 Notification Status

All of the serversfor the site are listed across the top of the spreadsheet. The server containing your
default EOC will bein uppercase. Down the left of the spreadsheet are all the EOC databases for the site
and rows for UNIX server status (SRV), femisdei (DEI) status, and femis_event (FEV) status. The server
containing your default EOC will be in uppercase.

As this program gets notifications, it fillsin cells on the spreadsheet.
If theitem isrunning correctly, OK isdisplayed in the cell, and it is colored green.

If theitem is not running correctly, the cdl is colored either yellow or red (depending on the severity of
the error) and contains the text which indicates the error:

ERR:DB - if the database is down
ERR:SNP — if the snapshots are broken
ERR:DEI - if femisdei is not running
ERR:FEV - if femis_event is not running
ERR:SRV - if the server may be down.

Clicking on a cell will indicate when the last message for that cell was received and how many minutes
ago it was received.

2.3.2 Menu Options

The colors will fade to white as the time since a message was received increases to indicate that the
information may be out of date. This feature can be turned on or off using the Fade Colors under Options
menu.

As messages are received, the program can beep, flash the window, or display a message to the user. You
can choose the natification methods under the Notifications menu. Also under the Notifications menu, you

can choose to be natified about messages from all EOCs and servers or just your own EOC and server.

Note: It ishighly recommended that you do not use the message option for replication errors
because many messages may appear if there are replication problems from one server.

If you have indicated that you want to be notified by aflashing window, the window will flash until you
click the Stop Flashing menu item under the Options menu.

The Clear Spreadsheet option under the Options menu allows you to blank out the current view.
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The Show Messages menu under the Options menu will either show or hide alist box of all the actual
messages received from the server.

All the selections for the menu items are stored on the PC in the FEMIS.INI file so they will be the same
the next time you start the program.

2.4 FEMIS Monitor PC (FMONPC.EXE)

The FEMIS Monitor PC tool (FMONPC.EXE) checks the FEMIS database replication status and does not
require any user privilegesto run (does not ask for a user login).

2.4.1 Replication Status

The basic operation isto start the program, then click the Check All Replication button. The program then
connectsto all databases, writes arecord into the REPLICATION_TEST replicated table, and continues to
check all the databases to seeif the records from the others have been replicated.

A spreadsheet of the results is shown on the FEMIS Monitor/PC window (See Figure 2-2).

The headers across the top are From Database XXX.

*  The headers down the left side are To Database XXX.

* Thecdlscontainsthe text *YES* if the data has replicated from one database to the other.

* Thecdlscontainsthe text no if the data has not appeared yet.

» If the program cannot connect to a database, Error is shown for the entire row for that database.

*  The spreadsheet should be read Data from database (Column Header) has/has not replicated to
database (Row Header).

* Any errorsarelisted in a scrollable box at the bottom of the window.
Note: If any of the diagonal items are no, then the database has not replicated to itself.
After each check of all databases, the utility will pause for anumber of seconds to reduce its network and

server usage. (The number of seconds to pause may be set under the Options menu. The defaultis
10 seconds.)
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Figure2.2. FEMIS Monitor/PC Window

= FEMIS MonitorfPC [Ver 1.4.6] -

File Options
|Ehec:k All Replication || Check Server Programs I | Stop l
Test Aborted.

AMAD-> | AEMA-» | CCAL-» | CCLA-> | CCLE-» | CETO-> | CSTC-> | CTAL-» |+
ANAD@GY | “YES™ L
aema(@fi6 *YES® | *YES*  *YES*  <YES* | YES®
ccal@fia | YES®  <YES® | <YES® | YES® | YES®
ccla@fi3 | YES® | YES® YES®  no | YES®
ccle@fig | YES® | YES®  <YES® -YES* | YES®
ceto@fil | YES®  <YES®  <YES® <YES® -YES® YES®
cstc@fi2 | YES® | YES®  <YES®  <YES®  no  YES*
ctal{@fih no

+
« |

This utility will stop checking

1. If dl the databases have replicated and everything says *YES*

or

2. If anumber of minutes has passed since it started to check. (Under the Options menu, set the number
of minutesto keep checking. The default is 10 minutes.)

2.4.2 Options Menu

The following describes menu options.

* Show Replication Timing (approximate) — displays the approximate time it took for the data at one

EOC to be replicated to another EOC, instead of putting *YES* in the spreadsheet. To enable this

option, highlight it, and a check mark indicates it has been enabled. Replication times displayed are
the times when the data was first found to be replicated at the remote EOC by FMONPC. Itisnot the

time the Oracle database actually performed the replication. If you need a more granular time
measurement, configure the Pause between checks option to check at more frequent intervals.
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» Stop Checking Replication — sets the length of time to continue checking. Select either 5, 10, or
30 minutes.

* Pause Between Checks — sets the pause length between checks. Select either 5, 10, 20, or
60 seconds.

» Check Replication To and Check Replication From — bring up alist so you can select one row or one
column to seeif replication isworking to or from asingle EOC.

* Clear Spreadsheet — clears all entries on the spreadsheet.

* Cleanup All DBs — cleans up the information used by FMONPC in all databases in case there were
network, server, database, or PC problems while FMONPC was running.

Note:

Using this option while another PC is running FMONPC can cause itemsin the
spreadsheet to change, such as the whole spreadsheet will change to display no. If no
appears from an EOC to itself when YES was previoudy displayed, then someone else
probably used this option.

e Clear Errors — clearsthelist box of errors at the bottom of the window.

Normally, the monitoring toal isinstalled only on the System Administrator’s PC. It may beinstalled on
afew selected PCs but should not be installed on every PC.

Figure 2-2 illustrates that most of the database replication is working except that the CETO database has
not replicated to any other databases (except itself) and the CCLE database has not replicated to the
CCLA database.

2.5 Network Monitor (WS_WATCH.EXE)

The Network Monitor tool graphically shows the network status by coloring icons that indicate the status.
Thistool should be installed on one PC because it uses hetwork resources when it isrunning. The PC
will periodically send a message (ping) to a set of computers, servers, routers, or other network equipment
to seeif they respond. The graphical status indicates whether or not the network equipment responded to
the ping from this single PC.

Note:

Note:
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Additional information on setting up and configuring the Network Monitor tool (WS_Watch) click on
Help on the menu bar.

Thistool isfreeware and distributed with FEMIS as a useful tool. Any comments or suggestions should
be directed to the author of WS_Watch.

2-33



3.0 FEMIS Notification Service

3.1 UNIX Host Notification Service

When multiple COTS applications are brought together asin FEMIS, there is the question of how they
should work together. The job of the FEMIS application manager isto ensure that all the FEMIS
applications can work with one another without user intervention. The inter-task Notification Serviceisa
process for dissimilar applications to communicate with one another during operation. Applications can
post and receive event notifications within the FEMIS system with the support of the Notification Service
residing on the UNIX host server and on client workstations.

Each workstation hosting the FEMIS client software uses the Notification Service to coordinate activities
and data at three levels. The purpose of the Notification Service is to communicate status 1) among
active processes on a given workstation; 2) between workstations on the same server; and 3) among
workstations on different servers. The Notification Service does not communicate data, but notifies
active processes of the availability and location of relevant datain atimely fashion. Itisthe
responsibility of the interested processesto retrieve the data. Likewise, processes, which produce,
manipulate, or transform data can notify affected processes of the new state of the data.

The Notification Service also resides on the UNIX host server. Its purposeisto receive and forward
notification eventsto other servers. Workstations connected to this server may emit notification events
destined for workstations connected to other servers. These events can be forwarded between servers
where the local Notification Service can determine the final destination. The UNIX host server utilizesa
relational database for the organization and storage of the enterprise data. The DBMS and any other
server process can a so use the Notification Service to coordinate activities.

Query, manipulation, and update of data are performed by applications residing in FEMIS workstations.
These applications have the responsibility to notify other applications that require the same data of any
datachanges. Thisevent is communicated viathe Notification Service, which serves as the single point
of contact that manages the distribution of the event to relevant receivers. When necessary, the
Notification Service will propagate the event to distant workstations connected to other servers.

3.1.1 UNIX Notification Service

This section describes the Notification Service residing on the UNIX platform, which serves as the host
server. The PC version of the Notification Serviceisincluded in the installation of the FEMIS client
software. Both versions have identical functions. The UNIX function that implements the Notification
Serviceis caled femis_event. The purpose of femis_event isto provide PC users of the FEMIS event
notification system a communication path for the sharing of event information with each other. Events
posted at one PC are sent to other PCs on the network by communicating with one or more notification
Sservers.
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Local events posted at one PC client workstation are received at the natification server running on the
LAN, and then sent out to all clientsthat have expressed an interest in that event. Global events posted at
one PC client workstation are received at the notification server running on the LAN, and then sent out to
clientson that LAN and also to other notification servers on the WAN.

The femis_event is normally run as a background daemon process. Scripts that are used to startup the
FEMIS system also invoke the notification server.

Asdo all sockets servers, femis_event utilizes a predefined service port on which to listen for client
connection requests. By default, the service port is obtained from a definition in /etc/services, the
standard UNIX datafile of Internet services and aliases. The standard service name of the notification
server isfemis-notify.

3.1.1.1 Executable Binary Files

Two executable binary files are in the UNIX notification subsystem.

/home/femis/bin/femis_event : notification server executable
/home/femis/bin/fev : a client application for UNIX environment

3.1.1.2 Configuration Data File

The notification server utilizes one configuration file.
/home/femis/etc/femis_event.conf : notification server configurations

3.1.1.3 Service Port Data File

The three FEMIS network protocols multiplex on service port 1776. A definition of FEMIS 1776 must be
present in the UNIX service ports data file (/etc/services).

3.1.1.4 Protocol Numbers

The current FEMIS protocol numbers are identical to the old legacy FEMIS service port numbers.
Including the obsolete meteorol ogical protocol, the names and numbers are as follows:

9015 femis-command command server daemon
9020-35  femis-notify notification service

9037 femis-metdata meteorological data daemon
9040 femis-monitor femis monitor daemon

In the event of service port or protocol number conflicts, contact PNNL immediately before attempting to
reconfigure the IP port addresses, which must be performed before a correct installation of the FEMIS
network daemons can be accomplished.
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3.1.1.5 Daemon Server Startup

Scripts should be used to start or restart the notification server daemon. The following script will
successfully start and restart the command and notification servers:

# sh /etc/init.d/femis {start or stop}

To stop and start femis_event from command line, you should use the stopnotify and startnotify scriptsin
/home/femis/bin. The femis script in init.d is a specialized automated script and may cause adverse side
effectsif run manually from the command line.

3.1.2 Notification Server Configuration Options

3.1.2.1 Command-line Options

The command-line options of program femis_event that are defined in this section are

femis_event
femis_event -c
femis_event —H homedir
femis_event -v
femis_event -V
femis_event -q
femis_event -Q
femis_event -d
femis_event -a
femis_event -q -d
femis_event -L FFFF
femis_event -| FFFF
femis_event -e FFFF
femis_event -s SSSS
femis_event -S
femis_event -p PPPP
femis_event -t secs
femis_event -i
femis_event nnnn
femis_event host
femis_event host host
femis_event -r
femis_event —conf file
femis_event # host host
femis_event -u

: executes in foreground

: executes a clone in background

: specifies path to FEMIS home directory

: report the current version

: report the current + rcs versions

: quiet mode

: really quiet mode

: executes with many diagnostics

: enable keep alive mode

: executes with only a few diagnostics

: write a verbose log file named FFFF

: write a brief log file named FFFF

: write an error only log file

: specifies service name for getservbyname
: uses service hame femis-notify if found

: gets port number from environment variable PPPf
: RESERVED — NOT IMPLEMENTED (see note)
: report primary ip address and port number
> use port nnnn instead of standard

: connect to named server

: connect to named servers (see note)

. use registered service port (1776)

: specify a configuration file path/name

: port number # and a list of hosts

> use unregistered service port (9020-29)

Normally, only femis_event -c host will be needed to start executing a notification server. However, the
additional options can be mixed to provide logging, diagnostics, and nonstandard service port usage.
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3.1.2.2 Clone Process in Background Option

When this option has been included anywhere on the command line, the femis_event program clones
itself and then the parent exits, leaving the child processto carry on as a background daemon process.

if (fork () 1= 0)
exit (0);

Example: femis_event -c
3.1.2.3 Display Version Options

Including -v or -V anywhere on the command line with femis_event, causes the current version or the
current version with RCS version to be displayed. Example:

% femis_event -v

FEMIS_EVENT - Version 1.0.11 - Wed Dec 14 15:19:49 PST 1994

% femis_event -V

FEMIS_EVENT - Version 1.0.11 - Wed Dec 14 15:19:49 PST 1994
Copyright © 1994 Battelle Memorial Institute. All Rights Reserved.

RCS: $ld: femis_event.cc,v 1.2 1994/12/14 23:17:08 d31033 Exp d31033%

The femis_event version is the current code version, not the FEMIS nor the RCS version. The date and
time indicate when the executable was compiled and linked.

3.1.2.4 Diagnostic and Quiet Modes

Using -d causes diagnostics to be printed out when running in foreground mode, i.e., not using option -c.
Including -q or -Q with -d limits the amount of diagnostic information printed out. Options-q and -Q
mean quiet and real quiet respectively. Using -d alone produces verbose diagnostics. Using-d -q limits
the diagnostics. Using -d -Q limitsall but severe diagnostics. Examples:

% femis_event -q : quiet mode

% femis_event -Q : really quiet mode

% femis_event -d : executes with many diagnostics

% femis_event -q -d : executes with only a few diagnostics

3.1.2.5 Service Port Name Option

Including this option lets you specify the service port name on the command line rather than using the
default name, femis-notify. Example:

% femis_event -c -s evtserv-test-3-eoc
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For this command to work correctly, the service name evtserv-test-3-eoc must have been entered in the
[etc/services datafile.

Using option -s causes the standard service port name to be invoked.

3.1.2.6 Service Port Environment Option
This option lets you specify service portsin environment variables. Example:

% setenv MY_FEV_PORT 9027
% femis_event -p MY_FEV_PORT -c

3.1.2.7 Display IP Address and Service Port

When the notification server is started with the -i option, rather than starting up a Notification Service, it
just reports status information about network addresses and then exits. Information displayed includes the
date/time of the last build (version identification), name of the local host, primary 1P address of the local
host, and service port number for the client connections. Example:

> su — femis

Password; **x*kxxx

> femis_event -i

Last build .......... Thu Oct 17 11:54:08 PDT 1996
Host nameiis ...... fallout.pnl.gov

IP addressiis ..... 130.20.92.118

Port number is ... 9020

>

The purpose of this directive isto obtain information needed in the multiple IP address workaround. Also
see Section 2.3.10, Setting Up femis_event, in the FEMI S I nstallation Guide.

3.1.2.8 Enable Log Files

These options let you enable log file output from femis_event. The -e option creates an errors-only log
file. Option -1 produces a brief diagnostic log file. Option -L generates a verbose log. Place the desired
file name in the argument following -e, -1, or -L. Examples:

% femis_event -e errors-only.log.12-24-94 -c
% femis_event -L femis_event.log.12-25-94 -c -p XMAS_PORT
% femis_event -l /Thome/femis/log/femis_event.log date +%y%m%d.%H%M"

3.1.2.9 Nonstandard Port from Command Line
The notification server can be started with a nonstandard service port without the need for changesin

letc/services (which requires root access) or changing the environment variables smply by including the
desired port number on the command line (specify only once). Example:
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% femis_event -c 9920
% fev - 9920

3.1.2.10 Connecting to Other EOC’s Notification Server

To have the notification servers at multiple EOCs connected together, include the names of the other EOC
server hosts on the command line. Example:

serverl:% femis_event -c server2
server2:% femis_event -c serverl

3.1.2.11 Multiple Remote EOC Servers Limitation
For thisrelease, no specia server-to-server algorithms for routing had been implemented in the
notification server. Smart routing algorithms may be implemented in afuture version. Also, the -t option,

apart of multi-host, is not implemented.

If you specify only one remote host, you get the optimal routing, which is host-to-host with no alternate
conditions or routes.

If you specify two or more remote hosts, the local server connects with al the remote hosts you named.

Global event messages are then relayed to all specified remote hosts, even though that may not be
necessary. Asaresult, global messages may be sent to aremote host more than once.

3.1.2.12 Server to Server Connection

The FEMIS UNIX notification server (femis_event) supports a network of multiple notification servers.
Any number of server programs can interconnect with each other, and the purpose of this interconnection
isto provide a medium for communicating global event messages, provided that topology of the network

IS not a concern.

To establish connection to other servers, alist of notification servers can be included on the command
line. The syntax to designate a notification server connection is as follows:

host name (uses default service port)
In the following lines, al servers use the same default service port number. Example:

%femis_event -c countyeoc stateeoc
%femis_event -c irzcountyeoc pazcountyeoc stateeoc
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Multiple notification servers can be executed on the same host by using a different service port number
for each instance. The syntax to designate multiple notification server connectionsis as follows:

%<port number>@<host name> port-and-host using registered service port
%<port number>#<host name> port-and-host using unregistered service port

At the current time, only the registered service port method is being utilized by FEMIS systems fielded by
CSEPP.

In the following lines, two notification servers are started and each is cross connected to the other.
Example:

%thiseoc:/home/femis/exe/% femis_event -c 9021 9022 @thiseoc
%thiseoc:/home/femis/exe/% femis_event -c 9022 9021 @thiseoc

In the above exampl e, unregistered service ports 9021 and 9022 are used rather than the default service
port 9020. Server 9021 is connected to server 9022, and server 9022 is connected to server 9021. These
connections are on the same host.

In the current FEMIS release, both concepts above have limitations. First, event routing is not optimized
for more than two notification servers. Thus, asingle event declaration will be sent multiple times on
inter-network links.

A network of notification servers can be started by implementing exact topology in a series of startup
commands. Example:

posteoc% femis_event -c 9020 9020@countyeoc 9020@stateeoc

countyeoc% femis_event -c 9020 9020@posteoc 9020@stateeoc

stateeoc% femis_event -c 9020 9020@ posteoc 9020@countyeoc
The above example starts notification servers on three hosts. posteoc, countyeoc, and stateeoc. Eachis
capable of sending global event messagesto the other two. No regard is given to topology, i.e., each
server sends events to the other two servers, even if having one of the others do arelay would
accommodate more efficient use of network bandwidth.

An alternate way to start the serversisto start one, then add one to the network, and later add the third.
Example:

posteoc% femis_event -c 9020
The above established a single notification server. Next enter:

countyeoc% femis_event -c 9020 9020@posteoc
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We now have atwo-node event server network: countyeoc connects to posteoc, which learns of the new
server—to—server connection. Next enter:

stateeoc% femis_event -c 9020 9020@posteoc 9020@countyeoc

We now have a three-node event server network. Stateeoc connects to both posteoc and countyeoc and
each learn of the new server node.

Graceful removal of nodes from the notification server topology and optimization of topology for saving
network bandwidth have not yet been implemented. These will be donein future FEMIS rel eases.

3.1.2.13 Which Service Port to Use
Which service port the notification server usesis determined as follows: from the following list, the first
service port that produces a valid service port number is used as the service port method for this daemon

Server.

* |f the port number isincluded on the command line, then that port is used even if the methods below
also produce a valid service port number. Example:

femis_event 9975
» If aservice nameisincluded on the command line (via-s or -S), then that service nameisused in a
getservbyname() cdl. If that service name returns avalid service port from the /etc/services datafile,
then that port isused. Example:

femis_event -s FEMIS_ShellServer

* If an environment nameis included on the command line, then that environment name is transl ated
into a service port number. Example:

setenv MYPORT 7120 ; femis_event -p MYPORT

» Thedefault service name, femis-notify, istried in acall to getservbyname(). If that returnsavalid
service port, then that port number is used.

» Thedefault environment name FEMIS_EVENT_PORT istrandated. If that nameis defined and
translates to a valid port number, then that service port is used.

« If all the abovefail, femis_event terminates with an error.
Normally, you can just use the standard service port number from the /etc/services file. However, for

testing and diagnostics, additional methods have been included for running additional notification server
modules that use a nonstandard port number, so thereis no interference with normal operations.
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3.1.2.14 Enable Keep Alive

If the UNIX notification server is started with -a specified, keep aive mode for all socket callsis utilized.
3.1.2.15 Registered and Unregistered Service Port

Command line option -r specifies use of the registered service port only. Command line option -u
specifies use of the unregistered service ports only. The default starting is registered service port.
Previoudly the default was to unregistered ports. For more information, see Section 6.0, FEMIS Contact
Daemon.

Whether the femis_event was executed using —r (registered and default) or —u (unregistered) method, both
methods are able to cross connect with other femis_event/s that can be of either type. However, the

startnotify script must know which method to utilize. For registered, use PORT@HOST. For
unregistered, use PORT#HOST.

3.1.3 femis_event EVENT Configuration File

The femis_event uses a configuration file. The default femis_event configuration fileislocated at
/home/femis/etc/femis_event.conf. This configuration file contains set up information and details of
command line options for auxiliary processes, e.g. DDN and DEI scripts.

Auxiliary femis_event processes are utilized by the FEMIS Data Driven Notification (DDN) and DEI
scripts. DDN processes are PERL scripts. See Section 7.0, FEMIS Data Exchange Interface (DEI), for

more information on DEI.

To specify afemis_event configuration file path/name other than the default, use the -conf <file>
command line option to femis_event.

The configuration fileisaplain text file. Parsing rules are asfollows:
* Any line starting with a# is acomment line.

* Theline com port=registered specifies the registered service port to be used when no command line
option is specified. Command line options —r and —u override this command.

» Theline com port=unregistered specifies the unregistered service port to be used when no command
line option is specified. Command line options —r and —u override this command.

* Theline com fevpath=femishin specifiesto ook in /home/femis/bin for the fev executable.
* Theline com fevpath=dotslash specifiesto look in ./ for the fev executable.

* A linestarting with aux specifies information pertaining to the launching of auxiliary processes.
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e aux argname=on turns argument naming on. In this mode, arguments to the auxiliary process are
passed as -<name> <value>. If aux argname=off is specified, arguments are passed just as <value>
with no argument naming utilized. Naming allowsfor free format argument lists.

* aux keypos=ITEM specifies the position of which item to key on. Possible ITEMs are msgname,
exerid, auxprocessident, and parm#. The Keypos option specifies which message field becomes the
key field for selection of an auxiliary process to be launched.

» aux ifport=PORT specifies only launch this command if the notification server’s port/protocol is equal
to PORT. PORT isadecima number value. If thisoption is not specified, the command is always
launched. If the option is present and PORT is not the port/protocol, the command will not be
launched.

* aux notport=PORT specifies only launch this command if the notification server’s port/protocol is not
equal to PORT. PORT isadecimal number value. If thisoption is not specified, the command is
aways launched. If the option is present and PORT is equal to the port/protocol, the command will
be launched.

* aux exe=path/file specifies the path/file name of the auxiliary process executable file. The file must
be tagged as X (executable) in the file system. The executable file can be a compiled/linked program,
ashdl script, a PERL script, or any executable.

* aux key=VALUE specifies what value the key field must be equal to in order to select and launch this
command.

* aux arg=ITEM specifies an item to include in the argument list to the auxiliary process. The possible
ITEM names are msgname, exerid, auxprocessid, parm#, origin, msgflags, message, home, host,
port, stdport, and fev.

All ITEMs are extracted from the <...message...>. ITEMs are asfollows. MsgName is message name.
ExerID isthe exercise identification. AuxProcessID isthe auxiliary processidentification. Parm# is
parameter number. Origin isthe complete origin string from the originating PC notification code.
MsgFlags is the message flags, bit encoded. Message isthe full and complete message string. Home is
the femis_event home directory, e.g., ffiles13/home/femis. Host isthe server’s host name. Port isthe
port/protocol number, e.g., 9020. StdPort is Yes or No depending on whether standard service port
(1776) isin affect. fev isthe complete string for launching fev, for usein the auxiliary process, including
path, name, and port number.

3.1.4 Notification Server Utilities

3.1.4.1 UNIX Client Application — fev

The notification server subsystem includes aclient for the UNIX system environment. The UNIX client
can be used to test features of the command server, both new and old, and to perform certain diagnostics.
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Note: Thisclientisnot anintegral FEMIS system component.

Thefile name of the UNIX clientisfev. The UNIX clientisinstalled at the same subdirectory as the
notification server (see Section 3.1.1.1, Executable Binary Files).

In addition to testing, fev isalso used in FEMIS DDN, DEI, and AutoRecovery.

3.1.4.2 UNIX Client Command-line Options

Valid command-line options for fev have aformat and usage similar to those for the notification server.
Example:

% fev host nnnn -- nonstandard port and host from command

% fev - nnnn # nonstandard port local host (testing only)

% fev -p PPPP # nonstandard port from environment variable

% fev -s SSSS # nonstandard port from /etc/services file

% fev -S # use standard service name femis-notify

% fev -i IDNUM # specify notification client id number

% fev -x # don’t exit immediately on eof from standard-input

% fev -u # use unregistered service port (9020-29)

% fev -r # use registered service port (1776)

% fev -f: connect to femis_event using FIFO for diagnostic use

% fev -d: diagnostics enabled

% fev -H: HOMEDIR set path of /Thome/femis

% fev NUMBER@HOST - connect to Number on Host using registered service port.
% fev NUMBER#HOST — connect to Number on Host using unregistered service port.

See descriptions of these optionsin Section 3.1.2, Notification Server Configuration Options.
3.1.4.3 Client ID Number
Y ou can simulate what happens when a notification system client crashes and then comes back online. In
that case, the PC/client needs to receive the same client ID number that was assigned to that PC/client
during the previous session. The notification server handles that scenario correctly, but during testing on
asingle development host, you need to tell the UNIX client which PC/client is connecting by specifying
the PC/client ID from the previous session (see o command reply in the following sections).

Syntax: fev -i IDNUM
3.1.4.4 UNIX Client Protocol

To run the notification server UNIX client, do the following:

% set path = (/lhome/femis/exe $path)
% fev # connect to local host, standard port
% fev <remote host> # connect to a remote host
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% fev - <port> # connect to nonstandard port on this host
% fev <remote host> <port># connect to nonstandard port on remote host

The notification service UNIX client provides severa shorthand commands to the actual notification
server protocol, asfollows:

0 : sends open-link message (NS_MT_OPENLINK)
reply message contains the client’s link id
c : sends close-link message (NS_MT_CLOSELINK)
i EEEE : sends register-interest message (NS_MT_REGISTER_INTEREST)
r EEEE : sends remove-interest message (NS_MT_REMOVE_INTEREST)
e EEEE : sends declare-event message (NS_MT_EVENTMSG) (nonglobal)
g EEEE : sends declare-global message (NS_MT_EVENTMSG & NS_EF_GLOBAL)
t1 : bombard server with multiple NS_MT_EVENT testing
t2 : bombard server with multiple NS_MT_EVENT testing

3.1.4.5 UNIX Client Example
Example:

serverl:% femis_event -c 9020@server2
FEMIS_EVENT port is 9020

server2:% femis_event -c 9020@serverl
FEMIS_EVENT port is 9020

server3:$ fev serverl 9020
FEMIS_EVENT port is 9020

o]

<<<<<< received OPENLINK-reply: client-id = 2
| TestEvent

| GlobalEvent

server4:>%fev serverl 9020
FEMIS_EVENT port is 9020

0
<<<<<< received OPENLINK-reply: ...
client-id = 3

e TestEvent

<<<<<< received notification: event=TestEvent

c
D

serverd:% fev server2 9020

o}

<<<<<< received OPEN-LINK-reply: ...
client-id = 2

e TestEvent
g GlobalEvent
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<<<<<< received notification: event=GlobalEvent

C
D
Cc
D

In the example, the operator runs the notification server on two hosts, serverl and server2; they connect
to and communi cate with each other because the other’ s port at host is on the command line.

Next, the client is run on server3, connecting to serverl, alink is opened, and interest is declared in two
events, TestEvent and GlobalEvent. Also, the client isrun on server4, connecting to serverl, alink is
opened, and event TestEvent is declared. Because the client on server3 has declared interest, a
notification message is delivered and reported there.

The client on server4 is next terminated (via close link and control-D). The server4 client isrerun, this
time connecting to server2, and thelink is opened. The event TestEvent isthen declared at server2.
Nothing happens at server3, as TestEvent islocal (not global) to the server on server2.

Finally, the client on server4 declares agloba event (GlobalEvent), and the client on server3 is notified.

Both UNIX clients are then terminated via close link and Control-D.

3.1.4.6 UNIX Client Diagnostics

The UNIX client fev has features whereby it can spy on what notification servers are doing and what the
status of each connectionis. The commands are

$i : sends back information and statistics

$s : sends back socket connections information

$aux : sends back auxiliary socket connection information
$rem : sends back remote server list

$eve : sends back listing of server’s event board

3.1.4.7 UNIX Client Information Diagnostic $i

Entering $i at the fev UNIX client’sterminal causes statistics information to be returned to the client.
Example:

% fev serverl
FEMIS_EVENT port is 9020

$i

FEMIS_EVENT - Version 1.0.11 - Wed Dec 14 15:54:18 PST 1994
started time . ... ... Sat Dec 17 03:00:09 1994
currenttime....... Mon Dec 19 13:51:59 1994

pid ............ 23473
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ppid............. 1
uid ... 30508
gd ............. 30508
dir .......... ... /home/femis/exe
home............ /home/femis/sunos/home/femisuser
home directory . . .. /ffiles8/home/femis
etc directory . ... .. [files8/home/femis/etc
log directory . ..... [files8/home/femis/log
config file name ... /home/femis/etc/femis_event.log
log file name .. ... <Null>
host............. serverl
operating system .. SOLARIS
port............. 9020
background . ... ... Yes
accepts .......... 192
connects . ........ 1
reconnects . ....... 0
messages rcvd . ... 11826
characters rcvd . ... 513556
messages sent . ... 1274
characters sent . ... 85600

malloc arena/used . . 61448 35416
evtbuf cur/tot/peak . . 299

evtbrd cur/tot/peak . . 29 2

intlist cur/tot/peak . . . 288 2607 306

From the display above, you know the following information about the notification server daemon: has
been up for 2 days, was started at 3:00 am. on Dec 17, isthe Dec 14 version; the process ID is23473; the
sever isin background (because ppid == 1); itsuid is 30508 (femis account); user’shomeis
/home/femis/sunos/home/femisuser; the host’s name is serverl; the service port number is 9020 (the
standard port); the notification server is running as a clone in background; and the server currently has
35416 bytes of dynamic memory allocated.

Furthermore, the server has accepted 192 connections, has established one connection itself (to the other
server), has done no reconnects (because of connection termination), has received 11826 messages
containing atota of 513556 characters, and has transmitted 1274 messages containing atotal of 85600
characters. Using either received or transmitted, the average message length is approximately

42 characters.

For event library statistics evtbuf, evtbrd, and intlist, also reported are current, total, and peak.

Character and message counts utilized in the diagnostic messages overhead are not included in the totals
displayed.
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3.1.4.8 UNIX Client Socket Connections Diagnostic $s

Entering $s at the fev UNIX client’s keyboard causes socket connection information to be sent to the
UNIX client’sdisplay. Example:

% fev serverl
FEMIS_EVENT port is 9020
$s

The heading of the display contains the following:

ii : index number in femis_event's internal database

lisn : 1 if socket is the server’s primary listening socket

acpt : 1 if connection was accept()-ed on this socket

conn : 1 if connect() was established on this socket

stio : 1 if this is one of the standard I/o files

svrc : 1 if accept or connect is to another server

chan : the channel number

iana : 1 if using standard IANA registered service port for connection
host : name of the host to which this socket is connected

IP : the IP address to which this socket is connected

hwid : 32 bit hardware id number - derived from IP address

anid : the notification system client id number

when : when (date and time) when connection was established
rcv : number of messages and number of characters received
xmt : number of messages and number of characters transmitted

Example display of first 12 parameters:

ii lisn acpt conn stio svrc chan iana : host : IP : hwid : anid :
31000031:serverl.pnl.gov: 130.20.76.45 : 82144C2D : 0:
4010004 1:server5.pnl.gov : 130.20.28.29 : 82141C1D : 19:
50100151:server2.pnl.gov: 130.20.242.31 : 8214F21F : 0 ;
60100060:130.20.28.131:130.20.28.131 : 82141C83 : 71 :
7010007 1:server6.pnl.gov:130.20.60.103 : 82143C67 : 47 :
80100081:serverd.pnl.gov: 130.20.92.71 : 82145C47 : 69 :
90100091 :serverd.pnl.gov: 130.20.92.87 : 82145C57 : 0 :
100100011 1:server7.pnl.gov : 130.20.92.39 : 82145C27 : 53 :

Example display of final 5 parameters:

when : rcv : xmt

Sat Dec 17 03:00:121994:r00:x00

Mon Dec 19 09:50:29 1994 : r 255 11115:x 7 473
Sat Dec 17 03:00:24 1994 :r00:x 4 319

Mon Dec 19 10:47:17 1994 : r 91 3896 : x 8 547
Mon Dec 19 10:27:49 1994 : r 259 11303 : x 8 547
Mon Dec 19 10:45:24 1994 : r 56 2335:x 2 117

3-15



Federal Emergency Management FEMIS System Administration Guide
Information Systems (FEMIS) May 26, 2000-Version 1.4.7

Mon Dec 19 11:14:17 1994 :r1313:x00
Mon Dec 19 10:29:36 1994 :r 56 2335:x 2 117

From the above display, we can say that five clients currently have active connections, that client ID
numbers range from 19 to 71, and that one client has no entry in the local name table (IP address
130.20.28.131).

Socket 3isthe listening socket. Socket 5 connects to the notification server on server2. Socket 9 isthe
client doing diagnostics.

Character and message counts utilized in the diagnostic messages are not included in the total s displayed.
3.1.4.9 UNIX Client Auxiliary Connect Information Diagnostic $aux

Entering $aux at the fev UNIX client keyboard causes the auxiliary connect information to be sent to the
UNIX client’sdisplay. Example:

% fev serverl
FEMIS_EVENT port is 9020
$aux

The heading of the display that follows contains

ii : index number in femis_event's internal database

conn : connect mode =L C A

svrc : server circuit=0 1

auxtype: aux connection type SC U

host : name of host to which this socket is connected

hwid : 32 bit hardware id nhumber - derived from IP address
port : port number of server/client at remote end

pid : process id number of server/client process at remote end
cid : client id number of server/client process at remote end

Example listing:

5L 0:U:virus.pnl.gov : 8214F20A : 9020 : 14415 : 0

6 C1:S:locusts.pnl.gov: 8214F20B : 9020 : 12093 : 0
7A0:U: :0:0:0:46

8 C1:S:temblor.pnl.gov: 8214F20C : 9020 :19831:0
9A0:U::0:0:0:38

10A0:U: :0:0:0:48

11A0:U: :0:0:0:43

12 A0 : C: hattrick : 82145C57 : 9020 : 2593 : 0
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3.1.4.10 UNIX Client Remote Servers Diagnostic $rem

Entering $rem at the fev UNIX client keyboard causes the remote connect information to be sent to the
UNIX client’sdisplay. Example:

% fev serverl
FEMIS_EVENT port is 9020
$rem

The heading of the display that follows contains

RemoteServer : Port number @ host name of the remote notification server
IPAddress : IP address of the remote host
Address : 32 bit hardware id number - derived from IP address

Example listing:

RemoteServer : IPaddress : Address
9022@virus.pnl.gov : 130.20.242.10 : 8214F20A
9021@temblor.pnl.gov : 130.20.242.12 : 8214F20C

3.1.4.11 UNIX Client Event Board Diagnostic $eve

Entering $eve at the fev UNIX client keyboard causes the server’s event board information to be sent to
the UNIX client’s display. Example:

fev - test client for femis_event server
FEMIS_EVENT port is 9020
$eve

The heading of the display that follows contains

EventName : name of the event
ExerID : exercise id

Parl : first parameter

Par2 : second parameter

Par3 : third parameter

GMT : date/time event declared
ReclID : record id
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Example listing (abbreviated):

MsgName . ExerlID : Parml . Parm2 . Parm3 . GMT . RecID
CSEPPEvent 0 : 10000299 : . ALL_OVER : 1825 : 37
MD2 : 1295 :  Operations : : UPD:10001 : 18:38 : 41
PLN:PlanChanged : O : 10000107 : : :18:17 @ 33
PLN:TaskChanged : O : 10000006 : ;21 . 16:17 ;23
RSB:EventLogAdd : O N | : AckEvent : : 1825 @ 39
RSB:EventLogAdd : 1295 0 J : D2:10001 : : 1837 @ 40
Udept . 0 : : : ;15119 ;19
Ufacility . 0 : : : . 15:16  : 18
UlocallD 0 TEADTEAD : alstuff : : 15148 @ 43
Uperson 0 : : : 16148 24

3.1.4.12 UNIX Client Synchronize Action $sync

Entering $sync and a qualifier at the fev client keyboard causes the server to send the same message back
to fev, which can utilize reception of known dollar-sync messages to synchronize certain events and
actions.

The UNIX client uses the command $sync exit to synchronize forced exit while running in script mode,
which must be used in conjunction with the -x option.

Example script:

#l/bin/csh -f

#

fev -x virus 9020<<eod

o]

g My-Event 1 “par one” par_two par3
g My-Event 123 ** - 999.000

g Your-Event 99 - - -

c

\$sync exit

eod

The above script runs fev, opens alink, declares the three events, closes the link, and synchronizes a
forced exit.

3.1.4.13 Data Driven Notification Command Line Arguments

A Data Driven Notification (DDN) command line interface has been added to fev. This feature now
allows asingle event including DDN parameters to be constructed and sent by fev, based solely on new
command line arguments. The presence of DDN command line arguments signals fev to utilize single
event mode, instead of entering interactive mode.
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The following are DDN command line arguments for fev:

Argument Function

-global Thisisaglobal event

-nopost Do not post this event

-aux Launch an auxiliary process

-host HOST Name of host to receive this event

-port PORT# Port # or protocol # to receive this event
-dest PORT@HOST Number and Host to receive this event
-dest PORT#HOST Number and Host to receive this event
-msgname MSG M essage name

-msgflags FLAGS Message flags

-origin ORIGIN Originfield

-exerid EXERID ExerciseID

-auxprocessidnet AUXID | Auxiliary processid (in femis_event.conf)
-parm## PARM### Parameter no. ## (up to 50)

3.2 PC Notification Service

3.2.1 PC Notification Service Overview

This section describes the PC Notification Service, which serves as the PC workstation component of the
FEMIS Noatification Service. The PC Notification Serviceis designed to provide a path for sharing
notification information between PC applications, PC workstations, and UNIX natification servers.
Events posted by applications within a PC workstation are first sent to al notification clients on that PC,
then forwarded to a UNIX notification server for distribution to other workstations and other notification
servers.

The PC Notification Service operates in the background and provides services to PC applications through
function calls and window messages. Thereisno direct user interface except the Notification Servicelog
window, which displays diagnostic messages as the service is running.

The PC Notification Service isimplemented as a stand-alone service and is automatically activated when
client applications are started and remains active until all clients have been closed. There are no separate

startup or shutdown procedures. Instead, notification startup and operations are controlled through
configuration files and client function calls, not through command-line options.

3.2.1.1 Executable Binary Files
The PC Notification Service has two executable binary files:

FNOTIFSV.EXE Notification Service executable
FNOTIF32.DLL Notification Service function library
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Thesefiles are normally located in the WINNT\SYSTEM32 directory but may be placed elsewhere, as
long as they can be found on the system search path.

3.2.1.2 Notification Service Startup

Sincethe Notification Serviceis started by the Notification Service DLL, the user has no control over
startup operations. Instead, startup parameters are read from a configuration file and can be adjusted to
suit the needs of a particular installation.

3.2.2 PC Notification Service Configuration Options

The PC Notification Service can be customized by modifying one or more configuration parameters.
These parameters alow you to change Notification Service behavior to accommodate client needs and
specia requirements. For instance, aremote user connected via a modem may need to increase the
timeout limit for notification server connections, or a stand-alone installation might want to disable all
network monitoring. Each of these requirements can be satisfied by adjusting the configuration
parametersto fit the client’s needs.

3.2.2.1 Configuration Parameters

Each configuration parameter has a unique name and most have a default value. The available
configuration parameters are asfollows:

Parameter Purpose Default Value
RunAsStandAlone StandAlone flag (True/False) False
SocketMaxWait Socket timeout value (seconds) 10
LostConnChecklnterval Lost connection check (seconds) | 30
LostConnRetryInterval Lost connection retry (seconds) | 30
EventQueueSweeplnterval | Queue sweep interval (seconds) | 1
DefaultNotifServerHost Default server host name none
DefaultNotifServerPort Default server port none

If the default value for a parameter is not satisfactory, you can assign a more suitable value. However,
you must be careful that the new value is reasonabl e and does not have an adverse effect on Notification
Service operation.

3.2.2.2 Notification Service Configuration File
Notification Service configuration parameters are specified in a configuration file, FEMIS.INI, usually

located in the Windows NT home directory. Each configuration parameter is specified by akey and its
associated value, grouped under the [Notification Service] section.
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A typical INI file might look like this:

[Natification Service]

;---—-Natification configuration parameters----
;RunAsStandAlone = False
LostConnCheckinterval = 10
LostConnRetrylnterval = 60

To create an entry for aconfiguration parameter, insert a new line that specifies the parameter’ s name and
its new value, separated by an equalssign (=). Key names are not case sensitive, and al blank padding is
ignored.

To disable an entry, put a semicolon asthe first non-blank character in the entry, which causesthe line to
be treated as a comment and ignored in al parameter processing.

3.2.2.3 Command-line Options

The PC Notification Service has no command-line options.

3.2.2.4 Environment Variables

No environment variables are used by the PC Notification Service.

3.2.2.5 Host Server Name and Port

UNIX host server name and port number are set by client function calls and are not directly controlled by
configuration options. However, clients can use the DefaultNotifServerHost and DefaultNotifServerPort

configuration parameters to store server identification information.

Note: FEMIS does not support concurrent connections to multiple naotification servers. Only
one server can be connected at atime.

3.2.3 PC Notification Service Operation

Operation of the PC Natification Service is discussed in the following sections.

3.2.3.1 Notification Service Window

The Notification Service window enables a user or administrator to view information about notification
system operations. This window provides information about the system status and current version, along

with alog of recent diagnostic messages. When this window is minimized, itsicon indicates the current
Notification Service status:
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Stand-alone - blueicon with red border
Connectedto server -  blueicon with black border
Lost connection - blueicon with red slash across it

Figure3.1. FEMIS Notification Service Window

= FEMIS Notification Service [~ | «]
Status Help
CommStartup: Successful Netlnit.

NetOpenServerLink: host = 'virus', port = 9020
NS_MT_OPENLINK_REPLY received: clientlD = 150

Comm_Registerinterest. [JournalChanged|888|
Comm_Registerinterest. |Event] 1]
Comm_Registerinterest: [JournalChanged|888|
Comm_Registerinterest: |[Eventl|1]

For status information, select Notification Status under Status on the menu bar. This activates the
Notification Status window, which displays information about local and server status, client count, event
count, server host name, and server port number. The Notification Status window updates itself
automatically, so itsinformation remains current even if the window is left open.

For version information, select About Me under Help on the FEMIS menu bar. This activates the About
Me window, which contains version and copyright information.

For diagnostic information, consult the main Notification Service window. Thiswindow displays recent
diagnostic and error messages, including network messages to and from the server and attempts to restore
lost server connections.

3.2.3.2 Lost Connections

Lost connections with the UNIX notification server are acommon problem and occur for avariety of
reasons. The PC Notification Serviceis designed to automatically detect and restore lost connections,
with minimal impact on FEMIS software operations.

Whenever alost server connection is detected, the PC Notification Service sends a diagnostic message to
the log window, activates the Lost Connection icon, and goes into restoration mode. Every few seconds,
as specified by the LostConnRetrylnterval value, the Notification Service attempts to contact the server
and restore the connection. During thistime, local notification still occurs, but all messages to and from
the server arelost and cannot be recovered. When the server finally answers, the connection is restored
and the Notification Service returns to normal operation.

Asdiscussed in Section 3.2.3.1, Natification Service Window, you can use the statusicon or status
window to monitor lost connections.

3-22



Federal Emergency Management FEMIS System Administration Guide
Information Systems (FEMIS) May 26, 2000-Version 1.4.7

3.2.4 PC Notification Test Client

3.2.4.1 PC Test Client —- NOTITEST.EXE

The PC Notification Test Client, NOTITEST.EXE, isincluded in the FEMIS installation and can be used
to test notification functions and diagnose notification problems. This program enables a user to
manually post notification events, monitor events generated by other applications, and force notification
errorsfor testing purposes. Seethe Section 3.2.4.4, PC Test Client Functions, for more information.

At startup, NOTITEST automatically establishes a notification client link and registers an interest in the
Event() 1 : 1 event. It aso enables notification loopback so it can receive its own events. However,
NOTITEST startsin stand-alone mode, without connecting to a UNIX notification server. Use the Open
Server Link function if you wish to open alink to your notification server.

Figure 3.2. Notification Service Test Window

= Motification Service Test nn
" Hotification Log Register Interest
ReclD Event Mame |ExerlD| Paml | [+ —— :
1 |2 JoumnalChanged 888 DataSent X4 | ;EIDI“I EI yen tii
2 1 Ewentl 1 AAA EH Remove Interest
3
4 Close Client Link
5
n Open Server Link
i [T Popup on Events
8
[T Popup on Emors
)
410 *
| > E xit
|N|:|tifi|:ati|:|nH cvd wpe =5 record D = 2 I

3.2.4.2 PC Test Client Configuration

The PC Test Client has no configuration options or other means to customize its default behavior.
However, the test functions (below) can be used to change client behavior at runtime.

3.2.4.3 PC Test Client Command-line Options

The PC Test Client has no command-line options.

3.2.4.4 PC Test Client Functions

The PC Test Client offers a variety of functions for testing the Notification Service. These functions are
accessible through command buttons on the test client user interface window.
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Open Client Link
The Open Client Link function opens a notification client link, allowing the test client to register interests
and post notification events. Thisfunction is enabled only if thereis not an existing client link.

Close Client Link

The Close Client Link function closes the existing client link to the Notification Service, disabling client
notification, and discarding all interests registered by the client. Thisfunction is enabled only when there
isan existing client link.

Open Server Link

The Open Server Link function opens alink between the PC Notification Service and a named
notification server. The user is prompted for the server name and port number. When the user clicks the
OK button, the Notification Service closes the previous server link (if any) and sends a connection request
to the new notification server.

If the server is available, a connection is established and this server becomes the notification server for
this PC. If the server is not available, the Notification Service will ask whether you wish to retry the
connection. If you select Yes, the Notification Service will treat the problem as alost connection and go
into restoration mode. Otherwise, the Notification Service will go into stand-alone mode and operate
without a server connection.

Thisfunction isenabled at all times and is useful for testing server connections and simulating lost
connections.

Register Interest

The Register Interest function enables the test client to register an interest in one or more notification
events. The user is prompted for an event name and exercise number that uniquely identify a notification
event. When the user clicks the OK button, the test client registers an interest in the specified event and
beginsto log al natifications for that event.

Thisfunction is very useful for troubleshooting notification problems because it allows the user to
monitor notification events posted by other applications. For instance, if an application is not responding
to a specific sequence of notification events, the test client program can register an interest in those events
and verify that the events are being sent in the correct order.

Thisfunction is enabled only when the test client has avalid client link.

Remove Interest

The Remove Interest function enables the test client to remove an interest in one or more notification
events. The user is prompted for an event name and exercise number that uniquely identify a notification
event. When the user clicks the OK button, the test client removesitsinterest in the specified event and is
no longer notified about that event.

Thisfunction is enabled only when the test client has avalid client link.
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Post Event

The Post Event enables the test client to post a notification event and simulate events posted by other
applications. The user is prompted for the event name, exercise number, and three event parameters,
along with control flags that determine how the event will be processed. When the user clicks the OK
button, the test client sends this event to the Notification Service for distribution to other local and remote
clients.

Thisfunction is very useful for troubleshooting notification problems because it allows a user to simulate
notification events posted by other applications. For instance, the test client can post a specific sequence
of notification events and verify that other applications respond correctly to that sequence.

Thisfunction isenabled at all times.

Popup On Event

The Popup On Event option is used to aert the user each time the test client receives an event
notification. This alowsthe test client to function as an event monitor by displaying a popup message
box whenever an event isreceived. Thisfunction can also test the Notification Service queuing functions
by introducing a user-controlled delay into the event processing system.

Popup On Errors

The Popup On Errors option facilitates error-handling tests by displaying a popup message each time an
invalid notification message is received.

3.2.4.5 PC Test Client Diagnostics

The PC Test Client does not include any diagnostic functions.

3.2.5 Notification Server Troubleshooting
The notification server is very stable; however, this program runs in a network environment and, thus, is

prone to any and all failures that can occur in network computing and distributed data management
systems.

3.2.5.1 Check Notification Server Active

To check if the notification server is active, log in to the UNIX server and issue the following command:
%l/usr | ucb | ps axw | grep femis_event

If the notification server is active, you will get areply such as:
17739 pe S 0:00 femis_event -c serverl -e femis_event.e.l0g.941219.1140

1073 pe S 0:00 grep femis_event

3-25



Federal Emergency Management FEMIS System Administration Guide
Information Systems (FEMIS) May 26, 2000-Version 1.4.7

If the notification server is not active, only the second line above will be displayed. The process
identification (PID) number of the femis_event notification server is the first number shown, e.g., 17739.

3.2.5.2 Check Notification Server Communication

To check the notification server communication, run the UNIX test client either from the server host or
from another UNIX system. Y ou should be able to run fev and issue notification server instructions.
Example:

% fev

If the naotification server is not active, you will get areply such as the following and then be returned to
the command-line processor:

fev - test client for femis_event server
FEMIS_EVENT port is 9020

connect failed: Connection refused

%

If the natification server is active, you should get areply such as the following:

fev - test client for femis_event server
FEMIS_EVENT port is 9020

After receiving the above reply, you can issue an instruction to the UNIX test client. Example:

Thisisthetest client’s command to open alink. Next you should see
<<<<<< received OPENLINK-reply: client-id = nnnn
where nnnn is an open link ID number (could be any positive integer).

If you get such areply, the notification server is active and communicating. If the notification server
is active and communicating, then the problem is probably either in the network or on the PC side.

3.2.5.3 Aborting Notification Server
If you need to abort the notification server during testing or troubleshooting, you must manually login as

the user account from which femis_event was started. In FEMIS, the user account is femis, or you can
log in as superuser.
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Y ou next need to learn the PID number of the femis_event server needing to be killed. There are two
ways to learn the PID of a FEMIS server process.

Thefirst isto use the ps and grep commands. Example:
%l/usr | uchb | ps axw | grep femis_event
If the naotification server is active, you will get areply such as:

23473 pe S 0:00 femis_event -c server2 -e femis_event.e.l09g.941219.1140
1073 pe S 0:00 grep femis_event

If the notification server is not active, only the second line above will be displayed. The PID of the
femis_event notification server isthe first number shown, e.qg., 23473.

The second way to learn the PID of femis_event isto run the test client and use the $i spy command.
Example:

% fev - # connect to local host
fev - test client for femis_event server
FEMIS_EVENT port is 9020
$i
From the $i reply, the femis_event pid is23473.
With the PID number, you can abort the notification server. The preferred way is
% kill -2 23473
Recheck if the server is gtill active. If the abovekill -2 (the graceful exit), did not work, then use

% kill -9 23473

Using kill -9 will kill the notification server, but the state of open connections will be lost and possibly
may not be recoverable until some long TCP/IP timeout period €l apses.

A script file, such as the following, may be used
foreach killnum (-2-9)
ps ef >! ..PS..

set serverpid = ( “fgrep femis_event ..PS.. | awk {print $2}' )
foreach pid ( $serverpid )
echo kill $killnum $pid
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kill $killnum $pid
end

end
3.2.5.4 Fixing Notification Port

When running a FEMIS client application such asaVisual Basic application, the application first usesthe
FEMIS.INI file in the Windows directory to get the notification server’s name and port number. If either
the name or port number isincorrect, you will get an error 10054. Y ou could fix the fileto avoid this
error occurring in the future; but it is not necessary because the Visua Basic application then lets you
login to an EOC and gets a new notification server name and port number from the FEMIS database. If
either the new name or port number isincorrect, you will get an error 10054. Y ou must then correct the
EOC table by changing the values for either the EOC_SERVER_NAME or the EOC_NOTIFY_PORT
fields.

3.255 PC WinSock Errors

The following list includes the errors encountered during development and testing of the notification
server software. A complete list of WinSock and UNIX errors can be found in Windows Sockets,
Version 1.1 documentation.

PC WinSock Error 10022

Thiserror isan internal Windows Sockets error which is caused when a Windows application
crashes/terminates without properly closing down. In doing so, the Windows application has wasted and
lost critical dynamic memory. Error 10022, which means invalid argument, is reported by mistake. The
real problem is Windows running out of a critical resource. Shut down other Windows applications and
reboot the PC.

PC WinSock Error 10024

Thiserror isan internal Windows Sockets error which is caused when a Windows application
crashes/terminates without properly closing down. In doing so, the Windows application has wasted and
lost critical dynamic memory. Error 10024, which means too many files open, isreported by mistake.
Thereal problem is Windows running out of acritical resource. Shut down other Windows applications
and reboot the PC.

PC WinSock Error 10038

Thiserror isan interna Windows Sockets error that is caused by a software error, most likely manifested
from Windows running out of acritical resource. In reaching this error, an application hastried to reuse
an 1/0 channel that was previously connected to a network socket but has since been closed. Restart the
affected applications. If this does not fix the problem, reboot the PC.
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PC WinSock Error 10050

This error means the network is down; thereis no network communication with the server host to which
this PC istrying to connect. Report the error to the System Administrator and wait for adiagnosis. After
all hardware and communication bugs have been fixed, restart the affected applications. If this does not
fix the problem, reboot the PC.

PC WinSock Error 10053

This error means that connection to the server was aborted and may be because the server was terminated,
either intentionally or by afailure. Thiserror can also mean that connection was never established
because the server is not currently active. Check if the notification server, femis_event is currently active
on the UNIX server. If not, restart it using scripts described in Section 3.1.1.3, Daemon Server Startup.
The UNIX test client can be used to check for server health, see Section 3.1.4, Notification Server
Utilities.

PC WinSock Error 10054

This error means that the notification server is not active. Check if the notification server, femis_event is
currently active on the UNIX server. If not, restart it using scripts described in Section 3.1.1.3, Daemon
Server Startup. The notification subsystem UNIX test client can be used to check on server heath, see
Section 3.1.4, Notification Server Utilities.

This error can also mean that the client software on the PC does not have the correct service port number
or server. The default port for the notification server is 9020. Client software must use this same service

port. If the port number is determined to be incorrect, fix it and restart the client software applications.
Reboot the PC if necessary.

3.3 Starting/Stopping Notification Service

When the server is rebooted or shutdown, it runs the /etc/init.d/femis script, which start or stops the
Notification Service using the following scripts in the /home/femis/bin directory.

3.3.1 Starting Notification Service
The /home/femis/bin/start notify script usesthe EOC List File (./etc/eoclist.dat) to determine how to start
the Notification Service. The filetells how many Notification Service processes to start, which portsto
use, and which other Natification Servicesto communicate with. Y ou can run the following script.

% startnotify
If the Notification Service(s) is aready running, you cannot start new ones.

To start Notification Service(s) with logging turned on, you can run the following script:

% startnotify -log
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3.3.2 Stopping Notification Service

The /home/femis/bin/stopnotify script stops the Natification Service(s) by finding all processes running
the femis_event program and then kills them using kill -2. Y ou can run the following script.

% stopnotify

3.4 Data Transfer Notification

Data Transfer Notifications are used to acknowledge the receipt of data. Chemical Accident or Incident
(CAl) notifications, Work Plans, D2PC cases, Threat Areas, Risk Areas and Protective Action
Recommendations (PARS) are sent from onpost to offpost. The Data Transfer Notification sends data
receipt acknowledgements from the offpost EOCs back to the onpost EOC. When the data has been sent,
a Data Acknowledgement Notification window will be displayed on the sending PC. Thiswindow will
update itself by looking for notifications sent by the receiving server. When the notification is received, a
Data Acknowledgement record will also be written to the Shared Journal for historical reference. Data
Transfer Notification has replaced Data Acknowledgement Interface (DAI) used in FEMISv1.4.6. The
FEMIS Notification Service will need to be started in order to run Data Transfer Notification.

3.4.1 Data Acknowledgement Notification Window

When datais sent offpost or when a CAl is declared through FEMIS, the Data Acknowledgement
Notification window will be displayed. As each server receives the data, a notification will be sent back
to the originating server, and the window will be updated with the date and time the information was
received. If the offpost server does not receive the data within approximately 6 minutes, the window will
be updated with a Timed Out message.

Note: Thiswindow will never display Data Acknowledgements from EMIS. Usethe Data
Acknowledgement Monitoring window to receive EMIS Data Acknowledgements.

3.4.2 Data Acknowledgement Monitoring Window

The Data Acknowledgement Monitoring window can be accessed by clicking Utility on the Workbench
menu bar. It will display all the received Data Acknowledgements asthey arrive. Aseach server receives
the data, a notification will be sent back to the originating server, and the window will be updated with
the date and time the information was received. If the offpost server does not receive the data within
approximately 6 minutes, the window will be updated with a Timed Out message.

Note: Thiswindow will display Data Acknowledgements for data received from EMIS.
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4.0 FEMIS Command Server

Command server online documentation is provided in three man pages on the UNIX server. Log onto the
EOC’ s server as femis and enter:

% man cmdservd
% man cmdserv.conf
% man cmdserv

cmdservd isthe command server daemon. cmdserv.conf isthe command server configuration file.
cmdserv isaUNIX test client for the command server.

4.1 cmdservd — FEMIS Command Server Daemon

4.1.1 Synopsis

cmdservd [-conf config-file]
cmdservd [-conf config-file] [-v] [-syntax [-show] [-check]]

4.1.2 Availability
The FEMIS command server daemon cmdservd executable, configuration file, test client, and related files

areincluded with the FEMIS application. The default locations for these files are /home/femis/bin and
/home/femis/etc on the FEMIS UNIX data server.

4.1.3 Description
FEMIS utilizes remote command servers, executing on a UNIX host computer so PC workstation users
can launch large mathematical model/simulation programs. These include the Evacuation SIMulation

(ESIM), amodule in the Oak Ridge Evacuation Modeling System (OREMS).

The command server isalso utilized in certain FEMIS system administration functions, e.g., starting-
stopping notification.

A high degree of security isrealized in this command server because:

 Security problematic command servers such as rsh and .rhosts are not used. A client node need not
be atrusted host.

* A command server runs only as a non-privileged, non-root process.

» A command server isforked as a child of inetd, eliminating the need to maintain socket connections.
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» The command server does not execute raw UNIX commands. Rather it looks up necessary
commands in a configuration file and matches parameters with arguments based on messages from
the client.

» The command server isvery limited in what it can do. Only those commands and functions defined
in the cmdserv.conf configuration file can be invoked.

 Fileswritten are only those temporary and output files written by the target executable. All
communication between command server and forked process takes place via memory and unnamed
pipesonly.

» Passwords and other sensitive data are sent on the client-to-server socket encrypted. Clear passwords
are never sent to the application on the command line to possibly be displayed by ps.

» The user and client machine making requests to run programs on a command server are verified prior
to running any entry. Several methods are utilized to block requests from anyone except authorized
users.

4.1.4 Options

The command server has two basic execution modes: daemon and command line. In daemon mode,
execution is started and controlled by the inetd Internet daemon and runs as a detached process. In
command line or interactive mode, cmdservd runs in response to a user entry. Command line mode is
used mainly to check on the syntax of new configuration files.

The default configuration file name is cmdserv.conf, and its default path is /home/femis/etc. To change
either the configuration file name or path, use the -conf option. Possible formats for use with the -conf
option are as follows:

1% cmdservd -conf filename

2% cmdservd -conf subdirectory/

3% cmdservd -conf subdirectory/filename
4% cmdservd -conf /fullpathname/

5% cmdservd -conf /fullpathname/filename

Casel Syntax containsno slashes( /), and thusno path or directory names. The argument to -conf is
the name of afile which residesin the default configuration directory /home/femis/etc.

Case2 Syntax isin subdirectory format and contains aslash (/) asthe last character. Thefirst
character is not aslash and comma (/, ) thus ardative path and not an absolute path. The
described syntax tells cmdservd to use the default file name in a subdirectory of the default path.

Case3 Syntax specifies a subdirectory and file name. The named file isthus located in the subdirectory
of the default path.
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Case4 Syntax specifiesto look for the default file name cmdserv.conf in the full path specified in the
option. Both first and last character of the option are lashes (/).

Case5 Syntax specifiesafull path and file name. None of the defaults apply in this case.
Option -v asks cmdservd to display its version information. Example:

virus% cmdservd -v
cmdservd version 1.0 - Wed Feb 14 14:41:00 PST 1996

Option -syntax invokes only the cmdservd syntax checker.
Options -show and -check are used in conjunction with -syntax.
The -syntax -check options cause cmdservd to process the configuration file, checking for syntax

problems. Options -syntax -show cause cmdservd to compile the configuration file, check for syntax
problems, and display the resulting linked structure.

4.1.5 Syntax Check

To check the syntax of acommand server configuration file, enter the options -syntax -check to
cmdservd, examples:

1% cmdservd -syntax -check # check default
2% cmdservd -syntax -check -conf CFG # check CFG file

The following format is output by -syntax -check. Any line detected with suspect syntax is reported.
Line ##: line-from-file
error-message

error-message

where ## is the line number, line-from-file isthe text from the configuration file at line ##, and
error-message isalist of error messages describing the problems. Example:

Line 13: badnews
invalid block/directive type code

Thefollowing list provides all possible error messages and their probable cause.
invalid block/directive type code
A block name or directive name is not one of those allowed. The block names are ALL, ACCESS,

HOST, SITE, and ENTRY. Directive names are site, deny, allow, executable, directory, password,
outfile, errfile, argument, environment, file, and put.
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block requires no parameters

The ALL and ACCESS blocks do not require alist of parameters, i.e., [BLOCKNAME parl par2 ...].
block requires exactly 1 parameter

The ENTRY block requires exactly one parameter which isthe entry item name, e.g., [ENTRY abc],
where abc is the name of aprogram.

block requires 1 or more parameters
The HOST and SITE blocks require at least one parameter whichisalist of host or site names. HOST
and SITE cause conditional compile. If the current host or siteisthe same asan itemin thelist,
compilation continues. Otherwise, compilation of this program block is blocked.
directive not valid outside a block
All directives must be contained inside a block.
ENTRY block can not include other blocks
Itisinvalid for an [ENTRY ..] block to contain other blocks (at thistime).
directive must be inside HOST block
The site directiveisonly valid inside aHOST block.
directive must be inside ACCESS or ENTRY block
The allow and deny directives are only valid inside for an ACCESS or ENTRY block.

directive must be inside ENTRY block

Directives executable, directory, password, outfile, errfile, file, put, and argument are only valid inside
an ENTRY block.

environment must be inside ENTRY ALL SITE or HOST block
The environment directive must be inside of an ENTRY, ALL, SITE, or HOST block. When inside
ENTRY, the variable is evaluated for that entry item only. When inside ALL, SITE, or HOST, the

variableis evaluated whenever the block condition is TRUE, and not evaluated if the block condition
is FALSE.
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ACCESS block can only contain deny and allow
An ACCESS black can not contain anything but deny and allow.
site requires exactly 1 parameter

Site directive requires exactly one parameter. Zero parameters and two or more parameters are
invalid syntax.

directive requires 1 or 2 parameters

Allow and deny directives require exactly one or two parameters. Zero parameters and three or more
parameters areinvalid syntax.

invalid character(s) in IP address field
Internet Protocol (IP) addressfield in the deny and allow directives can contain only digits 0-9 and the
period ( . ) characters. Anything elseisinvalid syntax. A format specification is not valid in allow or
deny directives.

invalid character(s) in IP subnet mask

IP subnet mask in adeny or allow directive can contain only digits 0-9 and the period ( . ) characters.
Anything elseisinvalid syntax.

invalid IP address
| P address numbers must be in the range 0-255.

invalid IP subnet mask
Only the numbers 255, 254, 252, 248, 240, 224, 192, 120, and 0 are valid |P subnet mask elements.
The value 0 must be followed by 0. The value 255 must be preceded by 255. A value not 0 or 255
can appear only once. For example, 255.255.255.192, 255.255.255.0, 255.255.128.0.

directive requires format [parameters]

Directives executable, directory, password, outfile, errfile, file, put, argument, and environment require
aformat string and an optional list of parameters. Examples:

executable /home/femis/bin/command/xyz
directory /home/femis/user/%s/ DIRECTORY
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only %s allowed in format

Format strings in this language allow only the %s printf conversion. Conversions, such as %d, %k,
and %u are not allowed.

format and number of parameters do not match
The number of parametersincluded and the number required by the format string do not agree.
executable path/file affected by client
Structure of the configuration file program that generates the executable path/file string is affected by
external environment variables sent in the client message. Such affects areillegal. Executable must
be devel oped only from static values and environment variables local to the configuration file.
password affected by client
Structure of the configuration file program that generates the password string is affected by external

environment variables sent in the client message. Such affectsareillegal. The password must be
developed only from static values and environment variables local to the configuration file.

4.1.6 Installation
The installation process copies files cmdservd, cmdserv, and cmdserv.conf to directory /home/femis/bin
and home/femis/etc. Therefilesare required to be at this path, unless modifications are made to the

[etc/inetd.conf and cmdserv.conf files.

FEMIS installation adds the following line to the /etc/services file to define the command server service
port name.

femis-cmdserv 9015/tcp fxcmdserv # command server

FEMIS installation adds the following single line to the /etc/inetd.conf file to add the command server to
theinetd Internet daemon.

fxcmdserv stream tcp \
nowait femis /home/femis/bin/cmdservd cmdservd

4.1.7 Protocol

Only Transmission Control Protocol (TCP) connection and reliable messages are ever used in the FEMIS
command server daemon (femiscomd). User Datagram Protocol (UDP) is not used.
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The FEMIS command server and a client program carry on atwo way half duplex conversation. After
successful connection has completed, the server and client exchange hello messages. The server hello
message contains encryption seeds for the session. The client hello message contains optional mode
flags, used to characterize certain server-client exchanges.

Once hello messages have been exchanged, cmdservd then listens for command messages from the client
which contain the necessary parameters and instructions for running a specific program on the UNIX
server.

After receiving a command, the command server looks for that entry in the configuration file. Actual
UNIX commands and the format of arguments come from the configuration file, not from the socket
input.

After completing the set up for a computation, the femiscomd forks and executes the specified executable
and then goes back to listening for client commands.

4.1.8 Messages

This section describes messages that pass between server and client over TCP socket connections.

4.1.8.1 Message Format

M essages to/from command server and its client have the following general format.
<op:OPERATION]...]...]...><NEWLINE>

Every message begins with < and ends with > followed by an end-of-line. Only characters between < and

> have any meaning. The end-of-line character, and anything between > and < have no meaning and

should be ignored by both client and server.

Between < and > are an unspecified number of fields, the first one being the operation field. Fieldsare
separated by the pipe (| ) character. Fields can contain any number of characters or may be empty, i.e., ||.

Within afield, four characters are escaped: <> | and\. The back dash (\) isthe escape character.
Note: Thefield separators < > and | never appear in a correctly encoded field.

The following mappings apply.

__Decoded | Encoded
< \L
> \R
| \D
\ \E
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4.1.8.2 Message Fields

All message field identifiers are two lower case characters followed by acolon. Theidentifiers are as
follows:

Field Contents

op: Operation or function name
ac: Action code: run, status, Kill
pw: Password field
ev: Parameter (environment) values
rc: Return code
er: Error code
kO: Key #0 for light encryption (not used)
k1: Key #1 for light encryption (not used)
k2: Key #2 for light encryption (not used)
mo: Modes: alert test ... (client hello only)

4.1.8.3 Operation Codes

The current message operation codes currently are implemented in the command server, the command
server’' stest client, or both:

Code Description
"Op:SVRHELLO Serverhelo

op:CLIHELLO Client hello
op:MISCINFO Miscellaneous info
op:EOF End-of-file
op:COMMAND Command directive
op:HELP Help
op:HELPINFO Help information
op:QUIT Quit
op:ERROR Error to client
op:REPLY Reply to client
Op:ALERT Alert the client

4.1.8.4 Command Message
<op:COMMAND]|ac:ACTION|pw:PASSWD|ev:PAR1|ev:PAR?2|...>
where ACTION isrun ENTRY, status, or kill; PASSWD is a password string; PAR1 and PAR2 are

parameter defines, and ENTRY isthe name of an entry in the configuration file.

This message is constructed by the client and sent to the server. It tells the server what entry from the
configuration fileto invoke. It tellsthe server what values to use for arguments and environments.
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The PASSWD password string should be blank if the entry contains no password definition. 1f password
is present, it must be a 16+ characters password value. Thefirst eight characters are the HWID hex value.
The next eight characters are the client port hex value. Following characters are the user’ s password
string.

Parameters are utilized in the command server as environment variables. Each parameter specification
PAR1 PAR?2 defines an environment variable, e.g., X=1, CRANK=24-99, NAME=xyz, DB=CTOO. The
environment variables thus defined are passed to the configuration file processing and become inputs for
building application arguments, input files, and environment. Also see cmdserv.conf man page.

4.1.8.5 Error Messages
<op:ERROR|er:MESSAGE>

where MESSAGE is the error message from the command processor.
Thefollowing lists possible errors.

can't access client data
can't access client data: PERROR
- Call to getpeername(socket) failed.
- PERROR is message returned from perror().

config file open failed
config file open failed: PERROR
- Open the configuration file failed.
- PERROR is message returned from perror().

config file syntax error on lines LINELIST
- Execution of command server has been terminated because there is one or more
syntax errors in the configuration file.
- LINELIST is a list of line numbers with errors.
- Correct the syntax errors and retry. Use -syntax and
-check options to see details of the syntax problems.

access denied
- The configuration file allow and deny directives in ENTRY or ACCESS block on the

server host ban this command (or all) from client’s IP address.

invalid command
- Content of message is not a valid command.

no action
- No valid action was specified.

no password
- A password is required and none was sent.
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wrong password prefix
- Either HWID or PORT has wrong value.

unknown action
- Action code in COMMAND message not valid.
- Valid actions are run status Kkill.

wrong password
- Password supplied is not one required by configuration file.

can't set directory

can't set directory: PERROR
- Cannot change directory to the one specified.
- PERROR is message returned by perror().

already active
- The command server daemon is already executing a process. Either kill or wait for alert.

can’t execute program
- Either fork() or execvp() failed. This probably happened because there’'s something
wrong with the executable file or the name specified.

no executable

- The named executable file was not found. There may be something wrong with the path,
or the file name.

4.1.8.6 Reply Messages
<op:REPLY|rc:MESSAGE>

where MESSAGE is the reply message from the command processor.
The following lists possible replies.

successful
- command completed successfully

finish TIMESTAMP IDENT
- STATUS is execution finished
- TIMESTAMP also used in log file names
- IDENT is the UNIX process id number

killed TIMESTAMP IDENT
- STATUS is execution killed
- TIMESTAMP also used in log file names
- IDENT is the UNIX process id number
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active TIMESTAMP IDENT
- STATUS is execution still in progress
- TIMESTAMP also used in log file names
- IDENT is the UNIX process id number

not active
- No process has been executed.

4.1.8.7 Alert Message

<op:ALERT|rc:MESSAGE>
where MESSAGE is the process completion status:

finish TIMESTAMP IDENT
- STATUS is execution finished
- TIMESTAMP also used in log file names
- IDENT is the UNIX process id number

killed TIMESTAMP IDENT
- STATUS is execution killed
- TIMESTAMP also used in log file names
- IDENT is the UNIX process id number

4.1.8.8 Message Example

From server  From client
<op:MISCINFO|ITEM1|ITEMZ|...>
<0p:SVRHELLO|KO:|k1:|k2:>
<op:CLIHELLO|k1:|k2:|mo:alert>
<op:COMMAND]|ac:run test|
pw:|ev:A=73|ev:B=Dog|ev:X=Cat>
<op:REPLY]|rc:active 9602141130 12933>
<op:COMMAND|ac:status|pw:>
<op:REPLY]|rc:active 9602141130 12933>
<op:COMMAND]|ac:status|pw:>
<op:REPLY]|rc:active 9602141130 12933>
<op:ALERT|rc:finish 9602141130 12933>

4.1.9 Service Port and Name

The cmdservd service port number currently is9015. The short name is femis-cmdserv or fxcmdserv.
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4.1.10 Files

Files utilized during the installation and execution of the FEMIS command server include the following:

- /homel/femis/bin/cmdservd daemon executable

- /home/femis/etc/cmdserv.conf configuration file

- /home/femis/bin/cmdserv test client (UNIX)

- letc/services service port numbers

- /etc/inetd.conf internet daemon config

4.2 cmdserv.conf — FEMIS Command Server
Configuration File

4.2.1 Availability

The FEMIS command server configuration file cmdserv.conf isincluded with the FEMIS application.
The default location of the file is/home/femis/etc on the FEMIS UNIX data server.

4.2.2 Description

This configuration file provides specific configuration information to the FEMIS command server
daemon cmdservd. Unlike problematic remote compute servers such as RSH, the FEMIS command
server provides some degree of security through this configuration file.

Security isalso realized by placing severe limits on what this command server is allowed to do. Only
those procedures defined in the configuration file can be spawned.

Additional security is realized through an encrypted password mechanism. cmdservd currently uses
simple encryption, with RSA or SSL planned for the future.

The FEMIS project, and a CSEPP site administrator have the ability to configure allowed and denied
clientson aper site basis. Allow and deny directives give the administrator the ability to allow individual
workstations in the local Emergency Operation Center (EOC), or aremote EOC, but deny all others.
Specification of allowed and denied workstationsis based on |P address.

The processes used in the command server daemon to parse its configuration file are similar to how
LEX/Y ACC generated parserswork. In LEX, aparser reads text according user defined rules. Output of
the LEX analyzer is handed to the compiler YACC that builds a complex linked structure. The linked
structure provides a simple mechanism for the process to scan the input program, without having to reread
and reparse the input files.
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In the command server daemon, the source code isread by atext parser function. This parser recognizes
only two genera source constructs: block and directive. Block isthe outer level construct, and directive
theinner level. A block can contain other blocks or directives. Directives are stand-alone—they do not
contain other directives or blocks.

4.2.3 Syntax

A configuration file contains block, directive, and comment syntax constructs.

A line starting with a# character in column 1 isacomment. Any # character, not part of a string, begins
acomment to the end of that line. Example:

# a comment line
argument %s XYZ # comment to end-line
argument %s YZX # another comment ...

A block identification begins with the [(Ieft bracket) character and ends with ] (right bracket). All blocks
areterminated by [END]. General block syntax is asfollows:

[BLOCK] or [BLOCK parameters]

[END] [END]
Directive lines begin with a keyword, followed by zero or more parameters. Directive parameters can be
additional keywords, or aquoted string. Genera directive syntax is asfollows:

directive

directive parameter

directive format-string

directive format-string parameters

Genera syntax of acommand server configuration file is asfollows:

# comments
[BLOCK declaration]
directives

more blocks

[END]

more blocks

4.2.4 Block Syntax

The command server configuration language utilizes five block types: ACCESS, ENTRY, HOST, SITE,
and ALL. A block statement always begins with the [ (left bracket) character, followed by the block type
name. Whether parameters are required is afunction of block type.
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The block types and their summary purpose are as follows:

_______ Block Type .. Pupose
[ACCESS] Begin access specification block
[ENTRY entname] Begin entry block (conditional)

[HOST hostlist] Begin host block (conditional on host)
[SITE sitelist] Begin site block (conditional on site)
[ALL] Begin unconditional block

[END ..] Marks end of a block

In ACCESS block, a parameter after the block type isnot required nor is one allowed. Likewise, the ALL
block does not require afollowing parameter, nor is one allowed.

An ENTRY block requires one and only one parameter, the entry name.

The HOST and SITE blocks require alist of one or more parameters, where the parameters are names of
hosts or names of sites.

The END statement must have the characters [ENDxxx], where xxx is zero or more unprocessed characters,
i.e., the parser scans only for [END. Characters xxx are only for commentary purposes, i.e., [END of
block]. Every block must be terminated by an [END] statement, which marks the end of the block.

A simple example of command server configuration file structure follows:

#

# a comment line

#

[HOST princess queen]  # if host is princess or queen
[ENTRY travelcost] # then define entry travelcost

[END of travelcost]
[ENTRY distance] # and define entry distance

[END of distance]
[END of princess queen]

A detailed description of each block type follows:
4.2.4.1 ACCESS Block

Through an ACCESS block, the FEMIS project or a CSEPP site administrator can configure allowed and
denied access to command server resources on asite’s UNIX data server.

Two (and only two) directives are permitted in an ACCESS block: allow and deny. The ENTRY block
also permits allow and deny directives.
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When allow and deny appear in an ENTRY block, they specify what workstations can execute the specific
entry. When alow and deny appear in an ACCESS block, they specify what workstations can execute
any entry in the configuration file. An ACCESS block may be placed inside of HOST or SITE blocks,
thus adding site-by-site conditional use.

The parameters of allow and deny directives arein the form of an IP address. This parameter can bein
the form of a specific host address, or a subnet designation.

The parameters of allow and deny can be afull absolute IP address, a partial 1P address with an assumed
mask, or an IP address with amask. The assumed mask is 255.255.0.0 or 255.255.255.0. At thistime,
only subnet masks 255.255.0.0 and 255.255.255.0 have any meaning. A zero in any field of the IP
address means wild card.

Correct useisto first deny everything via deny 0.0.0.0 and then one at atime allow subnets and/or
specific IP addresses that exist at the site or EOC.

An address match refers to the client computer’s IP address. |If the client | P address Boolean-anded with
the IP mask equals the IP addressin the allow or deny directive, the match is set TRUE. If they are not
equal then FALSE.

The following example alows access by all 1P addresses on the PNL-Net, except for workstations
wd_millard and merlin. Access by addresses on the PNL-Remote subnet (remote dial-in) are also allowed.
The entire world outside PNL-Net and PNL-Remote are denied access.

[SITE PNL]

[ACCESS]

deny 0.0.0.0 # deny world
allow 130.20.0.0 # allow pnl-net...
deny 130.20.92.40 # deny wd_millard
deny 130.20.76.40 # deny merlin
[END of ACCESS]

[END of PNL]

4.2.4.2 HOST Block
The format of aHOST block declaration is
[HOST hostl host2 host3 ...]
where: hostl host2 isalist of one or more host names.
The HOST block isaconditional block which is compiled only if the server host, on which the command

server daemon cmdservd is executing, is contained in thelist of permitted hodts, i.e., the HOST block
parameter list.
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The following example defines the site to be PNNL, only if the name of the command server host isvirus,
locusts, temblor, or mirage. The example code fragment also sets up access for the site.

[HOST  virus locusts temblor mirage]

site PNNL # site name is PNNL
[END]

[SITE PNNL]

[ACCESS]

deny 0.0.0.0 # deny whole world

allow 130.20.92.0 # allow isb1-400-pod subnet
allow 130.20.194.0 # allow pnl-femis-1 subnet
allow 130.20.210.0  # allow pnl-femis-2 subnet
allow 130.20.226.0  # allow pnl-femis-3 subnet
allow 130.20.242.0  # allow pnl-femis-4 subnet
[END]

[END]

4.2.4.3 SITE Block
The format of a SITE block declaration is
[SITE sitel site2 ...]
where: sitel site2 isalist of one or more site names.
The SITE block is aconditional block that is compiled only if the server host, on which the command
server daemon cmdservd is executing, iswithin one of the siteslisted. The specific site is determined by

the site directive.

In the following example, the ENTRY definitions are compiled only if the local host isin one of the
named sites. PNNL, TEAD, and UMDA.

[SITE PNNL TEAD UMDA]
[ENTRY import]

[END]
[ENTRY execute]
[END]
[END]
4.2.4.4 ALL Block

The command server configuration file syntax rules require that al directives be contained inside of a
block. Thus, a directive cannot be placed at the outer most level, as only blocks are allowed at that level.
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In most cases, directives are not needed except inside blocks. However, there are special cases where
placing a directive at the outer most block is necessary. The ALL block effectively allows that case. The
ALL block islike a conditional block that is always TRUE. It might be used where aHOST or SITE block
would be used, however the ALL block always compiles.

One special casethat requires an ALL block is definition of global environment variables. Consider the
following example.

[ALL]

environment DATABASE fi7

[END]

[HOST virus]

environment DATABASE fi6

[END]

In the example above, environment database isfirst defined to befi7, all thetime. Then if the host is
virus, DATABASE is redefined to be fi6.

4.2.45 ENTRY Block
An ENTRY block defines a block of code that is used in the command server to set up the execution of a
child subprocess. The command, script, or executable to be spawned can be a compiled program, a

Bourne script, a C Shell script, or a PERL script.

The executable directive tells the command server where to find the entry’ s application file. Other
directives set up arguments, parameters, and data being passed to the application.

The directive types permitted within an ENTRY block are as follows:
executable, directory, password, outfile, errfile, argument, environment, file, put, allow, and deny.

The parameter in the ENTRY statement is the entry name, which the command server matches with the
parameter in arun command message from aclient. See crdservd(1) man page. Example:

<op:COMMAND]Jac:run entry-name|...>

4.2.5 Directive Syntax and Semantics

In the command server configuration language, blocks define the structure of a configuration program,
and directives define actions to be executed at some point.

Directives are coded on a single line, which does not begin with the [ (left bracket) or # (comment)

character. Generally, adirective consists of the directive type name, followed by an optional format
statement, followed by one or more parameters.
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Directives utilize aformat string which appears much like the format strings of the C programming
language. In thislanguage, only the %s conversion typeisvalid, i.e., %d %x %u are not supported and, if
included in aformat, produce an error. Any number of %s conversions can appear in aformat string.
Thisisthe way in which data from the client program is passed on to the application.

The parametersin a directive statement can be a smple string or the name of an environment variable.
Environment names utilized get their values from the COMMAND:run messages from aclient. In the
example below, variables A, B, and C get values 1, 73, and 88X. All values are string values. Example:

<op:COMMAND]Jac:run x|ev:A=1|B=73|C=88X]|...>

Following is atable of directives in the command server language:

Directive Purpose
‘site  Definethe name of asite =

executable Define name of executable file
directory Define default directory
password Define password
outfile Name the stdout file
errfile Name the stderr file
argument Specify a command line argument
environment Specify an environment variable
file Open and write a file
put Put record into opened file
allow Allow access by client
deny Deny access by client

Three methods have been provided in the command server configuration language for copying input
parametersto the application: argument, environment, and file/put. Argument generates an application
command line argument. Environment creates an environment variable that then gets duplicated in the
application. File and put create afile that can be read by the application.

4.25.1 Site Directive

The site directive defines the name of the site. This site name isthen utilized in SITE blocks to
conditionalize other blocks.

Thessite directiveisonly valid inside aHOST block. Example:

#

[HOST virus locusts temblor mirage]
site PNL

[END]

#

[HOST cemsun tcemsun]

site UTAH

[END]
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#

[SITE PNL]

environment DATAPATH /files3/home/femis/data/pnl/
[END]

[SITE UTAH]

environment DATAPATH /filesl/home/femis/data/utah/
[END]

#

[ENTRY xyz]

argument %s DATAPATH
[END]

Note: The same thing could be accomplished by using only the HOST block. However, SITE
provides a convenient shorthand way to group alist of hosts that exist at the different
CSEPP sites.

In the example above, the environment variable DATAPATH is changed depending on site value. Placing
the definition of DATAPATH outside the ENTRY blocks helps to decrease the amount of configuration file
code necessary.

4.25.2 Executable Directive

The executable directive provides the command server daemon with the executable file name. Possible
formats are

executable file-name
executable format parameter-list

where file-name is an absolute. Only the string data type is supported—no integer or floating data.

Format isacmdserv alowed format (see above). Parameter list isalist of internal environment variable
names. The number of environmentsin the list must match the number of %s designators in the format
string.

The executable directive requires that the environment variables used to generate the file name must be
internal only. For thisdirective, external (client) environments are not allowed. The command server
daemon does not allow the client to override the value of a previoudly specified environment if that
environment is then used in the name of an executable, which would constitute a significant security hole.
Examples:

executable /home/femis/bin/import.sh

environment EXEPATH /home/femis/bin/esim/
executable %s/import.sh EXEPATH
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In the examples above, the first example isvalid because it is static and does not involve environments.
The second example aso is valid, provided the client does not override the value of environment
EXEPATH.

4.2.5.3 Directory Directive

The directory directive provides the command server daemon with the path to use for current directory
prior to running the application. See chdir(2) man page. Possible formats are

directory path-name
directory format parameter-list

where path-name is an absolute. Only the string data type is supported—no integer or floating data.

Format isacmdserv alowed format (see above). Parameter-list isalist of environment variable names,
which may be internal and/or external (client generated). The number of environmentsin the list must
match the number of %s designatorsin the format string.

If cmdservd can not set directory to the specified path, it returns an error message to the client, and does
not run the application.

4.25.4 Password Directive

The password directive provides the command server daemon with the password to use for this
application. The password string can be blank. If the password directive is omitted, it is assumed to be
blank. A blank password means that password checking is not performed in cmdservd prior to running
the application. Possible formats are

password password-string
password format parameter-list

where password-string is the full password specification. Only the string data type is supported—no
integer or floating data.

Format isacmdserv alowed format (see above). Parameter-list isalist of internal environment variable
names. The number of environmentsin the list must match the number of %s designators in the format
string.

The password directive requires that the environment variables used to produce the password string must
beinternal only. For thisdirective, externa (client) environments are not allowed. The command server
daemon does not allow the client to override the value of a previoudy specified environment if that
environment is then used in a password directive, which would constitute a significant security hole
because the client could specify its own password.
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If the password directive specifies a non-blank string, cmdservd then requires the client to send a
password string in the COMMAND message. That password must match the one generated in the
password directive. If amatch isnot realized, cmdservd returns an error message to the client, and does
not run the application. Examples:

password georgewashington
password Elisabeth-2

environment SPORT Baseball
environment TEAM SeattleMariners
environment PLAYER KenGriffyJr
password %s-%s TEAM PLAYER

The first and second examples specify valid passwords because they are static and do not involve any
environments. The third example also isvalid, provided the client does not override the value of
environments TEAM or PLAYER.

4255 Outfile Directive

The outfile directive tells the command server daemon the file name of where to write the application’s
standard output. If no /path isincluded in the outfile directive, the file will be written to the default
directory.

If outfile and errfile specify the same string, only onefileis created and stdout and stderr point to the same
descriptor.

Possible formats are

outfile file-name
outfile format parameter-list

wherefile-name isafull or partial file specification. Only the string datatype is supported—no
integer or floating data.

Format isacmdserv alowed format (see above). Parameter-list isalist of environment variable names,

which may beinternal and/or external (client generated). The number of environmentsin the list must
match the number of %s designators in the format string.

4.2.5.6 Errfile Directive
The errfile directive tells the command server daemon the file name of where to write the application’s

standard error. If no /path isincluded in the errfile directive, the file will be written to the default
directory.
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If errfile and outfile specify the same string, only onefileis created and stdout and stderr point to the same
descriptor.

Possible formats are

errfile file-name
errfile format parameter-list

wherefile-name isafull or partial file specification. Only string data type is supported—no integer or
floating data.

Format isacmdserv alowed format (see above). Parameter-list isalist of environment variable names,
which may beinternal and/or external (client generated). The number of environmentsin the list must
match the number of %s designators in the format string.

4.2.5.7 Argument Directive

The argument directive tells cmdservd to copy the directive parameter(s) to the application’s command
line arguments in the order given. See execve(2) man page. Possible formats

argument argument-string
argument format parameter-list

where argument-string is one full argument in string format. Only string data type is supported—no
integer or floating data.

Format isacmdserv alowed format (see above). Parameter-list isalist of environment variable names,
which may be internal and/or external (client generated). The number of environmentsin the list must
match the number of %s designatorsin the format string. Examples:

argument -x
argument inputfile.dat
argument %s-%s TEAM PLAYER

4.25.8 Environment Directive

An environment directive tells cmdservd to define an environment variable in cmdservd process space.
See setenv(1) and putenv(3) man pages. Environment variables can be used to generate the other
application attributes, i.e., arguments, directory, file names. Environment variables also are inherited by
the child process, and thus can be used to transmit data to the application.

In some cases, this method of transmitting input parameters to the child has an advantage over using the

argument directive. Those situations include when security is an issue, because using UNIX can make
arguments visible via the ps command.
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Possible formats are

environment env-name env-value-string
environment env-name format parameter-list

where env-name isthe environment variable name. Env-value string is the environment variable
value. Only string datatype is supported—no integer or floating data.

Format isacmdserv alowed format (see above). Parameter-list isalist of environment variable names,
which may beinternal and/or external (client generated). The number of environmentsin the list must
match the number of %s designators in the format string.

Note: Environment variables subsequently used in executable or password directives, which
are affected by the client message, are not allowed. The command server daemon
terminates the entry and does not run the specific application, because to do so would
constitute a security hole. In other words, the client can not specify its own password nor
its own executable file. Only the configuration file can do that.

Examples:
environment OPTION -x
environment SPORT BBall
environment TEAM  ChicagoBulls

environment PLAYER Jordan
environment TEAMPLAYER %s.%s TEAM PLAYER

4259 File Directive

Thefile directive instructs cmdservd to create and open anew fileto receive records. Records are written
to the file via the put directive.

Possible formats are

file file-name
file format parameter-list

wherefile-name is either afull or partial file specification. If arelative file name, the default
directory is utilized as the starting point.

Format isacmdserv alowed format (see above). Parameter-list isalist of environment variable names,
which may beinternal and/or external (client generated). The number of environmentsin the list must
match the number of %s designators in the format string. Examples:

file /Thome/femis/user/evlog/10000745/e0/
file /Thome/femis/user/eviog/%s/e%s/pf CASE EXER
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In the first example, the file directive uses afull path specification involving no variables. The second
example utilizes two variables CASE and EXER, assumed to be sent by the client.

A command server configuration file entry can utilize multiple file directives, in which case multiple files
are created.

4.2.5.10 Put Directive

The put directive instructs cmdservd to copy one record into the file created and opened by the most
recent file directive.

Possible formats are

put record-text
put format parameter-list

where record-text is the actual and full record text to be copied into the currently opened file.

Format isacmdserv alowed format (see above). Parameter-list isalist of environment variable names,
which may beinternal and/or external (client generated). The number of environmentsin the list must
match the number of %s designatorsin the format string. Examples:

put “The quick brown fox jumped over the lazy dog.”
put %s-%s CASE EXER

environment ANIMAL elephant.
put “The quick brown fox jumped over the %s.” ANIMAL

The first example copies afixed static string into the file. The second utilizes aformat string and two

environment variables. The third example uses a quoted string as the format and one environment
variable. The ANIMAL value could be provided in a message from the client.

4.2.5.11 Allow Directive

A description of the allow directiveis aso included in ACCESS block documentation. Combinations of
allow and deny can be used in ACCESS and ENTRY blocks to describe the permitted users of the
command server.

Syntax of the allow directive is the keyword allow, followed by an IP address or subnet, followed by an
optiona subnet mask, followed by an optional comment.

Format of IP address and subnet mask currently is four decimal numbers, in the range 0-255, separated by
decimal point. Allowed IP address elements are 0-255.
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Allowed IP mask elements are 0, 128, 192, 224, 240, 248, 252, 254, and 255. Subnet mask must be in
the format 255...XXX.0..., where 255 can appear one, two or three times; 0 can appear one, two, or three
times; and XXX (not 0 or 255) can appear only onetime. Examples:

allow 0.0.0.0 # world

allow 130.20.0.0 255.255.0.0 # pnl net
allow 192.101.108.0  255.255.255.0 # pnl-remote
allow 130.20.92.131 # workstation

allow 201.8.44.64 255 255.255.224  # subnet
4.2.5.12 Deny Directive

A description of the deny directive isincluded in the ACCESS block documentation. Combinations of
allow and deny can be used in ACCESS and ENTRY blocks to describe the permitted users of the
command server.

Syntax of the deny directiveis the keyword allow, followed by an IP address or subnet, followed by a
subnet mask, followed by optional comments.

Format of IP address and subnet mask currently is four decimal numbers, in the range 0-255, separated by
decimal point. Allowed IP address elements are 0-255.

Allowed IP mask elements are 0, 128, 192, 224, 240, 248, 252, 254, and 255. Subnet mask must be in
the format 255...XXX.0..., where 255 can appear one, two or three times; 0 can appear one, two, or three
times; and XXX (hot 0 or 255) can appear only onetime. Examples:

deny 0.0.0.0 # world
deny 196.104.8.0 # subnet
deny 130.20.92.87 # workstation

deny 201.8.44.32 255.255.255.224 # subnet
deny 201.8.44.96 255.255.255.224 # subnet

4.3 cmdserv — FEMIS Command Server Test Client (UNIX)

4.3.1 Synopsis

cmdserv [-v] [-h] [-D] [-u] [[IPaddr] | [hostname]] [port]

4.3.2 Availability

Program cmdserv is atest client for use with the FEMIS command server daemon cmdservd. The
command server, test client, and related files are delivered in the FEMIS distribution tar file on magnetic
tape or CD. The default locations for these files are /lhome/femis/bin and /home/femis/etc on the FEMIS
UNIX dataserver.
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4.3.3 Description

FEMIS utilizes remote command servers, executing on a UNIX host computer in order that PC
workstation users can launch large mathematical model/simulation codes, which on the PCs either could
not be run at al or would require an unreasonable amount of time and resources. These include the
Evacuation SIMulation (ESIM), a module in the Oak Ridge Evacuation Modeling System (OREMS).

The command service consists of aclient and server. The client runs on a Windows NT workstation. The
server runs on UNIX and is capable of spawning processes at the request of aremote client.

This programisaclient for use on the UNIX platform. Its purposeis mainly for testing the command
server, for testing of new configuration file scripts, and for testing executables.

4.3.4 Options

The command server test client -v option produces alisting of current version information. Example:

virus% cmdserv -v
cmdserv version 1.0 - Wed Feb 14 14:41:00 PST 1996

The cmdserv -h option produces a help listing:

virus% cmdserv -h
usage: cmdserv [-hvD] [IPaddr | host] [port]

-V . display version information

-h . display help messages

-D . use unregistered service port (9015)
Ipaddr  : host IP address, e.g., 130.20.92.87
host . server’s host name, e.g., cemsun
port . protocol or service port, e.g., 9015

The cmdserv -D option turns on diagnostics.

Normally, the destination port is 9015, the standard service port for the FEMIS command server. Certain
testing activities may require changing the cmdserv port number, thus the option to placeit on the
command line.

The destination host must be specified either as an IP address, or as a host name. One or the other must
be specified, but not both. The local host can be designated as the command server daemon by including
minus sign (-) in place of the IP address or host name. Examples:

virus% cmdserv locusts
virus% cmdserv virus
cemsun% cmdserv tcemsun
cemsun% cmdserv cemsun
virus% cmdserv -
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virus% cmdserv 130.20.92.87
locusts% cmdserv 130.20.28.43

4.3.5 Installation

See the cmdservd(1) man page.

4.3.6 Protocol

See the cmdservd(1) man page.

4.3.7 Operation

Run the command servicetest client by entering cmdserv. Cmdserv first triesto connect with the
command server daemon, cmdservd. Generally, any 1/O error during execution of the test client will
causeit to terminate. The possible errors during client operation are

cmdserv: create socket failed: PERROR
- Call to socket() library function to create a socket failed with the error indicated.

cmdserv: convert IP address failed: PERROR
- Call to inet_addr() library function failed with the error indicated.

cmdserv: HOST - unknown host: PERROR
- Call to gethostbyname() library function failed with the indicated error.

cmdserv: HOST-OR-IP - connect failed: PERROR
- The connect() library function call failed because of the indicated error.

cmdserv: HOST-OR-IP - can't get socket info: PERROR
- Call to getsockname() library function failed because of the indicated error.

cmdserv: read failed: PERROR
- Call to recv() library function to receive a message on a socket failed with the error indicated.

cmdserv: send failed: PERROR
- Call to send() library function to transmit a message on a socket failed with the error indicated.

where HOST-OR-IP will be either the destination host name or the destination 1P address depending
on how the command line was entered. And PERROR represents an error message returned from

perror().

Once cmdserv receives control from the shell, it opens a connection to the specified destination host, and
prompts for an action.
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Prior to entering anything, wait for the server and client hello messages to be exchanged. Cmdserv

displays two to three messages. Example:

Received

<0

p:MISCINFO|
program argv
program argc
current dir
config file
daemon uid
getpeername
getpeername
client port
client host
client Ipadd
hwid number
server key
client key
process id
parent id

Received

<Op:SVRHELLO|F2BBE247 [***swix|sixcrsis

Sending

<OP:CLIHELLQ**rxxkkk kkrrrrkk|mo:alert test >

Action

cmdservd|
1]

[filesO/home/larryg/femis/command/log|

\LNUI\R|
1033|
clen: 16|
gprc : 0|
2377|

hattrick.pnl.gov|

130.20.92.87|
82145C57|
\Lnul\R]|
\Lnul\R|
10332]

146>

At this point, enter one of the following:

run X
status

kill

After entering run X, cmdserv prompts for a password.

Passw

ord

: runs entry X from configuration file
: returns status of current application
: kills the current application

Either enter the password required by the configuration file or enter Return, if noneisrequired. Also see

the configuration file cndserv.conf(5) man page.
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Cmdserv next prompts for any number of parameters. Parameters must be of the form
VARIABLE=VALUE, where VARIABLE is the name of a variable in the command server, and VALUE is
the value to be assigned.

Note: All values are string values. Numeric, integer, and floating point data are not supported
in this implementation.

Once al parameters have been entered, type return or ~D.

As soon as the command server processes the command and starts the application, it sends a message
back to cmdserv, which is displayed:

Received
<op:REPLY]rc:active TIMESTAMP PROCESS>

where TIMESTAMP is a 10 character time stamp, e.g., 9602071334, and PROCESS is the PID of the
child process.

While the application is executing, entering status returns status of the application process. Once the
application has terminated, the command server sends an alert message and cmdserv displays:

Received
<op:ALERT|rc:finish TIMESTAMP PROCESS>
where TIMESTAMP and PROCESS are the same as above.

Now enter another command or exit via~C or ~D.

4.3.8 Messages

Any of the possible command server daemon (cmdservd) error messages and reply messages can be
received in the test client and thus be displayed on its standard output. See the cmdservd(1) man page.

4.3.9 Configuration File

See the cmdserv.conf(5) man page.

4.3.10 Service Port and Name

The cmdserv service port number currently is9015. The short name is femis-cmdserv or fxemdserv.
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4.3.11 Files

Files utilized during the installation and execution of the FEMIS command server include

/home/femis/bin/cmdservd daemon executable
/home/femis/etc/cmdserv.conf configuration file
/home/femis/bin/cmdserv test client (UNIX)
letc/services service port numbers
/etc/inetd.conf internet daemon config
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5.0 FEMIS Meteorological Application

The FEMIS meteorological application can obtain meteorological datain two ways. Meteorological data
istransferred from EMIS to FEMIS using the FEMIS Data Exchange Interface (DEI). The second
method isto use the FEMIS Met Data I njector tool.

5.1 Meteorological Input Using the FEMIS DEI

The FEMIS DEI automatically acquires operational meteorological datafrom EMIS and places it into the
FEMIS meteorological tables. The DEI can aso be configured to send a copy of the operational
meteorological information into a specified FEMIS exercise. The option to store a copy of operational
meteorological datain a selected exercisein not enabled when the DEI isinstalled at asite. This reduces
the amount of disk space needed to store meteorological dataand allows the site administrator to only get
acopy of operational meteorological datawhen it is appropriate, such as during an exercise.

5.2 Meteorological Input Viathe FEMIS Met Data Injector

FEMIS has a stand-alone FEMIS Met Data Injector tool that allows a privileged user to enter operational
and/or exercise meteorological valuesinto the FEMIS meteorological tables. A controller is expected to
use thistool to input the specific meteorological values needed an exercise. A description of how this
tool worksis availablein the FEMIS Help.
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6.0 FEMIS Contact Daemon

All network communication serversin FEMIS utilize the standard registered service port for making
contact between all clients and all servers. By registered, we mean that the FEMIS project has requested
registration for and received notification of asingle TCP/IP service port from the Internet Assigned
Number Authority (IANA). The name registered and port assigned are femis 1776.

To implement the registered FEMIS service port on a server, the line femis 1776 has been added to the
letc/services file. Doing thistelsinetd that any incoming connection request directed to port 1776 is
intended for one of the four FEMIS server daemons: met, notification, command, or monitor.

Upon receiving a connection request on port femis 1776, inetd forks and executes the femisd program, the
FEMIS contact protocol daemon. The only job of femisd isto figure out which of the four service
protocols the client application needs. Thisis done by reading a single message from the client. That
message contains the requested protocol name and alist of parameters. femisd then executes the correct
protocol handler and passes control toit. All communication with the protocol handler then takes place
over the socket established in inetd.

6.1 Message Format

The message format which clients utilize to communicate with femisd is <pro:P|env:E|arg:A> where P is
the protocol name, E is an environment specification, and A is an argument specification for the process
to be executed. The femisd message can contain any number of environment and argument messages.
Environment specifications are used to modify the process environment prior to calling the protocol
server. Arguments are passed to the protocol server on the command line.

6.2 Configuration File
This section discusses the format of the femisd configuration file.

The contact daemon configuration file default ocation is /home/femis/etc/femisd.conf. This can be over-
ridden by the -conf <file> command line option.

Any line starting with a# is acomment line.

A line debuglevel NUMBER specifiesthe level of debug output in the log file /home/femis/log/femisd.log.
NUMBER iSO, 1, 2, or 3. Thevalue0 isthe least verbose. The value 3 isthe most verbose. Usethe
higher values of debuglevel only for debugging and diagnostic. Using debuglevel 3 fills up the disk
quickly.

A line PROTOCOL EXECUTABLE OPTIONS isthe way to specify an interface to a protocol handler.

Presently there are protocol handlers for command server, FEMIS monitor daemon, and notification
server. The names are cmdservd, femismond, and fxnotify.
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PROTOCOL numbers are usually in the range 9000-9999. These are not port numbers. The port number
isalways 1776. Protocol numbers are the same numbers as were port numbersin all previous FEMIS
releases. Thus, continuity in command line formats has been retained, greatly simplifying
implementation. Example: normal notification protocol numbers are in the range 9020-9034.

EXECUTABLE isthe full executable path/name to the protocol handler. Example: normal notification
protocol handler is/home/femis/bin/fxnotify.

OPTIONS isalist of special command line switches. They are
OPTIONS string < %N -- %P %C %J -H %H > is currently included on every linein the femisd
configuration file. These specify program name, protocol number, client host, client port number, and
home directory.
Option %N is substituted for by the femisd program name string.
Option %V is substituted for by the femisd version number string.
Option %H is substituted for by the home directory string.
Option %U is substituted for by the UID code of the femisd process.
Option %A is substituted for by the architecture string from uname.
Option %M is substituted for by the machine type string from uname.
Option %S is substituted for by the host name of the server.
Option %C is substituted for by the host name of the client.
Option %l is substituted for by the IP address of the client.
Option %J is substituted for by the client port number of the client.
Option %R is substituted for by the processid number of the FEMIS process.
Option %P is substituted for by the protocol name part of the message.
Option %D is substituted for by the current date in YYYYMMDD format.
Option %T is substituted for by the current time in HHMMSS format.

Option %F is substituted for by the full time stamp in YYYYMMDDHHMMSS format.

Option %E(V) is substituted for by the value of environment variableisV.
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Note: The %D and %F format are both Y ear 2000 compliant. The purpose of these and other
optionsisto create unique and different log file names from parameters readily available
to the femisd program.
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7.0 FEMIS Data Exchange Interface (DEI)

The FEMIS/EMIS Data Exchange Interface (DEI) system is used to support the transfer of data from
EMISto FEMIS.

The FEMIS/EMIS Data Exchange Interface system consists of one main program (femisdei) for

processing data sent from EMIS and a utility program (fprofdei) for maintaining the encrypted password

filefor File Transfer Protocol (FTP). Both programs run on the FEMIS onpost UNIX computer, the

former usually as a background process.

From the EMIS perspective, IBS and FEMIS are essentially indistinguishable. The files are sent from

EMISviaFTPto an Internet Protocol (IP) address and some files come back from them in a particular

directory. At most, two changes need to be made to EMIS, both on the UNIX computer.

1. Thesetup.ini file may need to be changed to specify the EMIS UNIX user account for incoming files
(and the account created if it does not exist). The recommendation, however, isto continue using the
current account used for communicating with IBS.

2. Thetemplate filein the EMIS UNIX user’s home directory needs to be changed to point to the new
IP address, FEMIS UNIX user account, and password.

EMIS will then communicate with FEMIS instead of IBS.
7.1 Software and Hardware Components

7.1.1 Software Components
Thetwo DEI software components are

1. FEMIS/EMIS Data Exchange Interface program — femisdei
2. FEMIS/IEMIS FTP Profile Manager — fprofdei

7.1.2 Hardware Components
The two DEI hardware components are

1. FEMISonpost UNIX computer
2. EMIS computers (PC and UNIX)
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7.2 Program Detail — femisdei

The femisdei program processes files received from EMIS in a manner similar to the EVENT programin
IBS. ItisaPRO*C program which connects to an Oracle database and loads data into various tables. The
program has three distinct phases of operation: startup, processing loop, and shutdown.

7.2.1 Startup Phase

During the startup phase, the program sets some default configuration items, processes the configuration
file and overrides the default setup, and then processes the command line options which override all
previous settings. If everything isworking so far, it connects to the Oracle database. |If able to connect, it
then checks to seeif the specified FEMIS exercise exists. If not, the program displays a warning message
and continues. Then, if you want it to run as a background process (the -clone command line option or
the CLONE configuration file option) as it normally does, it movesitself into background.

7.2.2 Processing Loop Phase

Next, the program begins the processing loop, where it waits for atransfer list file, xferlist.dat, to appear
in the /home/femx directory. When the file appears, FEMIS DEI moves the EMIS files to the from
directory, reads the header, and determines whether the accompanying files are real or exercise data. It
reads and processes the entries one file at atime, sends notifications of new datato the FEMIS
Notification server viathe fev client, and sends a KEY.DAT file back to EMIS using FTP to acknowledge
receipt of thefiles. Then it waitsfor another transfer list file.

Genericaly, processing adata file consists of

Reading the file header

Adding an entry to the FEMISjournal that the file was received from EMIS
Reading the datain the file

Converting the datainto FEMIS terms

Putting the results into the Oracle tables

Adding entries to the FEMIS journal that the file was successfully processed
Adding entries to the notification list

Adding an entry to the acknowledgment key list

Sending the acknowledgment back to EMIS.

©oNOOOA®WNE

EMIS can send many types of files, but femisdei only loads the datain afew of them. These are
NOTIFY.DAT, D2INPnnn.DAT, WORKPLAN.DAT, and WEATHER.DAT. A KEY.DAT filewith aPlease
Echo key or a PAR key will also be processed properly. All filesfrom EMIS will be acknowledged,
though the files that femisdei ignores will always be said to be good (DATA_OK). The other files may or
may not be good based on the contents of each file.
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NOTIFY.DAT: If the transfer includes a Notification file, femisdei processesit first. It reads the entire
file and then determines whether thisis anew event, an update to an existing event, or closes one or all
EMIS events.

To determine if one or more EMIS events are to be closed, the END EVENT Classification is used to close
the specified event, and END ALL OPER EVENTS or END ALL EXER EVENTS isused to close all EMIS
events. If only closing asingle event, then the event in FEMIS with the same EMIS Event ID is ended.
Otherwise all EMIS eventsin FEMIS in the proper mode (operations or exercise #n) are ended.

The new versus update notification is determined by looking at the EMIS Event ID and the Notification
Reason field. If thereisan event in FEMIS with the same EMIS Event ID, the current notification isan
update. Otherwise, itisanew event. For new events, the current operational D2PC case from the
LOCAL_CONFIG tableislinked to the event if the D2PC case is not older than the value specified in the
D2PC_EVENT_DELTA MINUTES field of the EOC_OBJECTIVE table. A record for the event
notification is added to the CSEPP Accident table. If the notification is an update naotification, the
CAI_STATUS_CODE flag for all previous records for that event are changed, |eaving just the new record
as the current one.

D2INPnnn.DAT: After processing the notification file, femisdei processes the D2PC input file, if sent.
Firgt, it calculates the D2PC case number by extracting it from the name of the file (the nnn). Then it
renumbers or deletes any D2PC cases in the database which have the same D2PC case number. (Thefirst
available number greater than 1000 is used). If the FEMIS Work Plan points to an old D2PC case with
that number, the program makes it point to the new D2PC case. Then it adds an empty record in the
database for the new D2PC case. It processesthefile, loading the valuesinto the various D2PC tables. If
the D2PC caseisarea one (not Reference or What-If), then it updates the Local Config table to point to
the new D2PC case. (In other words, the D2PC case sent from EM IS becomes the current operational
onpost casein FEMIS.) Next it copiesthe Operations record in the Local Config table to the OperOnpost
record. It updatesthe SendOffpost flag in the Val List table. Finaly, it adds an entry to the Case
Management table for the new D2PC case.

WORKPLAN.DAT: For each activity in the WORKPLAN.DAT file, FEMIS DEI reads the data from the
file and adds an activity record to the FEMIS database. A number of the fieldsin this new activity record
will be missing information because that information is not supplied by EMIS. A Local ID/MCE may be
created. Local ID/MCEs are based on D2PC source term information, but the WORKPLAN.DAT file
only specifies agent and munition. If no Local ID/MCE exists with the specified agent and munition, then
anew Local ID/MCE will be created. When it is done processing the file, it sets the new Work Plan as
the operational Work Plan.

WEATHER.DAT: For each entry in the Weather file, it reads the record, finds the tower name associated

with that tower ID, makes all existing meteorological records for that tower not current, and adds the new
record, making it current.
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7.2.3 Shutdown Phase

Thefina phase, shutdown, usually will not occur. In fact, it can only occur if you run femisdei in One
Pass mode, if you “kill” it with the kill file, femisdei.kil, if Oracle goes down, or if femisdei crashes. The
kill file causes femisdei to shutdown nicely, committing all outstanding database updates and
disconnecting from Oracle. While you can use the UNIX kill -9 command, it ssimply stops femisdei dead
in itstracks and does not force database commits or the database disconnect to occur, and two things
could happen that you do not want to happen. First, not all the datafrom EMIS will be saved in the
Oracle database. Second, the Oracle connection may not immediately go away. This could prevent
femisdei or other programs that access Oracle from getting a connection. Therefore, to stop the femisdel
program, always use the femisdei -kill option.

7.3 Program Detail — fprofdei
The fprofdei C program is used to maintain the FTP profile file. Thisfileisusually nhamed
/home/femis/etc/femisdei.prf. It contains the hostname, username, and encrypted password for the EMIS

UNIX computer to which femisdei will send acknowledgment filesvia FTP. It isanaogousto the
template filethat EMIS usesto transfer filesto IBS or FEMIS.

7.4 Configuring the Programs
The FEMIS UNIX Installation scripts configure DEI automatically, you should not need to do anything.

However, if you do need to configure the programs, the following procedures detail the configuration
procedures for the femisdei and fprofdei programs.

7.4.1 Configuration — femisdei

The femisdei program requires the following directory structure:

/home/femis/bin - directory for executables
/home/femis/etc - configuration files
/home/femis/log - log files

/home/femx - incoming files from EMIS

/home/femx/dei/send - outgoing files to EMIS
/home/femx/dei/from - saved files from EMIS

Note: ALL of the above directories are configurable, but thisis the recommended setup.
The UNIX programs and support files are placed in the indicated |ocations when loaded from tape.

/home/femis/bin/femisdei - executable file
/home/femis/bin/fprofdei - executable file
/home/femis/etc/femisdei.cfg - configuration file
/home/femis/etc/femisdei.prf - configuration file
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7.4.1.1 femisdei UNIX User Account

femisdei requires a UNIX user account for receiving files from EMIS. The recommended setup is:
« Usernameisfemx.

* Homedirectory is/home/femx.

» Directory structureis

/home/femx/
/home/femx/dei/from
/home/femx/dei/send

* Thefemisdei program must be able to read and write to all of the directories.

7.4.1.2 femisdei FTP Profile File

The femisdei program requires an FTP profilefile, usually named /home/femis/etc/femisdei.prf. It is
maintained with the fprofdei utility, which you should refer to for more information.

7.4.1.3 femisdei Configuration File

The femisdei program requires a configuration file, usually named /home/femis/etc/femisdei.cfg. Thisfile
isautomatically configured during installation, but you may need to change it later. Comment lines
(blank or beginning with #) areignored. Refer to the sample configuration filein Table 7-1 at the end of
this section.

PATH (recommend /home/femis/bin:/usr/bin): SORACLE_HOME/bin
UNIX PATH environment variable. Should be set correctly before femisdei starts.

ORACLE_SID
UNIX Oracle environment variable. This variable should be set correctly before femisdei starts.

ORACLE_HOME
UNIX Oracle environment variable. Should be set correctly before femisdei starts.

ORACLE_BASE
UNIX Oracle environment variable. Should be set correctly before femisdei starts.

DEIPATH (recommend /home/femx/dei/)
Top-level directory under which the from and send directories must be located and where femisdei
putsfilesfrom EMIS or filesit sendsto EMIS. Make sureto include the dash (/) at theend. It can
be overridden with the -dei <path> command line option.
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EMISPATH (recommend /home/femx/)
Home directory of the femx user, and directory where EMIS putsitsfiles. Make sureto include the
slash (/) at theend. It can be overridden with the -ep <path> command line option.

PROFILEFILE (recommend /home/femis/etc/femisdei.prf)
Name of the FTP profile file which contains the hostname, username, and encrypted password of the
EMIS account to which femisdei will FTPfiles. It can be overridden with the -pf <fn> command line
option.

HALTFILE (recommend /home/femis/log/femisdei.hlt)
Name of the halt file that will cause femisdei to hat. When the file disappears, femisdei will continue
processing. Thisisalso the file that gets created with the femisdei -halt command.

Note: If thefile exists when femisdei starts, it will halt.

KILLFILE (recommend /home/femis/log/femisdei.kil)
Name of the kill file that will cause femisdei to exit gracefully. Thisisalso the file that gets created
with the femisdei -kill command.

Note: If thefile exists when femisdei starts, it will immediately exit, deleting thisfile.

LOGFILE (recommend /home/femis/log/femisdei.log)
Name of the output log file. It can be overridden with the -log <fn> or -nolog command line options.

FEVHOST, FEVPORT
Name of the FEMIS UNIX onpost computer and port number for use by the fev client for sending
notifications of new datato the FEMIS Visua Basic applications. It can be overridden with the -fev
<host> <port> command line option.

FTPHOST, FTPUSER, FTPPATH (recommend ./)
Name of the EMIS UNIX computer, username, and path where femisdei will FTPfiles. It can be
overridden with the -ftp <host> <user> <path> command line option.

EXERCISE
Exercise number into which exercise datafrom EMIS will beloaded. The exercise number does not
necessarily have to be avalid exercise in FEMIS-the data will be loaded anyway. It can be
overridden with the -exercise <n> command line option.

SLEEP (recommend 1)

Thetimeinterval that femisdei waits between checking for the xferlist.dat file from EMIS. It should
not be more than 10 seconds. It can be overridden with the -sleep <seconds> command line option.
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DAIINT (recommend 60)
The number of slegp intervals the femisdei should wait before checking for data acknowledgments to
be forwarded to EMIS. The period of data acknowledgment checks may be calculated by multiplying
the SLEEP and DAIINT values. For example, if the SLEEP parameter is set to 2 seconds and the
DAIINT is set to 30, then data acknowledgments will be checked once every 2* 30 = 60 seconds.

It can be overridden with the -daiint <number sleep intervals> command line option.

DEBUG (recommend NODEBUG)
The debug mode, which controls the detail of messages from femisdei. After you get femisdei
running properly, you should run in nodebug mode, which only lists the name of each file from EMIS
asit gets processed. Debug level 0 gives dightly more detailed messages, and debug level 2 gives
very detailed messages, which would be useless to anyone but the developer. It can be overridden
with the -debug, -debug 1, -debug 2, and -nodebug command line options.

CLONE (recommend CLONE)
Controls whether femisdei runs as aforeground or background process. For testing purposes, you
may want to run it in foreground, but that means when you want to logout, the process will have to be
killed. Normally, femisdei should be run as a background process. It can be overridden with the
-clone and -noclone command line options.

CLEAN (recommend CLEAN)
Controls whether temporary files and files are deleted or left around. Both fev.csh and ftp.csh are
temporary files created and executed from the /nome/femx/dei/send directory. ftp.csh containsthe
password for the EMIS account, so the file should be deleted. That means that during normal
operations, femisdei should clean temporary files. It can be overridden with the -clean and -noclean
command line options.

SAVEEMIS (recommend NOSAVEEMIS)
Controls whether files from EMIS are saved by renaming them to include a time stamp, or whether
they are simply deleted. It can be overridden with the -saveemis and -nosaveemis command line
options. If thereis a problem with the EMIS to FEMIS interface, then you should turn this option on.
Otherwise, turn it off and run DEI with the -purge option to clean out the directory.

If you run DEI with the SAVEEMIS option turned on, then the from directory will actually include the
date as part of its name, e.g., /home/femx/dei/from-1996-10-31. The send directory will be the same
way. All filesreceived from and sent to EMIS will be saved. However, the NOSAVEEMIS option
savesjust the last set of filesfrom/to EMIS and does not include the date as part of the directory
names. If you run DEI with the SAVEEMIS option, you should occasionally delete the old from and
send directories or they will fill up thelist.

DOTZ (recommend DOTZ)
Controls whether dates are converted from local timeto GMT. It can be overridden with the -dotz or
-nodotz command line options. There is no reason you should ever need to use the -nodotz option. It
isonly used for testing purposes.
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KEEPD2 (recommend NOKEEPD?2)
Controls whether real run D2PC cases from EMIS which have the same number as the new case are
saved (renumbered) or deleted. It can be overridden with the -keepd2 or -nokeepd2 command line
options. If you want to keep real run, every case that EMIS sends, then use the -keepd2 option,
bearing in mind that it will eventualy fill up the database.

KEEPWIFD2 (recommend NOKEEPWIFD2)
Controls whether what if D2PC cases from EMIS which have the same number as the new case are
saved (renumbered) or deleted. It can be overridden with the -keepwifd2 or -nokeepwifd2 command
line options. Since what if cases generally come from EMIS every fifteen minutes, it is highly
recommended that you use the -nokeepwifd2 option to avoid filling up your database.

WIFREPRUN (recommend NOWIFREPRUN)
Controls whether what if cases can overwrite “rea run” cases from EMIS which have the same
number as the new case to be saved. It ishighly recommended that you use NOWIFREPRUN to
avoid having what if cases overwrite real run cases.

DUPMET (recommend NODUPMET)
Controls whether meteorological datais duplicated to both real and exercise mode asit arrives for
processing. The DUPMET setting might be used if an EOC needs to simultaneously run an exercise
and yet ill have live meteorological in real mode. For the sake of conserving database space, it is
recommended that this be set to NODUPMET unless an exercise is being run requiring meteorological
data.

NEWLOG (recommend NEWLOG)
Controls whether log messages are written to anew log file (see LOGFILE) or appended to an existing

one when you restart femisdei. It can be overridden with the -newlog or -nonewlog command line
options.

7.4.2 Configuration — fprofdei

The fprofdei program requires no configuration.

7.5 Operation
The operating instructions for the femisdei and fprofdei programs are discussed in the following sections.
7.5.1 Operation — femisdei

First, aconfiguration fileisrequired. 1f you do not specify one, the default is ./femisdei.cfg. If it does not
exist, /home/femis/etc/femisdei.cfg isused. If that file does not exist, femisdei will not run. A properly
setup configuration file means that femisdei can be run as follows:

% femisdei
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However, even if the configuration file exists, femisdei may not run. When testing, you can override
most of its settings with command line options. See Table 7-2, at the end of this section, for alist of
femisdei command line options.

Note: femisdeiisnormally started automatically when the system boots from /etc/init.d/femis.

femisdei should be manually restarted after any server time change.

7.5.2 Operation — fprofdei

The first step when running fprofdei is deciding where you are going to put the FTP profilefile. If you do
not specify the name of the file on the command line, it will create/modify the femisdei.prf filein your
current directory. However, the recommended location is /home/femis/etc/femisdei.prf. If you put it
elsewhere, you must modify the DEI configuration file, /Thome/femis/etc/femisdei.cfg.

Next, you need to know the hosthame, username, and password of the EMIS UNIX account to which
femisdei will FTPfiles. You can use the same account as used by IBS, which is specified in thefile
IEMIS$SYSF:POST_SYSTEM.DAT on the county VAX. The password in that fileis not encrypted.

Y ou are now ready to run fprofdei.

Note: fprofdei isautomatically run during the FEMIS installation process by the FEMIS UNIX
Installation script, which creates the appropriate .pr file.

Syntax : fprofdei [-f <profilefile>] <hostname> <username> [<password>]

where: <profilefile> = name of the profilefile. If not specified, the default is ./femisdei.prf. The
recommended name: /home/femis/etc/femisdei.prf.

where: <hostname> = name of the EMIS UNIX computer
where: <username>= username of the account on the EMIS UNIX computer

where: <password> = password of the account on the EMIS UNIX computer. If you do not specify
it, you will be prompted.

Example:
fprofdei -f /home/femis/etc/femisdei.prf tadsunl ibsxfer ibsx

The specified hogt, user, and password (encrypted) will be placed in the FTP profilefile. If you run
fprofdei more than once for the same host and user, it will replace the earlier entry with the new one.
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While the FTP profile file can have multiple entries, the femisdei program only uses the one entry that
corresponds to the EMIS host from which it receivesfiles. It determinesthe EMIS host by extracting the
name from the header of the transfer list file, xferlist.dat, which accompanies al filesfrom EMIS.

7.6 Purging OIld Data

If the SAVEEMIS parameter in the /home/femis/etc/femisdei.cfg file is set, DEI will keep a copy of al
filesreceived from EMIS and al file sent to EMIS. Thesefiles will be kept indefinitely. While the
individual files are small, they will require a significant amount of disk space if not purged on aregular
basis.

The best way to purge the filesis to set a cron job to run on a nightly or weekly basis that deletes the DEI
filesthat are older than a certain threshold. Use the following command to accomplish this.

find /nome/femx/dei -type d -mtime +30 -exec rm -rf {} \;

Thiswill delete dl of the DEI files that are more than 30 days old. This could also be set to 60, 90, or any
number of days.

7.7 DEI Troubleshooting

The troubleshooting instructions for the femisdei and fprofdei programs are discussed in the following
sections.

7.7.1 Troubleshooting — femisdei
For femidei, make sure

» femis account is correct.

» femx account is correct.

 Oracleisaccessible.

7.7.2 Troubleshooting — fprofdei

If DEI does not add an entry to the recommended FTP profile file, /nome/femis/etc/femisdei.prf, check the
following:

* |If you used the -f option, you probably did not specify the correct file name.
» If you did not use the -f option, then you were probably not in the /nome/femis/etc directory when you

ran the program.
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Table7.1. Sample femisdei.cfg File

#...0n/Off settings
DEBUG

CLONE
NOCLEAN
SAVEEMIS
NONEWLOG
DOTZ

KEEPD2
NODUPMET
NOKEEPWIFD2
NOWIFREPRUN
NOEMISSITE

#

# $Id: femisdei.cfg,v 1.15 1998/05/14 18:12:52 femis Exp $
# Purpose:

# Configuration file for FEMISDEI.

#

# For more information, see the FEMIS System Administration Guide.
#

# Setup the following environment variables before running FEMISDEI.
# ORACLE_SID

# ORACLE_HOME

# PATH

# LD_LIBRARY_PATH

#...0Other settings

ORACLE_USER <db code>/<db passwd>

DEIPATH /home/femx/dei/

EMISPATH /home/femx/

PROFILEFILE  /home/femis/etc/femisdei.prf
HALTFILE /home/femis/log/femisdei.hlt

KILLFILE /home/femis/log/femisdei.kil

LOGFILE /home/femis/log/femisdei.log

FEVHOST temblor

FEVPORT 9021

FTPHOST temblor

FTPUSER emisx

FTPPATH v

EXERCISE 1

SLEEP 1

DAIINT 60

0 # [NO]DEBUG 0-2
# [NOJCLONE
# [NOJCLEAN
# [NOJSAVEEMIS
# [NOJNEWLOG
# [NOJDOTZ
# [NOJKEEPD2
# [NO]DUPMET
# [NOJKEEPWIFD2
# [NO]WIFREPRUN
# [NOJEMISSITE
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Table7.2. femisdei Command Line Options

Use: femisdei
-1

-help

-halt

-kill

-purge
-[nolkeepd2
-[nolkeepwifd2
-[noJwifreprun
-[no]dupmet
-[no]dotz
-[noJonepass
-[no]clone
-[no]clean
-[no]saveemis
-[no]emissite
-[no]newlog
-[no]log
-[no]debug
-sleep

-daiint
-exercise

-ep

_pf

-fev

-ftp

-dei

-ora

<options>...
<config file>

<log file>
<level>
<seconds>
<num sleep iter>
<number>
<emis path>
<profile file>
<host> <port>

<dei path>
<user/pass>

. configuration file name

. zero pass (just show settings)

: show version of FEMISDEI

: show RCS version of FEMISDEI

. show help messages

. halt other version of femisdei

. kill other version of femisdei

. delete saved files from/to EMIS

. keep vs. delete existing D2PC cases [keep D2]
: keep vs. delete exiting “what if” D2PC case
. allow “what if” cases to replace “run” cases
. duplicate Met in both exercise and real

. convert times to GMT [convert to GMT]

: one pass (process one file) [multi-pass]

: clone a background process [do not clone]
. cleanup temporary files [do not cleanup]

: save EMIS files [do not save]

: use EMIS site codes [do not]

. create new log [append to log]

: name of log file [no log file (screen)]

: debug level (0,1,2) [no debug]

: number of seconds to sleep

. num sleep iterations between DAI checks

. exercise number

. directory for incoming EMIS files

. profile file name

: fev host port

<host> <user> <path>:

ftp host username path

. top-level directory for DEI output files
. Oracle username and password
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8.0 FEMIS GIS Database

The FEMIS spatial data resides on the UNIX server and on each PC that is running FEMIS. The master
copy of the spatial database resides on the server and contains the static GIS themes, the FEMIS ArcView
GIS project file (FEMISGIS.APR), the GIS initialization file (FEMISGIS.INI), two map symbol files
(MARKERDF.AVP and OBJ_TYPE.LUT), several bitmap (.BMP) files that provide images for special-
purpose buttons on the custom ArcView GlSinterface, and initial versions of the dynamic GIS themes.
When FEMISisfirgt installed on each PC, the spatial database files for the relevant CSEPP hazard site
are copied from the server to the \FEMIS\GIS\<SITE CODE> directory and associated subdirectories on
the PC. During subsequent FEMIS version upgrades, selected spatial data files may be copied to a PC as
necessary to apply changes or additionsto the spatial data.

The following paragraphs discuss the components of the spatial database and the methods used to
maintain, configure, customize, backup, and troubleshoot the spatia database.

8.1 Spatial Data Description

The FEMIS spatial database is made up of a number of themes or layers. Each theme contains data
(location information and descriptive attributes) representing a collection of geographic objects of a
particular type (e.g., roads, political boundaries, meteorological towers, and emergency planning zones).
The spatial database also contains a customized ArcView GIS project file, an initidization file that tells
ArcView GIS what themes are to be loaded into the project file and how to display them, and an optional
legend file associated with each theme that provides additional information on how to display the theme's
dataon the map. For detailed descriptions of the individual FEMIS spatial datathemes, please refer to
Section 3.3, Building Spatial Data, in the FEMI S Data Management Guide.

8.2 Spatial Data Maintenance

The static spatia datathemes are built from various data sources. These themes normally change
infrequently, and such changes are made either by regenerating the entire theme from new or updated data
sources or by making minor editing changes in the existing theme data. For detailed information on how
to maintain or upgrade the static data themes, please refer to Section 5.0, Managing Spatial Data, in the
FEMI S Data Management Guide.

AsFEMISisbeing run, the datain the relationa database that corresponds to the dynamic spatia data
themes (e.g., facilities) may be atered by users that have the appropriate FEMIS privileges. As necessary
during its operation, FEMIS automatically regenerates the spatial datafiles for these dynamic themes on
each PC based on the current datain the relational database. No additional action by your System or
Database Administrator is necessary to maintain these themes under normal circumstances.
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8.3 CSEPP Zone Editor

The CSEPP Zone Editor allows sites to make modifications to the GIS Emergency Planning Zone Theme.
Changes are made in the GIS Zone theme, and then the Oracle database information is updated. Thefinal
step isdistribution of the new GIS Zone theme. Changes to the zones could make existing Risk Areas
invalid. You may want to delete existing Risk Areas before using the Zone Editor. The Zone Editor can
only be applied to CSEPP zones. If changes are required for other hazard “zone” themes, contact PNNL
for assistance.

Each step is described in the following sections. Prior to beginning zone editing, please contact PNNL
for an updated script to be used in Section 8.3.2, Updating the FEMIS Database.

8.3.1 GIS Operations

Zone editing in the GIS uses four zone menu options under the ArcView GIS Edit menu. This capability
isonly available if the user has GIS Full Access privileges. In the beginning, only the Start Zone Editing
option isvisiblein the Edit menu. The other three options are enabled only if aNewZones.shp themeis

added to the view.

Step 1: Start Zone Editing

Ensure you have GIS Full Access privileges. Loginto FEMIS and start the GIS from the FEMIS Map
button on thetoolbar. If you have GIS Full Access privileges, the f button will be enabled. Pressthe f
button on the ArcView GIS toolbar to change to the full GIS capability. Under the Edit menu option,
select the Start Zone Editing option. The theme NewZones.shp is added to the current view. If
NewZones.shp does not exist in the zone directory, FEMIS will createit by copying the existing zone
theme to the file NewZones.shp.

Step 2: Edit the NewZones.shp Theme

When the NewZones.shp isloaded, edit it using standard ArcView GIS editing functionality. Name and
zone |D can also be modified in Step 3 using the Change Zone Attributes menu option.

Step 3: Execute the Change Zone Attributes Option

Before alowing any changes, this option checks the NewZones theme structure to make sure it complies
with the rules below. Y ou can review this structurein the GIS by activating the Zone themein the GIS
and clicking the Table button. After edits have been made, the Zone Editor will provide warning
messages if your structure is not consistent with the rules below. Do not change the existing order of the
fields.

» All FEMISrequired fields are of type CHAR except for zone_id, which is numeric.
* Theshape field should contain the value polygon.
* Thezone_id field should be numbers of less than 10 digits.
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» TheType field should be 8 characters or less.

»  The Zone field should be 30 characters or less.

* ThePar_Pad field should be 20 characters or less.

* TheRisk_Area field should be 20 characters or less.

» The Objecttype filed should be identical to the Type field in both structure and entries.

* The Objectname field should be identical to Zone field in both structure and entries.

»  Each zone must have a unique ID and name.

» Additional fields are also permissible and should be added at the end of the existing list of fields.

This Change Zone Attributes option lets the user modify the zone name and type for al selected zones.
Y ou may run the script several times, if needed. The name and ID changes areimmediate. If you make
an error, you can repeat the operation with the correct information. If necessary, you can delete the
NewZones.shp file and begin again.

Step 4: Create Text Files Listing Zone Attribute Changes

Under the ArcView GIS Edit menu, select the Promote Zone Attribute Changes to DB option. This option

creates the input files needed to promote the changes to the database as described in Section 8.3.2,

Updating the FEMIS Database. The two files created are ZONENAMECHANGES.TXT and

ZONETYPECHANGES.TXT. Thesefileswill be written in the GIS home directory (specified asthe

GISTopDirPC in the FEMIS.INI file). The option creates the files by comparing the old and new zone

shape files and writing the changes to the aforementioned two files.

Before performing any comparisons, this option checks whether the zone IDs and names are unique. If

not, the user will be notified and no comparisons will be performed. The user will need to returnto

Steps 2 or 3 to make zone names and 1Ds unique.

The format of the ZONETYPECHANGES.TXT isasfollows:
[ID]old_type|new_type|class_id|subclass_id

There will be onerecord in the ZONETYPECHANGES.TXT file for each renamed or added zone.

* Renamed zones will have al fields. The old_type may be the same as the new type if there was only
a zone name change.

* New zones have anull old_type and the appropriate zone type in the new_type field.
The format of the ZONENAMECHANGES.TXT is asfollows:
[ID]old_name|new_name|zone_type|class_id|subclass_id|zone_num|eoc_name|

There will be onerecord in the ZONENAMECHANGES.TXT file for each deleted, renamed, or added
zone. Except as noted below, none of the fields should contain null values.
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» Deleted zones will appear asthe first records in the ZONENAMECHANGES.TXT file. For deleted
zones, the new_name isnull. The deleted IDswill not be listed in the Type file.

»  Renamed zones records will follow the deleted zone information in the text file. For name changes,
the record lists the zone ID, the old zone name, new zone name, and zone type.

* New zoneswill list the zone number, have a null old_name, and the EOC with primary responsibility
for the zone.

The number of changed records s reported in an interactive message to the user. If an error occurs, use
the ERRORLOG.TXT filein the GIS home directory to troubleshoot the problem.

Step 5: Create Text File Listing Facility-Zone Relationship Changes

Under the Edit menu option in ArcView GIS, select the Promote Point-In-Zone Changes to DB option.

This option creates the file FACWITHZONECHANGES.TXT. FACWITHZONECHANGES.TXT isthe

input file needed to make changes to the zone-facility relationship in the Oracle database. The file will be

written in the GIS home directory (specified as the GISTopDirPC in the FEMIS.INI filg).

The format of the FACWITHZONECHANGES.TXT fileisasfollows:
[facility_name|eoc_name]|old__zone_name|new_zone_name)|

Thefile contains arecord for every facility that has been affected by the zone changes.

» If afacility used to be inside a zone' s boundary but now falls outside any zone boundaries, the
new_zone_name Will be set to null.

» If afacility used to be outside zone boundaries but is now within a zone, the old_zone_name will
be null.

» If azone change changes the zone in which afacility islocated, al fields will contain data.
Before performing any comparisons, this process will check whether the zone |Ds and hames are unique.
If not, the user will be notified and no comparisons will be performed. The user will need to return to

Step 3 to make zone names and 1Ds unique.

The number of changed records and the list of changes are also reported to the user in an interactive
message.

Step 6: Examine the Text Files and Make Corrections (if necessary)

It is essential that the . TXT files are correct to avoid corrupting the Oracle database. Review thefiles
using atext editor to make sure the following conditions are met.
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Ensure that each file ends with a carriage return.

Null values are not allowed in the first field (ID) in any of thesefiles. The other parameters must be
compatible with the format of the fields in the database. For example, for zone name changes, the
old_name and new_name must be 30 characters or less and must begin with a pha character.

For the ZONETYPECHANGES.TXT file, nulls are only alowed for the following conditions. All other
nulls should be replacedwith the appropriate information.

e old_type isnull for new zones.

For the ZONENAMECHANGES.TXT file, nulls are only allowed for the following conditions. All other
nulls should be replaced with the appropriate information.

* old_zone_name is null for new zone records.

* new_zone_name isnull for deleted zones.

» zone_type may be null for deleted zones.

* Class_id and Subclass_id may be null for renamed zones and deleted zones.

* eoc_name may be null for renamed or deleted zones. Ensureit isthe eoc_name rather than the
eoc_code.

For the FACWITHZONECHANGES.TXT file, ensure there are no null fields and that the eoc_name field
containsthe eoc_name rather than the eoc_code. (In certain cases, the GIS cannot determine the
eoc_name, S0 insertsthe eoc_code instead.) Use the editor to replace the eoc_code with the eoc_name.

8.3.2 Updating the FEMIS Database

When the GIS editing has been completed, follow the steps below to update the FEMIS database. The
steps assume the user is familiar with text editing and updating the Oracle database and using SQL
scripts.

1. Ensure the /home/femis/database/zonedt directory exists. If zone editing has been done before, the
directory will exist; you may want to rename or move the existing *.txt and *.sql files to preserve the
previoudy edited files. If this directory does not exist, createiit.

2. Movethethree output files created in Section 8.3.1, GIS Operations, from the PC to the UNIX server
into the /home/femis/database/zonedt directory. Copy the zone_edit_db.sh file from the
/home/femis/database/dba directory to the /nome/femis/database/zonedt directory. After copying
thefile, check the file privileges for execute and change if necessary.
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3. Execute the UNIX shell script named zone_edit_db.sh. The script will check on environment
variables and for the presence of the eoclist.dat and eocnum.dat files in the /home/femis/etc directory.

If all conditions are met, the script will read the three *.txt input files and produce one output file,
which contains the actual script to modify the database. The output file is named
zone_edit_change.sql. Review thisfileto ensure all changes have been included by comparing it to
the *.txt files.

4. Check to seeif you know al of the Oracle EOC database passwords, and reset them to the default
valuesif required. (See Section 12.2.2, Password Management for the Relational Database, for
instructions.)

5. Commit the database changes by running the output script using the SQL*Plustool. The script will
ask the user to enter the exercise number for the datathat is being edited. Normally thisis0 for
operational data. The user enters the exercise number and the Enter key to input the val ue.

If there are no error messages, the user continues by pressing the Enter key. If any errors are noted,
stop the process using Ctrl+C, fix the problems, and rerun the script until it is error free.

To do thisstep, login to UNIX as femis, move to the zonedt directory, start sqlplus, and run the script
asfollows:

% su — femis

% cd /home/femis/database/zonedt

% sqlplus

SQL> @zone_edit_change.sql

SQL> {a series of outputs will be displayed, look for any errors}
SQL> exit

>

6. Reset the Oracle database passwords to their more secure values, if they were modified in Step 4.
(See Section 12.2.2, Password Management for the Relational Database, for instruction.)

8.3.3 Distributing the New Zone File

To complete the zone editing process, rename NewZones.shp shape files to the old zone theme name
(e.g., <sitecode>_ez.shp). (Thesefiles are both located in the <GIS DRIVE>\FEMIS\GIS\<SITE>\ZONE
directory on the PC used to do the GIS editing). Copy it to the GIS directory of al the PCsin all EOCs
replacing the old theme. The FUPDATE utility described in Section 15.2, FUPDATE.BAT, inthe
FEMISIngtallation Guide may be used. Also replace the zone shapefile on the master copy of the
spatial database which resides on the server so future installs will use the updated zone file.
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8.4 GIS Configuration

When you install FEMIS using the full GIS installation option, the complete GIS directory structure and
all datafilesreferenced by the selected FEMISGIS.INI file (see the following paragraph) are copied from
the server to the FEMIS\GIS\<SITE CODE> directory and associated subdirectories on your PC. This
may take several minutes, depending on the volume of data to be copied for your site and the speed of the
network.

Y ou will be given an option to choose from among several versions of the FEMISGIS.INI file. The
FEMISGIS.INI file specifies primarily the spatial themes that are to be installed and used to build the
operational ArcView GIS APR file for use with FEMIS. For most CSEPP sites, three choices will be
available: small, medium, and large.

A small, or minimum, FEMISGIS.INI file installs only the theme files that are essential for running
FEMIS (e.g., zone boundaries, igloos, and facilities) or to provide a minimum map background for
location reference (e.g., state and county boundaries, major roads, and populated place names). The mid-
size FEMISGIS.INI file includes most of the themes, but does not include large image files and other large
nonessential themes (e.g., contour lines and streams). A large, or maximum, FEMISGIS.INI fileinstalls
all of the currently available GIS themes for the Site.

To have the most complete GIS, choose the largest FEMISGIS.INI option that will comfortably fit within
the available memory space on your hard drive. However, additional themes may negatively impact the
speed of GIS response. The setup program will provide information on the space required to install each
option and the amount of space available on your hard drive. To create a custom GIS configuration that is
different from any of the three optional predefined configurations (FEMISGIS.INI files), you will need to
copy the largest FEMISGIS.INI file to your PC and then edit it according to the instructionsin Section 8.5,
Customizing the FEMIS Map.

Upon completion of the GIS data installation, the \FEMIS\GIS subdirectory will contain the
FEMPTY.APR and one or more <SITE CODE> subdirectories. Each \FEMIS\GIS\<SITE CODE>
directory will contain a number of subdirectories, each subdirectory containing the datafiles for one or
more specific themes. The main \FEMIS\GIS\<SITE CODE> directory will also contain the
FEMISGIS.APR and FEMISGIS.INI files. A specia subdirectory, \FEMIS\GIS\<SITE CODE>\LOOKUP,
contains severa bitmap (.BMP) files that provide images for special-purpose buttons on the custom
ArcView GlSinterface, and two symbol files (MARKERDF.AVP and OBJ_TYPE.LUT) that include
information used to generate the theme classification legends. These legends are used to display different
map symbols or icons based on the value of adesignated attribute within a GIS theme. For example,
facilities can be assigned symbols based on the facility type, such as schools or hospitals. The following
section discusses methods you can use to modify symbols in the default symbol lookup table, add new
symbols to this table, and change the assignment of symbolsto classes of attributes (e.g., facility types) in
the FEMIS spatid themes.
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8.4.1 Symbol Lookup Table

The symbol lookup tableislocated in the <GIS INSTALL DRIVE>\FEMIS\GIS\<SITE CODE>\LOOKUP
directory under the file name OBJ_TYPE.LUT. Thelookup table specifies the symbols to be used to
create the theme legends.

Each line consists of seven entries separated by vertical bars as delimiters. Linesthat begin with asingle
guote are comment lines and will be ignored by FEMIS. Blank lines are aso ignored.

Thefirst five fields are numbers corresponding to a symbol type, color, size, background color, and
outline color. These numbers reference symbol attributes from within the active symbol palettesin
ArcView GIS. Thefourth and fifth fields are only used in polygonal themes. The sixth entry specifies
the theme type or object category, and the last entry specifies the theme subtype or classification label.
The symbol type and color numbers designate the order in which the symbols are listed in the FEMIS GIS
pallet window using 0 for the first element. The symbol sizeis measured in “points’ (/72 of aninch). In
polygonal themes, the “size” number is used to set the outline width. If the classification label is missing,
it should be set to none.

An example of the lookup tableislisted below. From the facility entries, we can see that school facilities
are represented with the 89th symbol, colored with the 46th color, and measure 12/72 of aninch. To
customize the lookup table, use the GIS Configuration Editor (see Section 8.5.3) or edit the fileusing a
text editor.

'Symbol | Foreground  |Symbol | Background | Outline | Object | Classification
‘number | color | size | Color | Color | Category | Label

6 | 16 | 2 |0 | 14 | zone | Depot

7 | 16 | 2 |0 | 14 | zone | IRZ

9 | 16 | 2 | O | 14 | zone | PAZ

8 | 1 | 2 |0 | 4 | county | OR

8 | 1 | 2 |0 | 44 | county | WA

0 | 8 | 2 | | | road | Primary

0 | 8 | 1 | | | road | Secondary

1 | 7 | 1 | | | road | Local

26 | 46 | 10 | | | tcp | Access

26 | 51 | 10 | | | tcp | Traffic

26 | 50 | 10 | | | tcp | Traffic/Access
26 | 51 | 10 | | | tcp | #NULL#

125 | 51 | 10 | | [facility |airport

89 | 46 | 12 | | [facility |school

96 | 46 | 14 | | [facility [shelter
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8.4.2 Symbol Defaults

The MARKERDF.AVP file contains the symbols loaded in the default FEMIS symbol palette. Y ou may
change these symbols using the generic ArcView GIS palette window functionality. Y ou may use any of
the other symbols provided by ArcView GISin the C\ESRNAV_GIS30\ARCVIEW\SYMBOLS directory.
Y ou may also import symbols from ARC/INFO or iconsin raster format. If you delete or change the
sequence of the exigting symboals, then some of the FEMIS GIS “look and feel” will change. For

example, if you change the 42nd symbol from a cross hair (O) to an asterisk (*), then the object (e.g.,
facility) locationsin the FEMIS GIS will be depicted with an asterisk instead of the familiar cross hair.
Y ou may add new symbols at the end of the palette and use the symbol lookup table (Section 8.4.1,
Symbol Lookup Table) to refer to the new symbols.

8.5 Customizing the FEMIS Map

Y ou can customize the content and appearance of the FEMIS map by editing the original FEMISGIS.INI
file or any of the alternate INI files to create a custom FEMISGIS.INI file that can then be used to create a
custom APR. The GIS Configuration Editor, described in Section 8.5.3, can help you edit the
FEMISGIS.INI file and the lookup table. Y ou can add new themes; delete existing themes; change the
minimum or maximum scal e display thresholds; modify the type, color, and size of line or point map
features; change the legend names; designate the label (and if applicable, classification fields); specify the
default classification fields; designate an alternative directory (and if needed, an aternate drive) for the
data source of non-point themes; and control which themes are visible by default when the GISisfirst
started. A detailed description of the fields in the FEMISGIS.INI fileisin Section 8.5.1, Customizing the
FEMISGIS.INI File. Y ou can aso import your own symbols from other ArcView GIS, ARC/INFO, or
raster icons by changing the symbol lookup table and the FEMIS default pal ette as described in

Section 8.4.1, Symbol Lookup Table.

If you customize your FEMIS Map, please keep track of the changes to ensure they can be retained during
future FEMIS or GIS upgrades.

8.5.1 Customizing the FEMISGIS.INI File

The FEMISGIS.INI file contains data required to initialize GIS parameters that generate the
FEMISGIS.APR and to ensure proper GIS contents each time the FEMIS GISisinvoked by the FEMIS
application. An example of the FEMISGIS.INI fileis shown at the end of Section 3.0, FEMIS GIS
Migration and Configuration, in the FEMI S I nstallation Guide. The contents of the FEMISGIS.INI file
are discussed below.

The FEMISGIS.INI file is automatically updated anytime you define a new dynamic theme or modify an
exigting one. If you have an abnormal termination of the FEMIS or the GIS, the dynamic themes section
of the FEMISGIS.INI file may be corrupted. To restore the file, you can delete all of the theme entries
below the facilities theme. These entries are for the user-defined themes, and they will be regenerated the
next time you start FEMIS.
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Blank lines areignored in the FEMISGIS.INI. Lineswith asingle quote in the first column are recognized
as comment lines and areignored. Vertical bars delimit the data fieldsin the FEMISGIS.INI. No data
value should contain avertical bar. String values do not need to be quoted.

The [FEMIS_VERSION] section specifies the FEMIS version for which this .INI file can be used. The
next line specifies the size of the themesin the current .INI file. Valid size values are small, medium, or
large.

The [SITE_CODE] section specifies the CSEPP site code that the GIS data describes. This parameter
should be identical to the corresponding site code in the FEMIS.INI file, otherwise the GIS will not work.

The [DEFAULT_HAZARD_THEME] specifies the theme that is to be used for the “zone” theme for the
current hazard. Zone themes within FEMIS are used to create risk areas and protective action decisions.
Each hazard has a zone theme specified for use with that hazard.

The [PROJECTION_PARAMETERS] section specifiesthe UTM (Universal Transverse Mercator)
projection and coordinate system parameters required for the site. The parameters shown in the example
arefor UTM Zone 16 (appropriate for Alabama).

The [AREA_OF_INTEREST] section specifies a geographic area of interest. The area of interest for
FEMIS has been set as arectangle that starts at the origin (lower left corner) of -126.00 degrees longitude
and 23.00 degrees latitude and spans 58 degrees longitude (first size parameter) and 27 degrees latitude
(second size parameter). This covers the continental United States. The area of interest is specified to
minimi ze the consequences of ill-defined datapoints. In certain circumstances, the user is given the
opportunity to define the longitude and latitude where an event has occurred. The FEMIS GIS does not
allow the specification of plumes or threat wedges that originate outside the area of interest.

The theme parameters sections specify the configuration for the themes to be loaded in the FEMIS GIS.
Thetwo sectionsare: [STATIC_THEMES] and [DYNAMIC_THEMES]. The dynamic themeflagis
determined based on the section in which the themeislisted. Parameters for each theme are discussed
below. The sameinformation is included as commentsin the FEMISGIS.INI fileitsdlf. It has been
omitted from the example to conserve space.

* Theme — Indicates the theme name in the FEMIS Database.

* FEMIS Access — For feature themes, this column contains a Yes or No to indicate whether the theme
isinthe FEMIS object table. For image themes, this column contains None or the name of an image
catalog to be created. |If the name of an image catalog is listed, the image catalog should be described

in one of the theme parameter entries of thisini file.

*  Type — The Type column must contain one of the following valid types: Image, ImgCat, point, line,
or polygon.

* LoadFlag — This column indicates whether to load the theme (Yes) or not to load the theme (No).
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e Status — Indicates the visibility of the theme when forming the APR.

» DisplayOrder — Indicates the order in which themes will appear in the GIS Table of Contents. The
theme indicated by the smallest number will appear at the top of the table of contents and will be
loaded last (on top of al the other themes). The display order may be negative.

* Label Field — Indicates the field name to be used as the default l1abeling field.

*  Object Category — Indicates the FEMIS theme category. The value must be one of the typeslisted in
the \HOME\LOOKUP\OBJ_TYPE.LUT file. Currently, valid values are zone, county, igloo, facility,
tcp, road, and siren. If the valueis None then the classification field should & so be set to none and
the default legend field should be set to simple, indicating the theme may not be classified using the
lookup tables.

» Default Legend — Indicates whether asimple or classified legend isused. Valid values are simple,
none, and classify. Simple indicates a simple legend that uses one symbol to depict al the theme

data. None is used for image themes for which a classify legend does not apply.

* Classification Field — Indicates the field to be used to classify the legend. If the classified legend does
not exist it will be created.

*  Min Scale — Indicates the minimum scale denominator at which atheme will be displayed.

* Max Scale — Indicates the maximum scale denominator at which atheme will be displayed.

* Legend Name — Indicates the name to be used in the legend in the View table of contents.

* Customize — For Dynamic themes, Yes indicates the current symbol parameterslisted in later
columns of this record should be used and should not be overwritten when this dynamic themeis
updated. No indicates the symbol parametersin this record should be overwritten with values from
the FEMIS Oracle database when this dynamic theme is updated. Customization is not applicable for
static themes so the field should contain N/A for static themes.

*  Symbol — Indicates the symbol to be used in asimple classification.

» Color — Indicates the foreground color for theme symbols, if they can be colored.

» Size-—Indicates the symbol size.

*  BackGround Color — Indicates the background color for polygona symbols.

* Outline Color — Indicates the outline color of polygona symbols.
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Path — Indicates the location of the file for the theme. The path is appended to the GIS home
directory specified in the FEMIS.INI file for the GIS data under the keyword FemisgisTopDirPC.

Alternate Prefix — Indicates alocation other than the one specified in the FEMIS.INI file should be
appended to the path. The script that loads themes appends the path to this prefix to locate and read
an alternate source directory. This can be used to access data | ocated somewhere other than your PC
hard drive. Any auxiliary fileswill be written using the home prefix.

8.5.2 Altering the Default FEMIS Map

To ater the default appearance of the FEMIS map, use the Use at Startup option for FEMIS GIS
ViewMarks (see the FEMIS Help). For more extensive changes, complete the following steps:

1.

Copy or rename the original \FEMIS\GIS\<SITE CODE>\FEMISGIS.INI file to another name (e.g.,
FGISORIG.INI) so you can retrieve it and use it later, if necessary. Do the same with the original
APR (e.g., copy and rename it to \FEMIS\GIS\<SITE CODE>\FGISORIG.APR). Then make another
copy of the original INI file or one of the alternate INI files. Usethe GIS Configuration Editor or
manually edit the copy to

a) Exclude themes, remove (or comment out using a single quote in the first column) lines defining
existing themes that you want to exclude, or specify No in the load flag.

b) Add linesto define new themes.
¢) Moaodify the appropriate parameters of existing themes as desired.

Run ArcView GIS using the empty project file, \FEMIS\GIS\FEMPTY.APR, by double clicking on the
file name in the Windows NT Explorer. When the APR has finished loading, it will contain the
FEMIS static themes indicated in the FEMISGIS.INI files and will create the FEMISGIS.APR filein
the GIS home directory (\FEMIS\<SITE CODE>\GIS). When the FEMIS application |oads the
FEMISGIS.APR, the changes made to the dynamic themes will be depicted.

Examine the theme legends to see that the correct set of themes was loaded and the correct ones are
visible. The dynamic themes will not appear in the legend at thistime. These themes are loaded
when FEMIS activates the FEMISGIS.APR. Then examine each themeto see that it displays
correctly (check the checkbox in the legend to make visible the themes that are invisible by default).
If some themes are not displayed correctly, recheck the INI file. If necessary, exit ArcView GIS, edit
the INI file to make corrections, and then repeat Steps 2 and 3.

Exit ArcView GIS. Use Windows Explorer to set the FEMISGIS.APR file access properties to Read-
only. The FEMISGIS.INI and FEMISGIS.APR files you just created will be used each time the
FEMIS GISis started.
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8.5.3 GIS Configuration Editor

The GIS Configuration Editor is a stand-alone program that provides an easy to use interface for
modifying the FEMISGIS.INI and OBJ_TYPE.LUT files.

Note: Make abackup copy of the FEMISGIS.INI and OBJ_TYPE.LUT files so that you can
recover from an unsatisfactory editing session.

The[SITE_CODE], [DEFAULT_HAZARD_THEME], [PROJECTION_PARAMETERS], and

[AREA_OF INTEREST] sections of the FEMISGIS.INI file can be modified on the main window. The
[STATIC_THEMES] and [DYNAMIC_THEMES] sections are displayed in a spreadsheet on the main
window. Lineswith asingle quotation mark in the first column are recognized as comment lines and are
ignored.

To modify an individual spreadsheet entry, select the row and click the Details button or double-click on
therow. The GISwill be started and a details window will be displayed for that row. All thefields are
described in Section 8.5.1, Customizing the FEMISGIS.INI File. The symbol parameters for shape,
color, and size can be entered using the text boxes or by clicking the Map button and selecting a symbol
from the palette. The GIS can be used to preview the symbols and determine the appropriate symbol
parameters.

If the Map button is pressed, the GIS will be brought to the foreground with the ArcView GIS palette
active.

Use the ArcView GIS palette to modify the color, shape, or fill pattern, and the size of the drawn symbol.
When satisfied with the symbol appearance, click the Return Symbol Parameters button. The appropriate
numbers for the symbol, color, shape, or fill pattern, and the size will be returned to the Detail s window.
Thesizeis measured in /72 of aninch. For lines, it designates width. For polygons, the sizeis used for
the width of the outline.

The Legend Symbol tab is used to add, edit, or delete entries from the OBJ_TYPE.LUT file. The symbol
parameters for shape, color, and size can be entered by using the text boxes or by clicking the Map button.
The GIS can be used to preview the symbols and determine the appropriate symbol parameters.

If dynamic themes or the OBJ_TYPE.LUT file have been modified and saved, close the GIS and restart to
implement the changes. For static themes, once the changes have been saved to the FEMISGIS.INI file,
follow the instructions found in Section 8.5.2, Altering the Default FEMIS Map, to alter the default
FEMIS map.

8.5.4 Theme Projection Utility

FEMIS uses the projected theme datain Universal Transverse Mercator (UTM) coordinate systemin
order to avoid re-projecting geographic coordinates each time the view isrefreshed. To include new
themesin FEMIS, they should be converted to UTM. The Theme Projection Utility converts feature
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themes in geographic coordinatesto UTM coordinates for the desired CSEPP site. Image themes, which
arerequired to bein projected coordinates, are skipped by the Theme Projection Utility. Image themes not
already in UTM would need to be modified using other software such as ARC/INFO.

When you open PROJECTION_UTILITY.APR, ArcView GIS will start, and a window containing two
Viewswill display. View1, thework area, is on the left side; and View2, where the results are depicted, is
on theright side.

The Theme Projection Utility assumes that the input themes are in geographic coordinates and will let you
select themes from alist of existing shape filesin Viewl so they can be exported as projected shape files
using the currently specified projectionin Viewl. The exported files are added to View?2.

To use the Theme Projection Utility, complete the following steps:

1. Double-click on the PROJECTION_UTILITY.APR (usually located in your C\FEMIS\GIS directory).
2. Click View > Properties > Projection.

3. Select the Standard radio button, and Geographic will display in the Type field.

4. Load the themes you want to project. Click the + (Add Theme) button.

5. Click the Export Projected item under Utilities, and click OK on the brief information window that
displays.

6. Select the desired CSEPP site from thelist, and click OK.

7. Make any necessary adjustments to the UTM projection parameters for the selected site, and
click OK.

8. Navigate to the desired directory or accept the default (usually C:\TEMP), and click OK.
9. Select the themes you want to export from the list of the themesin View1, and click OK.

If the name of the theme being converted already existsin the selected directory, atemporary name
will be suggested for the converted theme. Click OK to accept the temporary theme name.

The conversion process will start and the status bar will indicate the progress of conversion. The new
theme(s) will be loaded in View2 so you can visually verify the results. Y ou may want to load some
of your other themes, like raster images, to check how well the projected coordinate match the
existing themes.

10. Click Exit under the File menu to close the PROJECTION_UTILITY.APR file. Click No on the
message about saving changes to thisfile.
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8.6 Backup Procedures

Theinstallation directory for the spatial data on the UNIX server is/home/femis/gis. This current
operational GIS datais copied to the PCs when FEMIS isinstalled or upgraded. It isrecommended that a
tar tape of this directory be made each time anew version of FEMISisreceived. The tape should be
labeled FEMIS GIS Data with the date and FEMIS version number included. If the GIS data on the server
should become corrupted or deleted, the spatial data can be restored from the backup tar tape without
having to perform areinstallation of FEMIS on the server.

If asite customization of the spatial data and/or the APR and INI filesisto be done, the origina GIS data
directory should first be copied to another directory (e.g., /home/femis/data/v<x.y>/gis, where <x.y> is the
FEMIS version number associated with the released data. A second tar tape of the GIS directory should
be made following the completion of the GIS customization.

8.7 GIS Database Troubleshooting

A number of factors can cause errorsin loading or displaying the spatial data themes or undesirable
display behavior or appearance. Some of the more common problems are listed bel ow, aong with some
suggestions for finding and correcting the problems.

Displayed Themes Shrink or Disappear

Zoom to All Themes may cause displayed themes to shrink to avery small portion of the display screen,
or to disappear entirely. Thisistypically caused by themes having one or more objects with “improper”
latitude/l ongitude coordinates, e.g., (0,0) or any point that is far from the “area of interest” surrounding
the hazard site. For most of the point themes, you can check the attribute table associated with the theme
(activate the theme legend and click the Table button on the ArcView GIS button bar). Search the
latitude and longitude columns for values that are noticeably different from the majority of objectsin the
theme. Attempt to verify the correct coordinates for points that are suspected to be outside the area of
interest.

Improperly Defined Themes

Error messages similar to Unable to Access Theme or Index Out of Range may occur when attempting to
accessthe GIS. These errors are most often caused by improperly defined themes, such as an empty
theme (a theme with zero map objects). Check the text file (.EVT file) associated with al dynamic point
themes to make sure each theme contains at least one data line in addition to the header (column names)
line.

Loading Theme Data Classification Errors

Classification errors may occur when attempting to load theme datainto an empty APR. They can occur
on themes with legends that classify and display the map objects based on a column in the theme's
attribute table (e.g., zones are classified and displayed by zone type: Depot, PAZ, IRZ.). The error could
be caused by the wrong field name being designated as the classification field in the FEMISGIS.INI file.
Check the attribute table for the offending theme in the APR.
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The error could also be caused by a new data value for the classification column that was not included in
the values defined in the theme' s legend (.LEG) file. Regenerate the FEMISGIS.APR from the empty
APR using the process described in Section 8.5, Customizing the FEMIS Map. Make surethat all the
entriesin the classification field are included in the \FEMIS\GIS\<SITE CODE>\LOOKUP\FEMISGIS.LUT
file.

Delayed Refresh During Zooming

Display refresh delays may occur during zooming. For example, the GIS may take an inordinate amount
of time to refresh the map display when zooming into a very small area of the map. These lengthy delays
can usually be attributed to one or more of the larger themes (map images or vector themes with alarge
amount of data) that does not have an appropriate lower display limit. To check the display limits of a
theme, activate the theme legend, select Properties under the Theme menu, and then click Display. The
minimum scale should never be less than 10 for themes with alarge amount of data, such as roads,
streams, census block boundaries, or raster map images. A larger minimum scale (e.g., 100) may help to
reduce the zoom-in redisplay time significantly.

Inappropriate Scale of Raster Map Images

The appearance of raster map images may be degraded and may detract from the viewing of other themes
if displayed at an inappropriate scale factor. Follow the procedure described in Delayed Refresh During
Zooming above to check the display limits of a map image theme and set the limits to appropriate values
for the map scale at which the original scanned map was created. If theimage is alowed to be viewed at
scalesthat are too small compared to the map’s base scale (e.g., 1:200,000 for a 1:24,000 scale quad sheet
map), the image will appear too small to be readable and will clutter the display. If theimageisallowed
to be viewed at scales that are too large (e.g., 1:1,000 for a 1:24,000 scale map), the individual pixels of
the digitized map will be enlarged so much asto give the portion of the map being viewed a*“blocky” and
unfocused appearance. The best scale range will vary depending on the resolution and quality of the
scanned image. A general guideline isthat the scale value (denominator of the scaeratio, e.g., 24000 for
ascae of 1:24,000) should have its minimum set to about 20 percent of the map’s base scale value (e.g.,
around 5000 for the 1:24,000 example), and its maximum set equal to or dightly larger than the base
scale value (e.g., around 30000 for the 1:24,000 example). A greater range may be used if the map image
is of very high resolution and quality.

Automatic Update of FEMISGIS.INI File

The FEMISGIS.INI file is automatically updated each time you define a new dynamic theme or modify an
existing one. If FEMIS or the FEMIS GIS terminate abnormally, the dynamic theme section of the
FEMISGIS.INI file may be corrupted. This can be fixed by deleting all the theme entriesin the
FEMISGIS.INI below the Facilities theme entry and then restarting FEMIS. The entries below Facilities
in the FEMISGIS.INI are for the user-defined themes and are regenerated from the Oracle database the
next time you start FEMIS.
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9.0 FEMIS Oracle Database

Oracle Release v8.1.6, acommercial DBMS, manages the relational database in FEMIS. The distributed
processing features of Oracle are utilized to produce a multi-server distributed data architecture. Data
replication iswidely used to provide alocal copy of most shared tables. Thisreplication isimportant
because it allows an EOC to operate autonomously in case the links to other EOCs are not operational .
Also, performance is enhanced because the local tables are located on the local database.

The FEMIS relational database is made up of approximately 190 tables. The FEMIS logical data model
describes graphically what information is present and how the data objects are interrelated. The model
represents a large collection of general-purpose tables, evacuation data, GIS tables, and dispersion tables.
Additional information about the data model is availablein the FEMI S Data Management Guide.

Based on design efforts and testing results, each relational database tableisloca to an EOC or shared
with the other EOCs. Datain the local tables can be accessed only by userslogged in to that EOC. The
datain shared tablesis available to several EOCs. Details of data placement are made transparent to the
FEMIS users, so the FEMIS database appears to be a single, unified collection of tables. This physical
design of the Oracle database is provided as a part of database implementation and should be applicable
to all CSEPP sites. More details about the Database Management System (DBMS) are provided in the
FEMI S Data Management Guide.

For information on the recommended backup strategy and performing Oracle database backups, see
Section 13.0, Backup Strategy for FEMIS.

9.1 Data Description

When creating the first database for a new site or when making major database modifications, it is
necessary to create the database structure from scripts and load basic data so the FEMIS application can
operate. For most situations, the new database will be created in a devel opment facility and then
packaged so it can be delivered to the operational site. Section 3.0, Building the Initia Information, in the
FEMI S Data Management Guide, describes how a new database isinstalled at the site.

For cases where the FEMIS software is updated to a new rel ease, the existing site database can be
updated, if necessary, to support new capabilities. In this case, one or more scripts are developed to make
the data structure and/or data content modifications. Instead of recreating the database, the scripts are run
to make it compatible with the new FEMIS version of software.

9.2 Replication

Oracle provides severa ways to share data between EOC serversin a distributed, multiserver
environment. When the site environment is not tightly controlled by one group, it makes sense to operate
in a mode where operations can proceed in each server independent of what the other servers are doing.
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To make this happen, data sharing has to be asynchronous so that data changes in one server are not
dependent on making similar changesin the other serversin the same transaction.

Shared data record changes are propagated to other servers using event driven, push replication built from
Oracle’ s Replication Management application program interface (API). This method is currently used by
FEMIS sinceit is asynchronous, flexible, and uses much less processing and network resources than the
previous replication scheme. The database where the change occurs creates a deferred remote procedure
call RPC that is placed in the Deferred Queue. This queueis pushed to remote servers thus causing the
RPC to execute and pass the data change parameters. Then the remote server executes arequest for the
updates. In FEMIS versions before 1.4.7, remote servers polled at a 45-second rate looking for data
changes. Dueto congtant polling, al parts of the system had to be available day and night. The new push
replication does not do any work until a data change occurs. This reduces the polling overhead at the
remote sites and the request traffic on the network.

When the database isinstalled at a site, either a configuration with all EOCs on a single server or a
configuration of several serversischosen. Intheformer case, thereis no replication sincethe datais
shared by Oracle views. If the multiple server option is used, then scripts delivered with the database are
run to create the data sharing objects (see Section 2.3.5, Creating or Updating the FEMIS Database, in the
FEMIS Installation Guide).

Once the distributed objects are created, replication can beinitiated by running the scripts provided.
Before doing this, establish that the other servers at the site are in aready state to be able to participatein
datasharing. If aloca site is going to be down for several hours or more, replication can be stopped at
the other servers by running the stop scripts.

9.3 Database Maintenance

FEMIS v1.4.7 has a monitoring tool, called AutoRecovery, that continually checks the status of the site’s
critica hardware and software components. When failures are detected or thresholds are exceeded,
warning messages are sent to the System and Database Administrators. In certain cases, thistool attempts
to remedy problems directly. In other cases, the System and Database Administrators must take manual
actions to remedy the problems or take measures to correct situations that caused threshold warnings.

AutoRecovery monitors the portions of the database that are most likely to have problems. In most cases,
it triesto warn the Database Administrator before the problem causes a serious failure; thisis done by
thresholds and looking for symptoms of problems, such as network interruptions. In cases where the
problem exists and can be resolved, an immediate fix is attempted.

The local database and the database listener are checked each cycle. If thelistener isdown, arestart is
immediately attempted. A database failure is a serious condition that must be analyzed before arestart is
attempted since the restart may result in bigger problems. |If the database is not functioning, the Database
Administrator should look in Oracle’ s dert log to determine the cause. If the condition is no longer
present or has been fixed, the database can be restarted from a command line sequence as follows:
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> su — oracle <If not already logged in as the oracle user>
> <pwd>

>svrmgrl

>connect internal

>startup

Section 2.0, FEMIS Monitoring Tools, describes the operation of this AutoRecovery tool and other tools
that are available to troubleshoot and repair the database. Section 2.6, FEMIS AutoRecovery System
Description and Installation, in the FEMI S I nstallation Guide, discusses how to install these tools and
configure them to support the site.

9.4 How AutoRecovery Works with the Database

AutoRecovery monitors the database tabl espaces and warns when the thresholds are exceeded. When
these warnings are present for an hour or longer, the Database Administrator should take action to prevent
the tablespace from reaching the full (or 100% used) condition that will cause a serious database failure.
The common causes of tablespace increase are that more data has been added intentionally or some old
data, which is not essential, existsin the database. The Database Administrator should check to see if old
datais present and if so, removeit. Thiswill cause the tablespace warnings to cease and have the added
benefit of increasing system performance by reducing table sizes. The two most common old data types
are meteorol ogical datathat has not been archived and extra, nonessential exercises.

If the system has recently added new records to the database intentionally, then one or more tablespace
sizes should be increased to give amargin for additional growth. If thisis necessary, find the name(s) of
the tablespace from the AutoRecovery log and enter the following commands logged in as the UNIX
oracle user:

>svrmgrl

SVRMGR> connect internal

SVRMGR> alter tablespace <name> add datafile '<full path of new file>’ size xxM reuse;
SVRMGR> exit

A real example of the add datafile command would add a 100MB datafile to the FMAIN tablespaceis

SVRMGR> alter tablespace FMAIN add datafile '/files2/app/oracle/oradata/fil/fmain02.dbf’ size
100M reuse;

AutoRecovery monitors remote servers and then sends warnings if problems are seen. If these problems
persist beyond athreshold count, a Disable Node command is sent to the database to stop pushing
changes to the bad server and also to stop any update processing from the bad node. Thiswill hormally
prevent the local database from suffering problems. When AutoRecovery can communicate with the
disabled node reliably, an Enable Node command is sent to the local database to reestablish replication.
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Database replication is dependent on all components at the network functioning properly including
communications, servers, and database. When some failure occurs, replication may not be able to copy
database changes. Oracle has built in error recovery that will keep trying up to 16 times, but if all tries
are unsuccessful, Oracle will stop and declare that replication is broken. AutoRecovery monitors local
replication processing and will attempt to fix errors when they are detected.

There are also sets of fix scripts that can be used to manually correct replication problems. Y our

Database Administrator should look over these scripts and become familiar with their use. Under normal
conditions, AutoRecovery will fix all replication problems.
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10.0 FEMIS Evacuation Applications

The FEMIS Evacuation interface (fmevac.exe) resides on the PC. The Evacuation SIMulation (ESIM)
model resides on the UNIX server and isinvoked by the Evacuation interface viathe FEMIS command
server (see Section 4.0, FEMIS Command Server). Import, export, and post processing utilities also
reside on the UNIX server to pass information between the ESIM model and the FEMIS database. These
utilities, like ESIM, areinvoked by the Evacuation interface through the FEMIS command server.

10.1 FEMIS Command Server

The command server is used by the Evacuation interface via the following three paths:
File-->Import... (Uses fmevacim utility on the UNIX server)

File-->Export... (Uses fmevacex utility on the UNIX server)
File-->Run Case  (Usesfmevacex, fmevacrn (ESIM), fmevacpp utilities on the UNIX server).

10.1.1 Import Function

The import function allows the user to import an existing ESIM or IDYNEV evacuation case into the
FEMIS database. Onceitisinthe FEMIS database, it may be run, modified, and/or exported.

10.1.2 Export Function

The export function alows the user to export an existing evacuation case from the FEMIS database to a
flat file. Thisevacuation input file may then be imported elsewhere.

10.1.3 Run Case Function

The run case function extracts input information from the database to create an ESIM inpuit file, runs
ESIM, and places the model output into the FEMIS database for reporting/animation.

10.1.4 Operation Status

If the command server isinvoked for any of the above operations, a Working bar will appear on the
Evacuation interface. When the operation is complete, the command server notifies the Evacuation
interface, and the appropriate message is displayed to the user. In addition to waiting for aresponse from
the command server, the Evacuation interface polls the command server for a status every 8 seconds. If
the processis still running, the Working bar is updated. Therefore, if the Working bar is updating about
every 8 seconds, then the function is still operating.

Note: Theworking bar does not accurately reflect the percent completion status of the job.
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10.2 Directories and Files

Each FEMIS evacuation case has its own directory on the UNIX server. This directory may contain input
and output files for the case as well as command server logsfor the case. Most of these files may be
accessed viathe Evacuation interface from File > View Output Reports. Below are lists of possible
import and export/execute files for each case on the UNIX server:

Import Files:
casefile.rni Output log for import program
casefile.ini Control file for import program
nnnnnnn.eri Log file from command server for import

nnnnnnn.in
nnnnnnn.1
nnnnnnn.2
nnnnnnn.3
nnnnnnn.4
nnnnnnn.5
nnnnnnn.6
nnnnnnn.7
nnnnnnn.grf
nnnnnnn.out
nnnnnnn.inx
nnNnnnn.rnx
nnnnnnn.inr
nnnnnnn.rnr
nnnnnnn.inp
nnnnnnn.rnp
nnnnnnn.erx
nnnnnnn.err
nnnnnnn.erp
nnnnnnn.ere

Export/Execute Files:

Input file created by export

ESIM output link statistics

ESIM output signal information

ESIM output centroid information

ESIM output loading information

ESIM output summary statistics

ESIM output network-wide vehicle statistics
ESIM output error report

ESIM output link statistics (unused)

ESIM output cumulative link statistics (unused)
Control file for export

Log file from export program

Control file for model

Log file from model

Control file for post processor

Log file from post processor

Log file for command server for export

Log file for command server for run

Log file for command server for post processor
Log file for command server for execute.

Thedirectory for a particular case may be found by starting at the directory referenced by
FemisUserTopDirNFS in the FEMIS.INI file. From here, the case should be in the subdirectory
levlog/<case id>/e<exercise number>. If you want to find the case ID for your current case, you will find
it in the header of any of the output files available under View Output Reports under File, with the
exception of the onelisted as Error Report.
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10.3 Evacuation and the GIS

Evacuation network information is stored in the database. If users want to view this information on a
particular PC, they must click the File > Create Network. The Create Network option uses the most
recent graphical information for your current evacuation case to create a network diagram in the GIS.
Once Create Network has been selected for a particular case on a particular PC, it does not need to be
repeated unless the network is updated on adifferent PC. When you first open a case, a message will
inform you if you need to run Create Network or if you need to execute the case.

10.4 Show Status

To check the status of your current case, click the Show Status button on the main Evacuation window.
A message will appear saying whether your local copy of the evacuation network is current and whether
the case has been run.

10.5 Oracle Tablespace

Evacuation data require a significant amount of tablespace in the database. It is recommended that you
closely manage the evacuation cases in the database. For example, delete cases that you do not want to
keep, and do not copy evacuation cases into exercises unless absol utely necessary.

10.6 Troubleshooting for Evacuation Utilities

If for some reason, you cannot import or run an evacuation case through the FEMIS PC interface, you
may do so via UNIX scripts as listed below.

Note: Importing or running an evacuation case from the UNIX side should be treated as alast resort
for debugging purposes. Running cases through the user interface isthe preferred method for
importing and running cases.

To import the ESIM model, copy the case to be imported to the EVLOG directory, e.g.,
/home/femis/user/eviog/1/e0ftead.tdt. Then run a script similar to the following, but substitute your local
site values for the valuesin the example.

#1/bin/sh
cmdserv - 9015 <<EOD
run import

DEBUG=Y
IDYNEV=N
CASEID=1
EXERNUM=0
FILENAME=tead.tdt
DATABASE=fi6
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To execute the ESIM model, run the following script.

104

USERNAME=AEMA
PASSWORD=AEMA
WHERE=NW

EOD

#1/bin/sh
cmdserv - 9015 <<EOD
run execute

DEBUG=Y
IDYNEV=N
CASEID=1
EXERNUM=0
FILENAME=tead.tdt
DATABASE=fi6
USERNAME=AEMA
PASSWORD=AEMA
SUBCODE=ere

EOD
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11.0 Server Network Time Protocol (NTP) Set Up

The Network Time Protocol (NTP) executables are included with the Solaris 7 operating system. Scripts
in the FEMIS application configure NTP for the UNIX server and Windows NT v4.0. Once NTP has
been installed and checked out, al PCson an EOC’'s LAN acquire time synchronization from the NTP
service running on the UNIX server for that LAN.

Note: TheNTP server for aLAN could be located on adifferent LAN than the PCs. If so,
select the UNIX server closest to the PCS' LAN.

A Network Time Policy needs to have been established at each site because this installation procedure
does not prescribe a specific solution for synchronizing time on the UNIX servers. However, the
following genera practice may be appropriate.

PCs should synchronize with the closest UNIX server’s NTP service. This probably isthe UNIX server
onthe PC'sLAN. If thereisnot aUNIX server on the PC's LAN, usethe UNIX server on which the PC
maintains its database.

One UNIX server on the WAN should be chosen as the secondary time standard for all EOCs. All other
UNIX servers on the WAN should synchronize with that server.

The UNIX server chosen as the secondary time standard should acquire time synchronization from a
primary time standard, via: 1) alocal Globa Positioning System (GPS) or WWYV (National Institute of
Standards and Technology [NIST] radio station broadcasting continuous time status) hardware clock,

2) stratum 1 host on the Internet, 3) dial-up modem connection to NIST using Automated Computer Time
Service (ACTS) protocol, or 4) other as appropriate for each site.

Generaly speaking, the options listed are in the order of decreasing reliability. Thus, the least reliableis
local clock discipline, where no synchronization from an outside time standard exists. The most reliable
methods are WWYV radios and GPS. Synchronization via modem or Internet offers acceptable accuracy at
amodest cost.

Configuration scenarios for each method differ—however, the NTP service on the UNIX system receives
itsinstructions viathe configuration file at /etc/inet/ntp.conf. This file containstwo important lines. One
defines the path of the drift file. The other defines the server address or identifier of the source through
which the NTP service on the UNIX system will obtain its time synchronization.

For more information on NTP, refer to the University of Delaware Web site on time synchronization:
http://www.eecis.udel .edu/~ntp/.

Note: PNNL does not endorse any specific vendor or approach to establishing logical

connections to time standard clocks, recognizing that sites have differing needs and
topology constraints.
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Whichever method for synchronizing time on the Sun server is chosen, please note that the hardware
utilized must be fully compliant with NTP. Many ways are available to acquire time displays that are
based on transmission from GPS, WWYV, and NIST over modems. However, be careful with solutions
that offer only proprietary data formats and interfacing methods, as these may not work as desired in an
NTP environment.

Thisfollowing sections summarize six clock disciplines.

11.1 NTP Synchronization Via Undisciplined Local Clock

Thisdriver allows a machine to use its own system clock as the reference clock, with no outside clock
discipline source. To establish alocal clock, specify the following server directive in the ntp.conf file:

server 127.127.1.0

11.2 Synchronization Via NIST Modem Time Service

This driver supports the NIST ACTS. It periodically dials a pre-specified telephone number, receives the
NIST timecode data, and calculates the local clock correction. It was designed primarily for use when
neither aradio clock nor connectivity to Internet time servers are available. The available accuracy is
within the requirements to operate FEMIS.

ACTSislocated at NIST, Boulder, Colorado. A membership fee may be required. For more
information, you can call them at (303) 494-4774 or refer to the NIST Automated Computer Time Service
(ACTYS) Web site (http://www.bldrdoc.gov/timefreg/service/acts.htm).

Required modem parameters are a minimum 1200 baud, 8-bits, no parity, 1 stop bit and Hayes
compatible. The NIST ACTS telephone number and modem setup strings are hard-coded in this driver.

If you need to change them, you will need to acquire the source code, edit, and recompile.

To establish a NIST modem time service in the configuration file, use

server 127.127.18.u

where u is the port humber on /dev/actsu.

11.3 NTP Synchronization Via Internet

FEMIS sites that have continuous access to Internet can configure NTP on their Sun computer to
synchronize with any of about 50 time-standard clock servers on the Internet.
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Set up the actual host you want to synchronize with by listing its domain name or |P addressin a server
directivein the ntp.conf file. Example:

server 192.43.244.18 # time.nist.gov (recommended for west coast)
server 192.5.41.40  # tick.usno.navy.mil (recommended for east coast)

For some EOCs, Internet time synchronization may be desirable because no additiona hardware costs are
involved once network accessis aready in place. Accessto the primary time serversisfree. The
available accuracy iswell within the requirements to operate FEMIS.

Using the Internet to gain accessto primary time servers has a potential network routing issue associated
withit. NTP uses UDP port number 123. Asamatter of policy, some sites block this specific access for
security reasons. Sites considering NTP over Internet should look at the security impacts. Many firewall
components offer solutions to this problem. Also note that some routers support NTP internally.

11.4 NTP Synchronization Via WWV Radio Receivers

Many networking equipment manufacturers offer WWV radio-receiver-driven clocks that can be
interfaced directly, viathe serial port, to the Sun computer and an NTP driver. Refer to the NTP Web
site, and locate the Reference Clock Drivers (http://www.eecis.udel .edu/~mills/ntp/refclock.htm), which
lists about 20 different hardware solutions.

Note: Either WWYV or GPS receivers are considerably more expensive than any of the
previoudy mentioned methods. However, if accuracy and reliability are important, these
methods offer substantial benefits and should be given serious consideration.

11.5 NTP Synchronization Via GPS Receivers

Many networking equipment manufacturers offer GPS-receiver-driven clocks that can be interfaced
directly, viathe seria port, to the Sun computer and an NTP driver. Refer to the NTP Web site, and
locate the Reference Clock Drivers, which lists about 20 different hardware solutions.

Note: GPSreceiversfor synchronization of NTP clocks are considerably more expensive than
either modem or Internet methods. However, if accuracy and reliability are important,
this method offers substantial benefits.

Also, in some geographical locations, GPS may have a slight advantage over WWYV radios, depending on

the amount of high frequency radio interference present. Y ou may want to check with aradio installation
consultants in your area.
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11.6 NTP Synchronization Via Network Time Server

Vendors now offer both WWV and GPS Network Time Servers. These devices interface directly to your
Ethernet via either 10Base-T or coaxia connections. Time synchronization signals are obtained either via
WWV or GPS radio and antenna. These devicesinterface directly to the network and not through the
computer’s serial port. As such, they do not depend on specific computer hardware and operating
systems for support. Possible vendors include Bancomm, TrueTime, Spectracom, Austron, Magnavox,
Datum, and NMEA.
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12.0 Security Measures

Security measures for the operating system and database are discussed in the following sections.

12.1 Operating System Security
Security measures in FEMIS include security goals, user account management, user identification number
(UID) and group identification number (GID) management, password protection of accounts and files,

other encryption, no access files, and NFS connections scripts. Consideration of factors common with
EMIS operation on a PC or UNIX server has been taken into account.

12.1.1 FEMIS Operation System Security Goals
The goals of security measures taken for FEMIS include the following:
» Eliminate all passwordsin the clear from NFS connection batch scripts.
» Accomplish Windows NT login and NFS connections viaa single login dialog.

 Establish the unique UID number, login name, and secret password for each user in the EOC. Users
will maintain their own passwords.

» Verify that server files created viaNFS are owned by user’s UID, and files created via NFS, while
operating FEMIS, have GID femisrun.

» Verify that thereis no access from ordinary user accounts to files on the UNIX server that might
contain sensitive information.

» Verify that security measures are compatible with EMIS operations. Run FEMIS and EMIS on same
PC. Run FEMIS and EMIS from the same login.

12.1.2 User Accounts

Each individual who uses FEMIS needs an account on the Windows NT workstation and UNIX server.
For FEMIS, multiple accounts must be maintained on both NT and UNIX systems for security reasons.

Every person using the EOC computing resources needs a user account. If deemed suitable, an EOC's
system administrator can create and maintain user accounts for each and every person who will be using a
FEMIS workstation.

As an dternative, your System Administrator may want to set up groups of users rather than individuals.

In that case, several people would use the same user name and password. Examples are setting up user
accounts based on operating position in the EOC, e.g., safe for Public Safety or tran for Transportation.
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12.1.3 UID and GID

The UID isanumber that identifies user accountsin UNIX. Each user account, individual, or position
must be assigned a unique UID. These humbers must be unique so that no two user names at the EOC
will have the same UID. PNNL suggests using UIDs in the range from 100 to 60,000. The main use of
UID isto establish ownership of files on the UNIX system.

The GID identifies group. Each and every user account created on a FEMIS UNIX server must be
included in the femisrun group.

During execution of FEMIS on a PC workstation, files created by that PC on the M:\ drive will have
ownership/group userid/femisrun, where userid is the UID/username of the user account.

Files created by FEMIS workstations on M:\ include D2PC and Evacuation model log files and result
files.

At siteswhere both FEMIS and EMIS are being installed on the same server, the choice of UID and GID
numbers should be coordinated with the EMIS vendor to ensure that these unique numbers do not
overlap.

12.1.4 Passwords

A user or System Administrator must be concerned with two types of passwords, the Windows NT
workstation password and that user’s password on the FEMIS UNIX server unless using Samba with
Windows NT authentication (See Section 14.2.3, Samba Services). The Windows NT and UNIX
passwords must be the same for FEMIS to work. If both EMIS and FEMIS are to be run from that user’s
PC, then they need to be concerned about the EMIS UNIX server password a so.

Upon a FEMIS user logging onto a PC, the FEMIS startup script, FSTARTUP.EXE, is run from the
Startup group. Theresult is network connections being made via NFS or SAMBA to the FEMIS UNIX
server. A connection to drive M:\ istypically established.

The users of FEMIS should be responsible for maintaining their own Windows NT login password and
UNIX password(s) (if applicable). A user’s UNIX account password should beidentical to their
Windows NT account password unless using Sambawith Windows NT authentication (See

Section 14.2.3, Samba Services). That way, they only need to enter a password once, at the Windows NT
Login Information dialog box. The password entered there will be reused for NFS/SMB connections
needed in FSTARTUP.EXE. If the NFS/'SMB connection password authentication fails, FSTARTUP.EXE
will prompt the user for his/her password(s).

Sinceauser’s Windows NT and UNIX passwords should be the same, UNIX password rules (the more
limiting of the two) must be used in the case of NFS only. UNIX/NFS passwords must contain 1) two to
eight letters or digits, 2) first character must be aletter, 3) at least one character must be lower case, and
4) May not contain a space or anew line (\n). A password should differ from the user’ s login name or
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any circular shift of that name. Passwords should differ from the old password by at |east three
characters. Password uniqueness must be established in the first eight characters. Mismatchesin
characters beyond eight may or may not be detected.

Each user (or group of users) isresponsible for maintaining his’her own password. If password
management is done by group, one person in that group should have prime responsibility for maintaining
the password and letting it be known to othersin that group.

Password maintenance on the PC is performed via Ctrl-Alt-Delete, which runs the Windows NT Security
dialog box. UNIX password maintenance is accomplished by running telnet to the UNIX server and
using the passwd command for FEMIS and nispasswd for EMIS to modify passwords. Passwords
maintained by a Primary Domain Controller (PDC) are administered either by the user using the Ctrl-Alt-
Delete mechanism as an individual user or by running the Windows application Server Manager for
Domains. Setting both passwords to the exact same string ensures that the password only needs to be
entered once at the main Windows NT login window.

12.1.5 Encryption

Windows NT, Samba, and UNIX account passwords are encrypted in the default methods of Windows
NT and the Sun Solaris operating systems. No other methods are incorporated in FEMIS for encrypting
authentication passwords.

Data transmitted to and from the FEMIS command server are currently encrypted using a DES-like
algorithm. A future version of FEMIS may use SSL. None of the other FEMIS daemons currently use
encryption.

12.1.6 No Access Files

Some filesin FEMIS may contain passwords or other sensitive information. These files have been made
inaccessible to the normal EOC user accounts. Thisis accomplished by setting ownership/group to
femis/noaccess and protection mask to 600 ( rw------- ) , which resultsin no read accessto the world. An
example isthe FEMIS Command Server configuration file. Do not change the protection to something
else, eg., 644, astheworld will be able to display and read any sensitive information contained in that
file.

12.1.7 FEMIS/EMIS Issues

It is possible to run both EMIS and FEMIS on the same PC workstation and from the same Windows NT
login. FEMIS uses drive M:\ for accessto aUNIX server. EMIS uses network drives N:\ and S:\ to
access fileson a UNIX server (may also use drive I\ and T:\).

It isalso possibleto install and run both EMIS and FEMIS on the same UNIX server. Security models
for UIDs, GIDs, and file ownership for the two systems are compatible.

12-3



Federal Emergency Management FEMIS System Administration Guide
Information Systems (FEMIS) May 26, 2000-Version 1.4.7

Installations where both EMIS and FEMI'S are supported on one or more UNIX servers will need user
account maintenance in accordance with EMIS system administration.

Note: NIS+isusedin EMISfor maintaining user accounts.

12.2 Database Security

Most of the database access security in FEMIS was added in the previous version, FEMISv1.4.6. This
was accomplished by creating these additiona Oracle schemas for each EOC' s Oracle database:

* FEMISIlogin schema— Thisinitial access schema can only view part of asingle table in the database.
The password for this account is fixed and stored in the FEMIS initialization file, but the schema can
only query parameters needed to perform the initia validation of a user’slogin.

*  FEMIS application schema— This schemais used to access the FEMIS Oracle database from the
FEMIS application after a successful login. This schema can view and edit data within the FEMIS
database but does not have the ability to change the structure of the FEMIS Oracle tables or perform
Oracle administrative functions.

* FEMIS management schema— This schema s used to create and manage the tables, indexes,
procedures, and other objects of the database. This schema®owns’ the production data and is used to
complete all data administrative functions that are necessary.

» FEMIS administration schemas (two) for UNIX accounts — These schemas are used by AutoRecovery
and other UNIX processes to access the local Oracle database. The password for each schemais
identified externally to Oracle and is managed by UNIX, which provides security and change
capabilities. These schemas match the UNIX femis and oracle user accounts.

It isalong term goal to add more database security to prevent accidental or malicious access problems
from occurring. The following increased security measures are included in FEMISv1.4.7:

* Increased security for database replication
* Maodifications to Manage Database Passwords tool.

12.2.1 New Replication Schema

In FEMIS v1.4.7, anew Oracle schemais provided for the management of shared database information
with remote servers. This schema manages the propagation of shared data and is named prop. Each
server database has one prop user that is responsible for pushing local changes to remote databases and
handling updates from remote databases. The password for this schema can be changed from the PC
based password tool.

12.2.2 Modifications to the Manage Database Passwords Tool
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The Manage Database Passwords tool was implemented in FEMIS v1.4.6 to change the password for an

application database schema or a management database schema. It can also be used to restore all owner

schema passwords for the site to the installation defaults. The tool was updated in the current release to
also change the propagator password.

In FEMIS v1.4.7, the tool requites the user to supply at least one password to be able to do any changes.

This corrected a problem with the previous version that could restore default passwords without

supplying apassword. A brief description of the tool follows.

Warning: Before using thistool, be surethat all of the appropriate servers, databases, and networks are
operating normally and that you know all of the necessary passwords to complete this
operation. Also make sure the FEMIS ODBC data source names on the PC are correct and
complete for all databases affected. If the environment is not complete or the passwords are
not known, the process may only partialy finish, requiring manual intervention from a
System Administrator to appropriately restore the passwords.

In generd, thistool is used as follows:

1. Select aData Source Name (DSN). The default upon entry isthe DSN for your EOC.

2. Select one of the four available password options.

3. Enter the old and new passwords in the Change Schema Password fields, if prompted.

4. Pressthe Execute button.

5. Respond to input requests.

Note: Remember that Oracle passwords are case sensitive.

Option 1. Change the Application Password

This option will change the password of the application database schema. Thisis the schema used by the

FEMIS application itself. It has only the database privileges necessary for the execution of the FEMIS

application and some of its utilities.

To change an application database schema password:

1. Select the DSN for which you wish to change the application database schema password from the
Data Source Name drop-down list,.

2. Select the Change This Application Password option button.

3. Enter the current password in the Old Password field.
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4. Enter the new password in both of the New Password fields. The password must be between 4 and
16 charactersin length and may only contain alphanumeric characters.

5. Pressthe Execute button. The processwill run, changing the application schema password for the
specified EOC.

Progress messages will appear in the Process Log field. Thelast progress message will indicate
whether or not the full process was successful.

6. Pressthe Clear Log button to reset the window, or the Close button to close the window.

Option 2: Change the Management Password

This option will change the password of the management database schema. Thisisthe schemathat owns
the objectsin the FEMIS database. Sincethisisthe schema exists on all serversin a multi-server
configuration, changing this password involves all site servers.

To change an owner database schema password:

1. Select the DSN for which you wish to change the owner database schema password from the Data
Source Name drop-down list.

2. Select the Change This Owner Password option button.
3. Enter the current password in the Old Password field.

4. Enter the new password in both of the New Password fields. The password must be between 4 and
16 charactersin length and may only contain a phanumeric characters.

5. Pressthe Execute button. The processwill run, changing the owner schema password for the
specified EOC.

Progress messages will appear in the Process Log field. The last progress message will indicate
whether or not the full process was successful.

6. Pressthe Clear Log button to reset the window, or the Close button to close the window.

Option 3: Change the Propagator Password

This option will change the password of the propagator database schema. Thisisthe schemathat controls
the FEMIS database replication. Sincethisis the schema exists on all serversin amulti-server

configuration, changing this password involves all site servers.

To change the propagator database schema password:
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1. Select any DSN from the Data Source Name drop-down list.

2. Select the Change Propagator Password option button.

3. Enter the current password in the Old Password field.

4. Enter the new password in both of the New Password fields. The password must be between 4 and
16 charactersin length and may only contain alphanumeric characters.

5. Pressthe Execute button. The process will run, changing the propagator password for all EOCs.
Progress messages will appear in the Process Log field. The last progress message will indicate
whether or not the full process was successful.

6. Pressthe Clear Log button to reset the window, or the Close button to close the window.

Option 4: Reset All Owner and Propagator Passwords

This option will restore all owner and propagator schema passwords for the site to the installation default.
It would typically be used only as part of an installation or upgrade process.

To reset all owner and the propagator passwords:

1

Make sure that a DSN has been selected from the Data Source Name drop-down list. Whileal
DSNs will be affected, one needs to be specified initialy as the source for the basic EOC information.

Select the Reset All Passwords option button.
Enter the current password for the propagator schema in the Old Password field.

Enter the new password for the propagator in both of the New Password fields. The password must
be between 4 and 16 charactersin length and may only contain al phanumeric characters.

Press the Execute button. The processwill run, changing all of the owner and propagator schema
passwords for the site.

If the current password for any given schemais not the default, you will get an Oracle login box for

that schema. Enter the current password for that schema and press the OK button. 1f you do not
know the correct password, the process will terminate.
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Progress messages will appear in the Process Log field. The last progress message will indicate
whether or not the full process was successful.

6. Pressthe Clear Log button to reset the window, or the Close button to close the window.
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13.0 Backup Strategy for FEMIS

Backups are critical in the maintenance of your FEMIS UNIX server since they provide a safety net to
prevent data loss in the event of disk failures, software, or operator error. Failure to properly backup your
system can cause hours or days of unnecessary labor in reproducing lost files and configurations. The
ideal backup strategy automates as much as possible, thus minimizing manual actions performed by the
system administrator. However, an improperly implemented strategy can cause problems rather than
protect data. If the recommendations outlined below need modifications for your system, please analyze
the changes carefully to avoid problems.

This document provides arecommended backup strategy for the FEMIS system and supplies details on
using scriptsthat areinstalled on the UNIX serversto automate the process and a procedure for
implementing system backups on a Sun Solaris system.

13.1 Recommended Backup Strategy

Regularly scheduled file system and Oracle database backups are recommended in addition to manual
backups done as part of system upgrades or planned hardware and software maintenance. The backup
process should be automated to make sure it always gets done consistently. The best time to backup your
system is during times of low use (usually during the night). A full file system backup followed by
incremental backups (changed files) isrecommended. Thiswill ensure the system can be quickly restored
with only afew tapes. A method of tracking taped backups and retention of the mediawill ensure your
ability to recover from dataloss.

Some of the datain the FEMIS Oracle database tends to accumulate and can lower performanceif it is not
periodically removed. The addition of foldersin this version of FEMIS takes care of removing old data if
folders are used correctly. Scripts are available to save the contents of the database and then remove the
folder data that is no longer of useto the operationa system.

The Oracle database backups and folder deletion need to be coordinated with the file system backups.
This ensures the saved database files are not in the process of being modified while they are being copied
to tape, and old database files that are no longer needed on the disk can be removed after a successful tape
image ismade. If thisold datais not removed, the disk can fill up in one to three weeks.

13.1.1 File System Backups

An automated strategy of running full file system backups once a week followed by incremental file
system backups the other workdays is recommended. These file system backups must follow the database
backups that occur the same night. After asuccessful full file system backup, the old Oracle export and
log files created by the database can be removed.

This process should be repeated each week with different media. For example, at PNNL, weretain

6 months (26 weeks) of full backups and 2 months (8-weeks) of incremental backups. The tapes are
numbered and designated as full or incremental backups and kept in numerical order in acabinet. A
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logbook is aso used to track when tapes were used. Y our System Administrator mounts the backup tape
each night and then checks the next morning to ensure the backup ran successfully. If afailure of the
media occurred, they can then rerun the backup manually. For disaster recovery, the latest full and
incremental backups are kept in adifferent building. This backup regimen has proven to be highly
successful in providing us with an efficient way to recover from data loss.

When the FEMI'S software was installed on your UNIX server, files system backup scripts and template
fileswere installed and are located in the install/backup_template directory. These scripts enable you to
schedule and backup your file system. (See Section 13.1.2, File System Backup Procedures for the UNIX
Server, to customize and setup the server for automated backups.) These files contain scripts that will
check the full file system backup log for errors before removing the old Oracle export files. This prevents
deleting these files without first successfully backing them up.

13.1.1.1 Full File System Backups

A full file system backup creates an image of your system and can be used to restore a disk to the point in
time this backup occurred. The operating system tracks the occurrence of afull file system backup of
each disk in the /etc/dumpdates file on your system unless athird party backup mechanism is used which
maintains its own database of backup dates (such as Legato’'s Networker, AKA Solstice Backup). A full
file system backup of adevice is designated as a level 0 dump followed by the date and time it occurred,
for example:

/dev/rdsk/c0t0d0s0 0 Sun Apr 12 00:00:52 1998
/dev/rdsk/c0t0d0s5 0 Sun Apr 12 00:06:04 1998
/dev/rdsk/c0t0d0s6 0 Sun Apr 12 00:11:22 1998
/dev/rdsk/c0t1d0s7 0 Sun Apr 12 00:33:28 1998

13.1.1.2 Incremental File System Backups

Anincremental file system backup uses the data in the /etc/dumpdates file to determine which files have
changed since the previous full file system backup and then writes only the changed filesto tape (unless a
third party backup solution is used as mentioned above). In order to completely restore adisk or
directory, the full file system backup must be restored followed by the latest incremental. Incremental file
system backups are designated by alevel 9 dump in the /etc/dumpdates file.

13.1.2 File System Backup Procedures for the UNIX Server

Software backups and archiving are highly recommended as part of normal system administration
operations and management. Example scripts are delivered to perform these tasks. The EOC and System
Administrator should become familiar with the examples and make any modifications necessary to
comply with their information system policies.
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The backup files are located in the install/backup_template directory and include the following:

README.backup

backup.sh - The script which performs backups.

backup.sh.1 - The backup.sh man page.

backup_system_full - The control file template for full backups.

backup_full_data_file 1 - The data file template for tape 1 of the full backup.
backup_full_data_file 2 - The data file template for tape 2 of the full backup.
backup_system_inc - The control file template for incremental backups.
backup_inc_data_file 1 - The data file template for tape 1 of the incremental backup.
backup_check.sh - The script to check for successful backups and call the Oracle export

and archive log removal script.

To customize the backup templates for your site, compl ete the following steps:

1. Createthe /apps/backup directory.

2. Copy the backup filesto /apps/backup.

3. Configure the backup templates for the system. Each backup datafile will write to one tape. If more
than two full or one incremental backup tapes are required, create a new data file and add the new
datafileto the appropriate control file.

To run an Oracle archive removal script:

1. Uncomment the backup_check.sh linein the backup_system_full file.

2. Edit the backup_check.sh script to verify the EXPECTED_LOGS variableis accurate.

3. Modify the ORACLE_REMOVE variable to call the Oracle file removal script.

To run an automated backup, load the appropriate number of tapes and add the following to the root
crontab:

#

# Backups

#

350 * * 2 Japps/backup/backup_system_full > /dev/null 2>&1
30 0 * * 3-6 /apps/backup/backup_system_inc > /dev/null 2>&1

To perform backups manually, load the appropriate number of tapes and run the following commands.
Full backup (performed Monday evenings): # /apps/backup/backup_system_full &

Incremental backups (performed Tuesday-Friday evenings): # /apps/backup/backup_system_inc &
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13.1.3 Oracle Database Backups

The Oracle database contains most of the information that is used throughout FEMIS. The databaseisa
critical part of the system. To ensure the database can be restored in case of hardware malfunctions,
software problems, or human error, it must be backed up on aregular basis. Although recovery may be
complex depending on the types of damage to the database, it can usually be accomplished if the database
was properly backed up.

To provide aternative methods of recovery, we recommend the following Oracle database backups be
done.

Full database backups copy all the files that comprise the Oracle database. We recommend both periodic
“cold” full database backups as described in Section 13.1.3.1, Cold Full Backups of the Oracle Database,
and weekly “hot” full database backups as described in Section 13.1.3.2, Hot Full Backups of the Oracle
Database.

Logical Oracle database backups are Oracle database exports. We recommend nightly logical Oracle
database backups as described in detail in Section 13.1.3.3, Logical Backups of the Oracle Database.

Full database backups and logical database backups provide different recovery capabilities.

Full database backups are used to restore the Oracle database to any point in time, including the last time
the database was operating normally. Note that to recover using a full database backup, Oracle should be
operated in archive mode so the archive logs are copied to asave area. To recover to apoint in time, the
last full backup files are loaded, and then the archive log files are applied until the desired point in timeis
reached. If archivelog files are not available, a cold full database backup can still be used to restore the
database to the point when the cold full database backup was made, but changes made after that time
cannot be recovered. Recovery using a hot full database backup cannot be accomplished unless all
archive logs are avail able.

Logical Oracle database backups are used to recover to the time when the logical database backup was
completed. The Oracle import tool is used to regenerate the database in case of major failures. Thistype
of recovery is useful to restore the database to a past state where the database was known to be good. If
the database was damaged in some manner so that it would not start up, then imports would not be
possible. In this case, the database would then have to be rebuilt using a complex process availablein
Oracle' sinstaller, or the database could be restored from the most current set of files produced by a cold
backup.

Itisessential that the database backups be integrated with the file system backups. When thisis done, the
Oracle fileswill be ready to be copied to tape along with other disk files, and disk space will be freed
when old files are deleted after the successful file system backup. Y our System Administrator should
ensure the directory containing the archive logs, and the Oracle backup files are included in the file
system backup.
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When the FEMI S software was installed on your UNIX server, Oracle database backup scripts and
template files were also added and are located in the oracle/admin directory. These scripts will enable
you to schedule and automate backups for your Oracle database.

13.1.3.1 Cold Full Backups of the Oracle Database

The database must be shutdown to perform an Oracle cold full database backup. A script to perform a
cold backup, named dbbackup_cold, is available in the oracle/admin directory. This script shuts down the
database, copiesthe files to a save areaindicated by the environment variable ORACLE_COLD and then
restarts the database. In amultiserver configuration, shutting down the database on one server causes
replication failures on remote servers since the remote servers continually try to query for database
changes. Although these replication failures are temporary and are usually repaired when the database
comes back up, sometimes more serious problems are encountered. Therefore, cold backups are not
routinely used in FEMIS and are manually initiated at times when the database is shut down for other
reasons. Database shutdowns should be coordinated with other remote servers to avoid complications.

Cold backups are recommended before the installation of a new FEMIS version and whenever the server
is shutdown for several hours or more for maintenance. This backup can be used to restore the database
to the specific date it was done. In addition, archived logs can then be applied to restore the database up
to the time of the last archive if al archived logs since the last cold backup are available.

13.1.3.2 Hot Full Backups of the Oracle Database

Oracle hot backups are full backups that are done without shutting down the database. A script to
perform a hot backup, named dbbackup_full, is available in the oracle/admin directory. This script first
does alogica backup (see Section 13.1.3.3, Logical Backups of the Oracle Database) and then checksto
seeif the database is operating in archive mode. If the database is not in archive mode, a hot backup
cannot be performed so the script exits. If the database isin archive mode, each datafileis put into
backup mode, and then it is copied to a save areaindicated by the environment variable ORACLE_FULL.
After that, the Oracle control file is copied to the same save area. At this point, the database is backed up,
and the filesin the save area can be copied to tape as part of the file system backup process. When all
files are safely backed up to tape, the online Oracle redo logs are removed so the file space is available for
the next set of logs.

It is recommended that hot backups be done weekly during off-use time when changes to the database are
minimal. These backups can be used with the archive logs to restore the database to apoint in time. All
database archive logs, from the time the hot backup was started to the time of desired recovery, must be
availablein order to restore the database. If logs are missing, the hot backup will not succeed—for this
reason, cold backups are considered essential.

13.1.3.3 Logical Backups of the Oracle Database
A logical Oracle database backup uses the Oracle export utility tool to make a consistent copy of the

database to afile. Logica Oracle backups are combined with folder deletion to insure that closed folder
datais saved before the delete process removesit. A script to perform folder deletion, named
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dbbackup_folder, is availablein the oracle/admin directory. A system level export dumpsall Oracle
objectsin al Oracle user accounts to the save area indicated by the environment variable
ORACLE_EXPORT. A typical logical backup takes about 15 minutes, and after this time, the export file
is ready to be copied to tape by either afull or incremental file system backup. A logical Oracle database
backup does not require the Oracle database to be shut down.

It is recommended that logical backups be done each working day during low use times to save the
database asit exists. From this export, individual user accounts can be restored using the Oracle import
tool. When thisisdone, datain all tables are restored to what existed at the time of the export.

Also, datain a specified set of tables can be restored from alogical Oracle database backup, leaving the
rest of the database alone. This can be useful if datain atable is deleted accidentally because restoration
to aprevious day’ s logical Oracle database backup will save time by not having to recreate the lost data.

13.1.4 External Storage of Folders and Deletion of Old Folder Data

Asthe FEMIS system is used, data accumulates in many of the Oracletables. Certain tables may get
extremely large and dow down the performance of the system. The meteorological, D2PC, and journal
log data, al of which have frequent updates, are of specia concern. Some EOCs wish to maintain a
record of thisinformation for an extended period of time, so some data cannot be smply deleted. Folder
processing alows historical datato be saved for possible future use and deletes this information from the
operational system.

A more compl ete description of the database aspects of folders can be found in the Section 10, Folder
Management and Archiving, of the FEMI S Data Management Guide. A brief description follows
related to backing up the Oracle database. A template is provided in the /oracle/home/admin directory for
use as a crontab table for the UNIX femis user. When thisisimplemented, the folder deletion process
will be done each workday evening. First asystem level export, as described in Section 13.1.3, Oracle
Database Backups, is performed with the output file generated in the ORACLE_HOME directory. If this
export compl etes successfully, the folder delete process then checks to seeif folder data can be removed
from the database. Normally folder records are then removed.

Since meteorological datais folder independent, it is handled as a special case in the folder delete process.
Meteorological datais checked each Monday and any records older than 7 days will be removed. Journal
dataisafolder table but it is checked on the first Monday of the month. Any data older than 30 days will
be removed.

D2PC cases are saved in folder tables so that data is normally deleted along with the other folder records.
In certain cases, D2PC may accumulate over time so a script is available to manually remove this data.
This process can be configured to operate automatically as acron job, or it can be used interactively.
Section 10.3.1.2, Archiving D2PC by Number of Cases, in the FEMIS Data Management Guide
describes the process and the options available. It isrecommended that the archiving of D2PC cases be
tailored to your EOC and configured to operate automatically if D2PC case buildup is a concern.
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13.2 System Backups for Sun Solaris System

Thefollowing is a procedure for implementing system backups on a Sun Solaris system using the PNNL
developed backup.sh script and datafiles.

1

Create a directory on your Sun server to keep your backup logs and scripts. A commonly used
location is ffilesystem/apps/backup. Y ou can add an entry to your /etc/auto_apps to automap this
directory as /apps/backup.

# apps directory map for automounter
#
backup -intr,rw,nosuid system:/filesO/apps:&

Copy all fileslocated in /home/femis/install/backup_template to your backup directory.
Document your system’s configuration for the following items:
Number of bytes that your tapes are able to store on your tape drive.

Tape drive device address (e.g., /devirmt/#). If it isthe only tape device on your system, it islikely
to be /dev/rmt/0.

Appropriate ufsdump options for your tape device (see the man pages on ufsdump and tape drive
manufacture’ s specifications).

Mount point of system disks.
Disks size and bytes used.

Document the directory where your oracle home account islocated if you are going to remove Oracle
exports after your full backup.

Configure each of the backup datafiles to match your system'’s configuration. Modify, if hecessary,
the following items:

» Options — Thisisthe ufsdump options for your device. The template files are configured for
4mm DDS tape drives. Thefirst option isfor dump level and should be left as either 0 for afull
backup or 9 for an incremental backup. Y ou need to include the u and f options regardless of tape
drive used.

* Device_file — Thisisthe tape drive device address. If your tape drive can compress data, include
the c parameter. Alwaysinclude the n parameter (e.g., /dev/rmt/#cn).
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* Filesystem — Thisisthe mount points of the system disks (space delimited). Y our typical
incremental backup will include all file systems. Most full backups will need two or more full
datafiles. Do your best to arrange them so tapes do not run out of space. Do not duplicate or
leave out any disk drives.

* Mail_to—Thisisalist of UNIX accounts or E-mail addresses (space delimited) which will
receive the backup log and awarning list at the end of the each backup tape.

5. Each backup data file will write to one tape. If you need more than two full or one incremental
backup data files, make a copy of an existing file and name it according to the order it will be used.
Edit and change the log_file option to match the data file number.

6. Add/remove linesin the backup_system_full and backup_system_inc files so they execute al the data
files with the backup.sh script. Be sure asleep (a minimum of 180 seconds, shipped specified as
360 seconds) command separates each backup execution for autoloaders. This command gives the
tape drive time to unmount and remount the tapes.

7. Uncomment the backup_check.sh linein the backup_system_full file to run an Oracle archive
removal script. You will aso need to edit these variables in the backup_check.sh script:

e ORACLE_REMOVE —Thisline will be oracle_home_directory/admin/dbbackup_cron —clean.
* EXPECTED_LOGS — Thiswill be the number of backup logs generated by the full backup.
e LOG_PATH —Thedirectory where these logs are located.

When this script runs, it mailsits results to the root mail account by default. The E-mail account can
be changed by editing the backup_check.sh script. Modify the following section (near the bottom) by
replacing root with the E- mail account you want to receive the results.

if [ -f "$LOG" ];
then
< $LOG mailx -s "Oracle Export Removal $REMOVAL_STATUS " root
rm $LOG
fi

8. Load the appropriate number of tapes each night and add the following to the root crontab to run an
automated backup:

#

# Backups

#

350 * * 2 Japps/backup/backup_system_full > /dev/null 2>&1
30 0 * * 3-6 /apps/backup/backup_system_inc > /dev/null 2>&1
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Thisentry in the root cron will execute afull backup at 12:35am Tuesdays and incremental backups
Wednesday through Saturday at 12:30am. To perform backups manually, load the appropriate
number of tapes and run the following commands as root.

Full backup command: # lapps/backup/backup_system_full &
Incremental backup command: # lapps/backup/backup_system_inc &

9. Label and date your tapes.

Do not reuse the same tape for each backup. Y ou should keep several good tape backups on hand at all
times. Determine how long you want to retain full and incremental backups and purchase sufficient tapes
to cover that time. Y ou should also purchase extra tapes to be able to replace bad tapes. Y our full
backups should be kept significantly longer than incremental backups and keep full backups separate
from your incremental backups. Mount the oldest incremental or full tape each time backups run.
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14.0 FEMIS UNIX Server

The FEMIS UNIX server software provides notification between servers, the transfer of data between
FEMIS and EMIS, the capability to gather meteorological data, and the ability for PCsto use the server
resources for large mathematical model/simulation codes. The software on the UNIX server consists of
the FEMIS host Notification Service, the FEMIS command server, the FEMIS Met application suite, and
the FEMIS Data Exchange Interface (DEI). These services, combined with the UNIX COTS
applications, provide the structure for the FEMI S software.

14.1 Maintenance of the FEMIS UNIX Server

Consistent server maintenance is essential for FEMIS operation. The following steps should be taken
regularly to monitor and maintain the server.

14.1.1 Monitor Oracle and FEMIS

The UNIX FEMIS Monitor and/or FEMIS AutoRecovery can be used to monitor critical FEMIS
functions. These functionsinclude the FEMIS Notification Service, the FEMIS Command Server, the
FEMIS DEI, the number of Oracle PC connections, the Oracle Listener, and Oracle replication. For more
information on the FEMIS Monitor, see Section 2.0, FEMIS Monitoring Tools, and for Oracle
maintenance, see Section 13.1.3, Oracle Database Backups.

14.1.2 Perform System Backups
System backups are critical to datarecovery. It ishighly recommended that each EOC establish backup

procedures. For more information on Oracle backups, see Section 13.1.3, Oracle Database Backups, and
for server backups, see Section 13.1.1, Full File System Backups.

14.2 Troubleshooting the FEMIS UNIX Server

The following items are provided for the System Administrator to aid in the administration of FEMIS.
For more information on the COTS products, please refer to the documentation provided by the vendor.

14.2.1 FEMIS Troubleshooting

If FEMIS processes are down the following commands may be used to stop and restart all FEMIS
processes.

# sh /etc/init.d/femis stop

# sh /etc/init.d/femis start
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14.2.2 NFS Services

PCs may receive the following error when trying to connect to the server.
Network Timeout or HCLNFSD/PCNFSD not running on Host.

This error message typically occurs for one of the following reasons:

1. Themountd daemon is not running on the UNIX server. To resolve, start the mountd daemon.
# sh /etc/init.d/nfs.server start

2. The HCLNFSD daemon is not running on the UNIX server.

3. The NFSlocking daemon is hung on the UNIX server.

For Steps 2 and 3, stop the NFS Maestro daemon, if it is running.
# sh /etc/init.d/hclnfsd stop

Restart the daemon
# sh /etc/init.d/hcinfsd start

If the error continues, you may need to stop and restart the server locking daemon. Stop the NFS Maestro
daemon, if it isrunning.

# sh /etc/init.d/hclnfsd stop
Stop lockd

# sh /etc/init.d/nfs.client stop
Restart lockd

# sh /etc/init.d/nfs.client start
Restart the NFS Maestro daemon

# sh /etc/init.d/hcInfs start

14.2.3 Samba Services

Samba is a software package for UNIX that alows interconnectivity with Microsoft Windows and
Windows NT platforms. The advantage of its useisthat it allows Windows platforms to communicate
via native protocols to access resources (file and print) on a UNIX system. UNIX uses NFS (Network
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File System) as its native format, which Windows platforms do not support as a bundled operating system
capability. This situation requires the addition of a COTS package to provide NFS services to the PC,
such as NFS Maestro or Solstice NFS. With the capability now on the server with Samba, a COTS
package is no longer required on the client PC systems in order to access server resources. One other
advantage of Sambais that it now allows encrypted user authentication to a variety of Microsoft

authenti cation mechanisms making it much more secure and incorporable in the PC environment.

Samba, as released with FEMIS, is configured to work within the inetd framework. If you have an earlier
version ingtalled, it may have been run in stand-al one daemon mode — meaning that port monitoring was
accomplished by the Samba daemon instead of the inetd daemon. Running Samba under inetd control,
rather than the stand-alone daemon mode, means it may be alittle more difficult to diagnose when
problems arise; however, inetd has mechanisms in place to prevent runaway process replication on port
driven services making it safer to use within the Solaris environment.

Sambais avery diverse and flexible package, which trandates to an over-all complexity. The Samba
package released with the FEMIS has been configured to specifically run aparticular way. It already has
predefined resources and global parameters that were obtained from field experience with non-FEMIS
released versions of Sambain use at EOCs prior to thisrelease. If your siteis using schemes for PC
integration that were not anticipated in the FEMIS packaged release of Samba, afew very minor editsto
the configuration file may need to be done to set the site specific parameters. In these cases, athorough
review of the Samba configuration file man page is recommended to understand the different Samba
configuration parameters. Basic editing of the smb.conf fileis al that istypically necessary to get Samba
working. If the source was installed at the package installation time, there is awhole directory tree of
Samba documentation and notes availabl e regarding specific topics that can be reviewed and/or searched.

14.2.3.1 Samba User Authentication

FEMIS Samba authentication is assumed to be provided via a primary domain controller. This requires
the server to register/authenticate itself with the domain controller viathe smbpasswd —j <domain_name>
-r <primary domain controller> command before anything will work. This also assumesthat all FEMIS
client PCs are under the same domain control asthe server isjoining.

If domain services are not in use at a site, Samba al so allows authentication via several other secure
mechanisms. Sambawill even allow authentication viathe UNIX password on the server (although this
is not recommended as it forces clear-text passwords on the network wire, and requires a special
configuration of the Windows client to allow clear-text passwords to be sent). Other forms of
authentication are NT server authentication, the smbpasswd file (located in /etc/samba/private), and
UNIX user password authentication. The smbpasswd authentication is a fallback if user authentication
failsto adomain server. This meansthat if a non-domain defined user logs onto a domain (or non-
domain) PC, they can gain seamless access to Samba resources without having a domain account if they
have a smbpasswd entry on the server. Documentation for use of the smbpasswd mechanism and file
can be found in the source documentation directory in the two filesENCRYPTION.txt and
DOMAIN_CONTROL.txt as well asthe smbpasswd UNIX man page.
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Some common problems that can occur with user authentication are

No UNIX account exists for the PC user. All Samba users must have as aminimum, a UNIX account
defined on the system. Samba does not requir e that the account have a valid password (unless
UNIX authentication isin use) nor does it require the user to have user space (a home directory)
defined on the system. The user must be defined to the UNIX system (in the password/shadow
mechanism) or Sambawill fail the request for resources. A failed request shows up on the PC asa
request for username and password to gain access to the resource. Very little information is given to
the client PC user as to what is failing, other than the username/password window. Thisiswhat
makes Samba connectivity particularly difficult to diagnose. All diagnostic methods must be done on
the server side since the PC simply is rejected without any logged reason on the PC itself.

* Theuser has not been added to a UNIX group required for access to a share in the smb.conf file. The
default shares defined in the FEMIS smb.conf file require users to be a member of the UNIX group
femisrun.

14.2.3.2 NFS and Samba Interaction

Samba and NFS services can coexist on a UNIX server and client PC; however, the PC has no real way of
forcing which serviceis used in any particular case, even with network access orders defined to be afixed
order (see the Network Neighborhood properties pane). Usualy, the differences between the NFS share
names and the Samba based share names are enough for the PC to distinguish which service to usein
connecting. There are occasions where the client seemsto get locked into using the NFS protocol instead
of the SMB Samba protocol to attach to aresource. In these cases, the method that has experienced the
best successin forcing the SMB protocol use isto specify the server’s host name as araw |P address
instead of a host name. For example, instead of specifying aresource name as \\anca-eoc\user, the share
name would be expressed as\\131.92.35.11\user. To experience the least amount of connection
problems; however, it isssmply best to not install COTS NFS services on the PC if NFS will not be used.

14.2.3.3 FEMIS Samba Directory Structure

The FEMIS Samba directory structure is somewhat spread out to allow the serving of the Samba binaries
and gtatic files to multiple UNIX hosts, while maintaining server specific configuration and logging
uniquely on each separate UNIX host. The directory treeis asfollows:

« Staticfiles: binaries, man pages, source tree located by default in /apps/samba.

e Configuration files. smb.conf, domain account files, and smbpasswd located in /etc/samba and
letc/samba/private.

* Logfiles, locks directory, and browse lists located in /var/adm/samba.
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15.0 FEMIS PC Utilities

The FEMIS PC utilities are a collection of programs distributed with FEMIS. Some are programs that are
used by FEMIS. Some are configured when FEMIS isinstalled and are run automatically every time the
computer is booted. Other utilities are intended to be run at any time.

15.1 FSTARTUP

FSTARTUP.EXE isthe FEMIS startup script. It should be set to run automatically each time a user logs
into Windows NT. It maps network drives and runs startup scripts specified in the %windir%\FEMIS.INI
file.

For each entry in the [FemisPC] section of FEMIS.INI, FSTARTUP.EXE looks for
XDriveNetPath=<network path>

FSTARTUP.EXE will attempt to connect drive X:\ to the network path specified where X:\ can be any

driveletter. It will attempt to make the connection using the Windows NT login username and password.

To specify adifferent username or password, use the following options:

XDriveConnectAs=<username>
XDrivePassword=<password>

FSTARTUP.EXE aso looks for the entries

LocalStartupScript=<filename>
EMIS_StartupScript=<filename>

Where filename specifiesthe full pathto afile. FSTARTUP.EXE will attempt to run files specified in
these two entries.

15.2 FUPDATE.BAT

FUPDATE.BAT isautility that can be used to update files, such asthe HOSTS file or GIS datafiles, on al
FEMIS PCs. The M:\FUPDATE.BAT file contains comments with directions on how to configureit to
update fileson al FEMIS PCs. These directions are near the bottom of the file and include an example.
The directions specify you should copy the example and modify it as needed.

When updating GISfiles, it is necessary to know the path to which the GIS was installed and sometimes
the size of the GIS that was installed. These can be determined by adding the following line to
FUPDATE.BAT.

call %FemisTopDir%\GIS\<site_code> ENV.BAT
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This call will set two environment variable:

GisTopDir — Thisisthe top level directory for the GIS data. For example, it might be
C:\FEMIS\GIS\DCD1 if you were in DCD1 and had installed the GIS on your C:\ drive. This
environment variable can be useful for sites where people install the GIS on different drives.

GisSize — This environment variable will contain the relative size of the GIS (SMALL, MEDIUM, or
LARGE). Thisenvironment variable can be useful if you need to update the FEMISGIS.INI filesfor a
site where not everyone installed the same size GIS data.

The example below shows the lines that heed to be added to FUPDATE.BAT to replace an image file on
PCsthat have installed the large UMCD GI S and also shows how to use the environment variables
described above.

set patchxx=%femistopdir¥%\patches\patch_000.txt
if exist %patchxx% goto SKIP_PATCH_000
echo * * * MSG: Doing Patch #000:
call %FemisTopDir%\GIS\UMCD_ENV.BAT
if %GisSize%==LARGE xcopy /f m:\umcd500k.tif %GisTopDir%\images
echo "done" > %patchxx%
:SKIP_PATCH_000

15.3 WINECHO

This program isfor use by NT-DOS batch files running under Windows NT and allows abatch file to
give amessage to the user in anormal Windows message box. This utility is used by several batch files
and the setup program.

Usage:
WINECHO message text.
WINECHO [/Beep] [/Info] [/Warn] [/Stop] /Msg:message text.

Parameters:
/Beep  Beep the speaker
/Info Use the information icon in the message box
/Warn  Use the warning icon in the message box
/Stop Use the stop icon in the message box
/Msg:  Any text following /Msg: will be shown in the message box. If any other parameters
(/Beep, /Info) are specified, then /Msg: must be specified.

15.4 FIXINI

This program “fixes’ the FEMIS.INI file by determining the PC name and setting the correct paths and
filenames for some of the COT S packages used by FEMIS. The COTS that FIXINI.EXE will search for
include the following:
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ArcView GIS

E-mail package.  FIXINI.EXE will search for Novel GroupWise, Microsoft Outlook, and Eudora. If
more than one of these isfound, FIXINI.EXE will prompt the user to select the
package to be used by FEMIS.

This utility is called by the FEMIS Setup program. If any command line parameters are specified, then

the program will exit immediately after writing information to FEMIS.INI. Otherwise, it will wait for the
user to click OK.

15.5 WRITEREG

WRITEREG writes avalue into the Registry. Thisisused by several batch filesto add the correct ODBC
information for FEMIS users.

Usage:
WRITEREG [/?] [/Q] [/D] /T:"type’ /IR:'registry’ [/N:'itemname’] /V:'value’

Parameters:
/?  =Help message.
/Q = Quiet mode-no status messages.
/D = Delete entry (/V parameter not needed for delete).

ITX' = Registry type.
R = HKEY_CLASSES_ROOT
C =HKEY_CURRENT_USER
M = HKEY_LOCAL_MACHINE
U = HKEY_USERS

/R’X’ = Registry entry.

IN:’xX’ = Value Name.

/V:'X' = Value to set.

If avalue beginswith ‘#, it iswritten asa DWORD value, otherwise it istreated as a string value.

Note: Vaue‘x’ must be within apostrophesif the value contains a space, otherwise the
apostrophes are not needed.

Example:

WRITEREG /T:C /R:’Software\ODBC\ODBC.INNXXXX’ IN:Server /V:FI_XXXX

15.6 WRITEINI

WRETEINI writes avalue into an INI file. Thisisused by several batch files to add the correct ODBC
information for FEMIS users.
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Usage:
WRITEINI [/?] [/Q] /F:’file’ /S:’section’ /I:’'item’ [/V:'value’]

Parameters:
/?  =Help message.
/Q = Quiet mode--no status messages.

/F’x’ = INI filename to use.

/S:’x’ = Section name in INI file.

/I’x" = Item (key) in INI file.

VX’ = Value to set. (No value = Delete entry)

Note: Vaue‘x’ must be within apostrophes if the value contains a space, otherwise the
apostrophes are not needed.

Example:

WRITEINI /F’FEMIS.INI' /S:’FemisPC’ /I:'FemisUserTopDirUNIX’ /V:'/home/femis/user’

15.7 MSGBOX

MSGBOX gives a Windows message box to the user. Thisallowsthe batch file to determine which
button the user clicked so it may skip some steps. Thisis not used by any FEMIS batch files at thistime,
but may be used by FUPDATE.BAT files at some FEMIS sites.

Usage:
MSGBOX [/?] [[BTN:x] [/ICO:x] /IM:’'message’ [/T:'title’]

Parameters:
? = Help message.
IM’X’ = Message to show the user.
/Tx’ = Title of message box window.  (Default = ‘Message’)
/BTN:'x’ = Button combination to show user. (Default = OK)
OC = OK & Cancel buttons
YN = Yes & No buttons
YNC = Yes & No & Cancel buttons
The button clicked can be determined by the ERRORLEVEL.
OK,YES =0
NO =1
CANCEL =2
/ICO:’X’" = Icon to show in message box.  (Default = No icon.)
Q = Question
| = Information
E = Exclamation
S = Stop

Note: Vaue‘x’ must be within apostrophes if the value contains a space, otherwise the
apostrophes are not needed.
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Example:

MSGBOX /M:'Update your GIS data now? This could take several minutes to copy.” /BTN:YN
/ICO:Q
IF ERRORLEVEL==1 GOTO LABEL_SKIP_COPYING
:**(Copy files)
:LABEL_SKIP_COPYING

15.8 AUTOEXNT

AUTOEXNT is public domain software written by Jan van Eekeren (janveeke@microsoft.com). The
version of this software, installed with FEMIS, was obtained from the Microsoft Windows NT Resource
Kit CD. Thezpfilefor this software also is available via the Internet.

The purpose of AUTOEXNT isto automatically run abatch script at boot up time. The AUTOEXNT.BAT
batch script is run only once per cold boot of the PC. AUTOEXNT isinstalled as an automatic servicein
the Windows NT Control Panel.

In FEMIS v1.4.7, the purpose of AUTOEXNT isto automatically set the PC'sinterna clock using the
NTP utility program NTPDATE.

15.9 NTPQ

NTPQ isthe NTP query program that queries the NTP servers on the network. NTPQ isinstalled both on
the FEMIS UNIX server and on PCs. Useful reports can be obtained using the following commands:

>>ntpg -p
>>ntpg -p -n

The listing displayed shows the name or IP address of each NTP server on the network, the type of
reference clock at each server, time correction statistics for each server, and from which server the client
currently is acquiring synchronization (line with asterisk).

Example:
>>ntpq -p
remote refid st t when  poll reach delay offset disp
napoleon.eoc.org rll.eocorg 3 u 487 1024 77 15.27 38.875 21.88
*wwvradio.eoc.org WWVB. 1 u 233 1024 377 0.00 42.457 27.34

For a detailed description of the fields displayed by NTPQ, refer to the man pages. On any web browser,
open http://www.eecis.udel .edu/~ntp/. Field st isthe stratum number. The when and poll show when the
server will again be polled. The when number increases once each second. When when reaches poll, the
client pollsthe server. The value of poll starts at 64 (about 1 minute) and increases up to 1024 (about

17 minutes). The numbersin delay, offset, and disp represent the adjustment parameters.
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15.10 NTPDATE

NTPDATE isthe NTP set date program that can be used with cron to implement time adjustments.
However, it is usualy used to make a preemptive adjustment to the PC’sinternal time of day clock. The
single argument to NTPDATE isthe NTP server’s name or |P address. NTPDATE is available both on
UNIX server and on PCs.

To use NTPDATE, you must be logged in as root on the UNIX server or as Administrator on the PC. To
run NTPDATE, the NTP service must not be active, as there can be only one user of the NTP port (IP
service port number 123) at atime. On Windows NT, the -b option is required.

Example:

>> ntpdate -b napoleon
15 Oct 11:50:05 ntpdate: step time server 13.2.8.43 offset 0.005444 sec

15.11 INSTSRV

This program is used to install Windows NT services from the command line.
Usage:
instsrv <service name> <exe location>
to install a service, or:
instsrv <service name> remove
to remove a service
instsrv <service name> query
to query a service configuration

15.12 SWITCHDB

This program is used to change the default database that FEM IS connects to and to attach the FEMIS
planning database. This programis accessible from Start > Programs - FEMIS - Change Default
Database.

15.13 FUNITCVT

This program provides users an easy method of converting units for temperature, weight, length, area,
volume, speed, and pressure. ThisisaWindows NT application.

15.14 Stand-Alone Watchful Eye

The Stand-Alone Watchful Eye is an application that allows FEMIS users to be notified when an event
occurs or other important decisions are made. The main use of this application is so users can monitor
events without having to run the FEMIS application, which consumes significant PC resources. The user
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registersinterestsin specific events. When an event of interest occurs, the Watchful Eye responds
according to the user’ s preferences. The user may then start the FEMIS application to obtain the details
for the event.

15.15 Remote Evacuee Registration

The Remote Evacuee Registration (RER) application will provide users with the capability to enter
evacuee information from shelters during emergencies. The user does not need to be connected to the
network in order to use the application. A dialup connection to the server can be established via a modem
link whereby the evacuee information can be uploaded on request. This offers the convenience of being
able to register evacuees from remote locations via a laptop or other portable PC. Use Point-To-Point
Protocol (PPP) to establish a modem link.

The RER application can be installed as a part of the standard FEMIS installation process.
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16.0 FEMIS Application Error Messages and
Troubleshooting

This section contains error messages a ong with the possible solution(s) to the error, and troubleshooting
of common problems with a possible resolution. The error message is denoted by bold and italics within
guotes. In any situation below, that cannot be resolved with the solution(s) indicated, it is recommended
that you contact IEM’s FEMIS Help Desk at 1-800-939-2737 for assistance. This section only covers
problems noted within the FEMIS application. For AutoRecovery errors messages and troubleshooting,
see Section 2.14, AutoRecovery Error Messages.

16.1 Application Error Messages

This section isin alphabetical order via error messages.

“...can’t close the Gl Swhilein debug mode...”
This message indicates an error has occurred in a previous step.

* Closethe GIS program using the Windows NT Task Manager. If this process does not work, logoff
from Windows NT.

“Can't connect to GI S— gdaSymb_getObject. 380: Invalid property value.”

This message displays after the user has invoked the object version of Select Location from the
operational task status board, cleared the selections from all three drop-down lists, and clicked on the Map
button. Y ou should

»  Select aspecific location type before clicking the Select button that invokes the GIS.

“Can’t start RCP server”

If you receive this error when attempting to log into FEMIS after a Windows NT v4.0 installation, contact
IEM’s FEMIS Help Desk at 1-800-939-2737 for assistance.

“Creating directory M:\GIS. Tried 6 times. 76:Path not found.” and/or “ Creating directory
M:\<user>. Tried 6 times. 76:Path not found.”

This error occurs when the PC is unable to write to the M:\ drive. Y ou should

Verify that the M:\ drive is connected to the correct drive location. If the M:\ drive is connected and you
still receive these errors, have your System Administrator verify that your permissions on the M:\ drive
are set correctly.

FEMIS can be run without connecting the M:\ drive, however, some functions will not work.

* TheM:\ driveisused for automated updates of FEMIS viathe FUPDATE tool. Any updates would

need to be made manually if the M:\ drive were not connected to the server.
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 TheGIS stores ViewMarks on the M:\ drive. |f the M:\: drive is not connected to the server, the PC
will not be able to see any ViewMarks created by users on other PCs nor will users on other PCs be
able to see ViewMarks created on the PC without the M:\ drive connected.

»  The Evacuation modeling requires the M:\ drive to be connected to the server. You will not be ableto
import, export, or run Evacuation cases if the M:\ drive is not connected to the server. Y ou will till
be able to display and animate cases in the GIS if they have already been run.

“Dr. Watson Errors’

When a specific window in FEMIS does not work on one PC (usually it will give a Dr. Watson message),
but the window works fine on other PCs, it is likely that some other software installed on the system has
replaced one or more files that are used by FEMIS with versions of the file(s) that are incompatible with
FEMIS. You should re-install the FEMIS software.

“Error Creating Temporary Working Database”
This error indicates a problem with the Access database on the PC being used. The problem can arise for
many different reasons. 'Y ou should

» Logout of FEMIS on the PC, and delete the directory C:\FEMIS\USER\<user>\ETC where <user> is
the username of the person having the problem on the PC. Y ou can also delete all the directories
under C:\FEMIS\USER if other files have not been stored there.

“Error determining if an event isin progress’
If this error message is displayed, you should check with your System Administrator and verify that the
Oracle database is till running. If not, your System Administrator should restart the database.

" Error opening project. 429: ActiveX component can't create object”

MS Project must be brought up once after being installed or it will not work properly within FEMIS.
This error occurs when MS Project has not been opened via Window NT. Y ou should open M S Project
through Windows NT, not FEMIS, then closeit. MS Project should now function correctly.

“Error selecting objects from GIS: Unknown error and the GI Sdisplays: Status Unknown Error”
This error occurs when the location is a zone, but it does not occur if the location is apoint theme. The
error message is displayed if the user clicks the View button when displaying the details of atask in the
Task Status Board.

* Click OK on the error message and continue. The error message does not cause any problems within
FEMIS.

“OLE Error” when reading the database

This error occurs when you are only able to run the electronic plan from the default EOC. If you are
logged into the correct default EOC, you must have an Access Database “ attached” to the Oracle
database. Y ou should
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»  Check the Current Info item under the Help menu bar to ensure you are logged into your default EOC.
If not, log in to the correct EOC.

* Runthe Change Default Database program to correctly attach to the default database. This processis
only done once when you define the default EOC to be connected to the PC.

“OLE 40" error
This error will display if the C\FEMIS\GLOBAL.MPT fileisnot copied to C:\WINPROJ. Y ou should
request that your System Administrator copy the correct GLOBAL.MPT file to C:\FEMIS.

“PARDOS Error Condition; No output available”
In some circumstances, the message can be encountered.

PARDOSwill not run but is not blocked. Save the case and contact IEM’s FEMIS Help Desk at
1-800-939-2737 for assistance.

“Permission denied verifying the existence of C:\ORANT\NETWORK\ADMIN\SQPNET.ORA. Would
you liketo retry the operation, ignore the error, or allow the error to be processed by theinstall ?”
If you receive this message

e Click Ignore.

“Run Timeerror '401' can't show non-modal form when modal form is displayed.”
This error occurs when a message is hidden behind the GIS or another FEMIS window.

» Click OK and proceed. The hidden messages should come to the front of the GIS or other FEMIS
window.

" Specified driver could not be loaded due to system error 126 (Microsoft Access Driver (*.mbd))"
This message will appear when loading a plan if the PC does not have the correct Microsoft Access
Drivers. This message can be hidden behind other messages and may not be noticeable right away. If
you receive this error, please refer to Section 4.1.5, Installing Microsoft Project 98 Service Release 1, in
the FEMI S Installation Guide to run the Access executable that will install the correct Access drivers.

“Unableto Connect to the Oracle Database”

If FEMISis unable to connect to the Oracle database on a single PC, but other PCs connecting to the
same server are working correctly, the problem may be with the PC or the network connection to the
single PC. Try oneor al of the following:

* Logout of Windows NT and log back in. In most cases, FEMIS will now run correctly.

»  Shutdown the PC, and verify that the network cable is connected. If you have the equipment, check
that the network cableis“live.” Reboot and try again.
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» Asalast resort, completely reinstall FEMIS. Run the Setup program, and select the Full Installation
option. Reboot and try again.

If all PCs start getting the Oracle error at the same time, it is either a problem with the UNIX server, the
Oracle database, the Oracle listener, or the network. Y ou should

e Try running C:\FEMIS\TOOLS\FMONPC.EXE, and select Check Server Programs to seeif this PC
can connect to any other databases. If they cannot connect at this point, contact IEM’s FEMIS Help
Desk at 1-800-939-2737 for assistance.

“Unableto establish naotification link with <server name> in 10 seconds’
If you receives this message, it could be because the server or network is experiencing problems. You
should verify the following:

*  TheUNIX server may be down. Check the server and restart it, if necessary.

* From the server, run the command ps -ef | grep femis_event. This should return alist of all the
femis_event daemon processes currently running on your server. There should be one notification
process running for each EOC database on your server. If there are not or you would like to simply
restart them, you can restart notification from the femis UNIX account by issuing the stopnotify
followed by the startnotify commands.

» The Notification server name or port number may not be valid. Check the EOC table in your FEMIS
database and make sure the Notification server name and port number are correct.

* Thenetwork is down or unusually busy. Runthe FWATCH program to verify network and server
status. Tell FEMIS to keep trying to connect with the Notification server, or close FEMIS and try

again.

» If the problem persists, your System Administrator may need to increase the MaxSocketWait value in
your notification configuration file.

"Whereis...MIS\GIS\<SITE NAME>\FACILITY\EO\FACILITY *?”
Thiserror isaresult of a corrupted ViewMark file. It istypically followed by another error message box
stating a Segmentation Violation has occurred and then an ArcView message box about a Fatal error.

» Thecorrupted ViewMark file should be deleted from the loca drive (wherethe GIS isinstalled) and
the M:\ drive (the server location for the GIS). This should solve the problem. The GIS will create a
new ViewMark file.

“Your clock may be configured incorrectly”

If you receive this message when clicking the Now button in Event Declare, Work Plan, or Status Boards,
then the clock is probably not configured correctly. Y ou should
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* Gotothe Windows NT Control Panel, and verify that your PC clock is setup correctly. See
Section 4.1.1, Installing Windows NT v4.0, in the FEMI S I nstallation Guide.

16.2 Troubleshooting

This section contains information necessary to help troubleshoot common problems. In any situation
below, that cannot be resolved asindicated, it is recommended that you contact IEM’s FEMIS Help Desk
at 1-800-939-2737 for assistance.

AutoD2PC Result Graph does not Display

If the D2PC Result Graph window does not display properly and where the bar graph should display the
window behind AutoD2PC shows instead, there is a problem with the Graphics Server program
distributed with FEMIS.

o Deletethefiles GSW32.EXE and GSWDLL32.DLL from the %WINDIR%\SYSTEM32\ directory on
the PC.

* Recopy these files from /home/femis/pc/system directory on the server to the
%WINDIR%\SYSTEMS32 directory on the affected PC.

»  Shutdown and restart the PC.

Database Performance | ssues
If your site is experiencing performance problem, one cause may be the number of exercises. Itis
recommended that your System Administrator examine the number of exercises currently in the database.
Excessive exercises in the database can affect performance for all modes. It is recommended that the total
number of exercises be kept to a minimum and that the exercises be deleted when they become obsol ete.

Refer to the FEMIS Help on deletion of exercises.

E-mail Notification does not Display
If you are not receiving E-mail notifications within FEMIS, you should

» Check to seeif you can access mail directly from the E-mail application. If direct accessdid not
work, your account may not be valid and should be added to the E-mail application. Check with your

System Administrator for account information.

Facilitiesin the Database Appear Different Between EOCs

If you are experiencing a problem where (depending on which EOC you are logged in to) you get
different lists of the facilitiesin the database (even though the GIS looks the same for all of them), the
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problem is the file protections on the facility.evt file have been set to Read-only. This causes the facility
theme not to be regenerated in the GIS when you change mode. Y ou should request that your System
Administrator change the appropriate file permissions.

GIS Troubleshooting
The MAP button on the FEMIS menu bar is grayed out. Thisimplies 1) ArcView GIS has not been
installed, 2) ArcView GIS or other COTS were installed after the FEMIS installation, or 3) the path
provided in the FEMIS.INI file to access the ArcView GIS executable isincorrect.

* Reingtal ArcView GIS (see Section 4.1.4, Installing ArcView GIS v3.1 and v3.1.1 Patch, in
the FEMI S I ngtallation Guide).

*  Run C:\FEMIS\FIXINI.EXE to fix the paths to these programs.

ArcView GISruns, but it keeps asking where files are and putting up a directory window. Thisimplies
that the data provided in the FEMIS install was not properly copied to the GIS directory.

* Makesureall of the FEMIS GISfiles and directories are copied down to each PC, by running the
FEMIS Install programs. Contact IEM’s FEMIS Help Desk at 1-800-939-2737 for assistance.

ArcView GIS gives other errors when starting.

» If the GIS EXE entry in the [FEMIS COTS] section of the FEMIS.INI file contains
..\BIN\ARCVIEW.EXE or ..\BIN16\ARCVIEW.EXE, go to the specified directory and rename
ARCVIEW.EXE in that directory path to ARCVIEW2.EXE. Then rerun C:\FEMIS\FIXINI.LEXE. You
may also have to rerun the FEMIS SETUPGIS.EXE program to have the FEMISGIS.APR file created
correctly.

Login Troubleshooting
If the FEMIS Login window does not work for any reason, review Section 4.3, Installing FEMIS Client
Software, in the FEMI S I nstallation Guide to verify that all of the installation steps have been
completed. Thefollowingisalist of the most common items to verify.

» Verify the EOC table in the database has been updated to include the name of your server. To update,
see Section 2.3.6, Configuring the FEMIS Files, in the FEMI S I nstallation Guide.

» Veify the FEMIS database Listener is active. If not, start the Listener.

* Verify that the TNSNAMES file has been moved to the C\ORANTANETWORK\ADMIN directory. If
not, move the correct TNSNAMES to the CAORANT\NETWORK\ADMIN.
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» Verify that the usercode/password isvalid. Check with your System Administrator to set up a new
usercode/password.

» Verify that the ODBC data source has the proper connection information.

» Verify that the system is pointing to the correct default EOC. Rerun Change Default Database to
identify the default EOC for your PC.

* Veify that the FEMIS Command Line and Working Directory are correct. Right click on the FEMIS
icon on the Windows NT desktop, and select Properties. Select the Shortcut tab, and ensure that the
target is set to C:\FEMIS\FEMIS.EXE and Start in is set to C:\FEMIS.

* FEMISwill log error messages as they occur on each PC, so you will see the error messages received.
Examples:

ErrorLevel =0 -- Bad errors. always written to M\\ERROR.LOG
ErrorLevel =1 -- Status info. written to MASTATUS.LOG if M\\ERRLEVEL.1 exists.
ErrorLevel = 2 Application errors. written to M\\FEMISERR.LOG if M\\ERRLEVEL.2 exists.

Menu Itemsor Workbench are Grayed Out or Not Displayed

If aFEMIS menu item or Workbench is grayed out or not displayed, it can be for many reasons. You
should check the following items:

* Veify that amode has been selected on the Navigator. Many FEMIS menu items are unavailable
until a mode has been selected.

» Verify that you have the appropriate privileges. If not, contact your System Administrator to assign
the appropriate privileges.

No Met Data or Outdated Meteor ological I nformation

If thereisno Met data or outdated meteorological information, the EMIS/FEMIS interface may not be
properly installed.

* Refer to Section 7.0, FEMIS Data Exchange Interface (DEI) in the FEMIS System Administration
Guide.

ODBC Troubleshooting
In ODBC Administrator, a newly added EOC data source does not show up in the list; yet when trying to
add one, it said the data source already exists. If you attempt to add a completely different one, it may

seem to accept it, but it still did not show up in the list in the Administrator window. Y ou can still see
and connect to all of the data sources viathe ODBC Test utility and could select and connect to any of the
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EOCsjust fine through FEMIS or the Change Default Database utility. However, you cannot connect to
any of the EOC databasesin ArcView GIS. Thefix isasfollows:

» Click on Start > Run, typein regedt32, and click OK (thisisthe Windows NT Registry editor).
BE VERY CAREFUL WHEN EDITING THE REGISTRY!!

 GototheHKEY_CURRENT_USER window, and click on Software - ODBC - ODBC.INI = ODBC
Data Sources.

» Scroll through the list of entries until you find one beginning with <NO_NAME> or <NONE>. If you
do not find one, exit the NT Registry editor because something else is causing your problem. If you
found one, click on it to highlight it, and delete it (select the Delete option from the Edit menu). If
there are more than one of these entries, delete all of them.

» Exitthe NT Registry editor (select the Exit option from the Registry menu).

Printer Troubleshooting

GIS printouts are not readable. Y ou should

» Attempt to change the default colors on the PC.

»  Contact your System Administrator for assistance.

* Try using KeyPrint to print the GIS printout.

Tracking Navigator is Gray or Empty

When viewing data from other EOCs, the Tracking Navigator window is gray and empty or error
messages appear in the Tracking Navigator cells. Check the following items:

* Veify the databases at the effected EOC are active.
» Verify the Oracle Replication functionality is working properly.

» Verify that you have the appropriate privileges. If not, contact your System Administrator to assign
the appropriate privileges for you.

* Veify that data has been added to the other EOCs.

» Veify you arenot in a“private” exercise that does not exist on the other EOCS.
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Tracking Navigator Text does not Display Correctly
If the text does not display correctly in the function boxes on the Tracking Navigator, try the following:
* Runthefollowing command: REGSVR32 OLEPRO32.DLL, and reboot the PC.

* Runthefollowing commands, if the above command did not fix the problem, and reboot your PC.

CD %WINDIR%\SYSTEM32
FOR %F IN (*.DLL) DO REGSVR32 /S %F

Site Defined Status Boards Troubleshooting
There are no names in the Status Board Name field. Y ou should
* Veify that Site Defined Status Boards have not been generated.

* Verify you have privileges set for that Status Board.
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