
[image: image1.emf]Incidents of Security Concern

Discovery of actual or

suspected Incident of

Security Concern.  Notify FSO and

determine within 24 hours whether an

incident has occurred.

EOC notifies appropriate

Program Secretarial Office

(PSO), Office of Defense

Nuclear Security (DNS), and

SO.

Initiate/Conduct inquiry.

Inquiry establishes

 that a violation of U.S.

law occurred?

Stop Inquiry process,

document facts surrounding

the incident, and

notify cognizant DOE S&S

Office.

SO makes all other

appropriate internal and

external notifications, to

include OCI/ODNCI.

Yes

No

Has an incident

occurred?

No further action

required.

Yes

No

Categorize incident

based on Impact

Measurement Index

(IMI).

Transmit DOE F 471.1 to

HQ EOC in accordance

with local procedures

(identify any association

with foreign nationals).

Incident involves

classified matter?

No

Yes

Inquiry Official transmit final inquiry report to SO

through responsible field element within 60 working

days of IMI categorization (or provide status report

of actions taken and estimated date of completion),

at which time the incident is considered closed.

(Figure 1)

A B

IMI-1? IMI-2? IMI-3?

No No

Within 1 hour of

categorization

Within 8 hours

of categorization

Within 8 hours

of categorization

Complete DOE Form

5639.3 and submit

monthly summary to

Office of Security (SO).

The field retains all

records.

No

Yes Yes Yes

IMI-4

SO provides a monthly

Incident/Inquiry

Summary Report (for

IMI 1-3) to respective

field elements and

facilities incident points

of contact, and PSO's.

Retain records according to

General Records Schedule or

DOE Records Disposition

Schedule, as applicable.

DOE S&S

Office notifies

SO.

Federal employees

coordinate with external

agencies/organizations.

IMI-1or 2?

Inquiry Official transmit DOE Form 5639.3 to SO

through responsible field element, at which time the

incident is considered closed.

Yes

No

IMI-3

Foreign

individual

involved?

Notify local OCI/ODNCI

No

Yes




[image: image2.emf]Determine and document the

probability of compromise,

extent of dissemination, and

actions taken to prevent

further dissemination.

Is classified

matter missing?

Complete

DOE F 5639.2.

Did a compromise or

potential compromise of

classified occur?

Yes

Yes

No

PSO initiates

damage

assessment.

Yes

A

B

No

Incidents of Security Concern

(Figure 1 continued)

If compromise involves

information being published

in the media, complete DOJ

11 Point Criteria in

conjunction with SO.
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