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Background

1 The number of security incidents--although low
relative to incident “opportunities™ and varying year
to year--remains unacceptably high and well shoert
of “zero.”

1 Traditional “corrective actions™—discipline,
retraining, stand-downs—have failed to reliably or
appreciably reduce recurrence or overall incident
rates.

1 LANL and DOE-SO have recognized that failure to
understand what led to an incident undermines; the
ability to develop effective corrective actions and to
prevent recurrences.
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Key Themes

If you don’t know why something went wrong, you have no basis
to prevent it happening again. (ESTHER, 2005)

“Human error. . . is systematically connected to features of
peoples’ tools, tasks and operating environment.” (Dekker, 2002)

If you only have a hammer, every problem looks like a nail.
(ESTHER, 2005)

“...when the purpose of an accident investigation IS to design a
prevention program, people tend to make external, system-
focused causal attributions, When the purpose Is to assign
responsibility and blame, people tend to make internal, personal
attributions.” (Colligan & Cohen, 2004)

In one circumstance an error can lead to an accident; in another

circumstance, the same error can lead te a security incident.
(ESTHER, 2005)
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Human Error: A Perspective
on “Cause”
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Human Error Contribution
tO ACCIdeﬂtS (from Hollnagel, 1993)

1 Aircraft maintenance 65%
1 Alr transport operations 5%
i Nuclear power plants YA
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Medical Errors

1 98,000 hospitalized Americans die and another one
million are injured from preventable medical errors.
This Is higher than rates for cancer, traffic accidents,
or AIDS. (Institute of Medicine, 2000)

1 Reports in July 2004 have re-stated this to “as many
as” 195,000 deaths (HealthGrades Inc.)

1 The rates of preventable medical errors are
Improving only at VA hospitals, which have embracead
risk assessment and mitigation program such as
those used in the aviation industry. (Washington
Post, 11/30/02)
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Contributors to
“Preventable Medical Errors”

Institute of Medicine, 2000

1 Fatigue I [ncreased demands

1 Inexperience / Insufficient  ® Inadequate data =

training Inability to “learn lessons”
1 Inadequate supervision 1 Unclear instructions
1 Insufficient time to check ~ ® Anxiety over calling

work superior for guidance
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L‘. “Human Error

Wi Filot Error Blamed for Helicopter Crash

(Baltimore Sun, July 2, 1988)

Paragraph 1:

“Pilot error most likely caused the collision of two Army
helicopters that killed 17 soldiers during night training at
Ft. Campbell, KY...”

Paragraph 2:

“Pilot error, to wit, a reasonable mistake in judgment, IS
the most probable explanation for the cause of this
accident,’ the Army report said.”
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“System-Induced Pilot Error”

Paragraph 4:
“The report, however, cited other factors,
Including exterior and interior design
features...limited pilet training...[and] lack of
lighting on the helicopters.”

Pilot Error Blamed for Helicopter Crash
(Baltimore Sun, July 2, 1988)
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“System-Induced Human Error”

“The U.S. Army acknowledges. . . that
human error, fatigue, and the fast pace
. . . contributed to the death of nine Fort
Bliss soldiers, two others and the
capture of seven more . .."

“,,, [607t] found itself in a desperate
situation . . . a navigational error caused
by the combined effects of the operational
pace, acute fatigue, isolation and the
harsh environmental conditions . . .they
communications . . . the intersection was had trouble with their weapons jamming,

supposed to have been staffed by partly because they were not properly
soldiers who would direct traffic, but .. .  maintained.”
it had not been formally staffed.” Laura Cruz,

El Paso Times
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http://www.borderlandnews.com/
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Design Contributors to Error |
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Test |: Correct Answer (?)

Pacific Morthwest

llllllllllllllll

|||||||||||||||||||||||||



Air Force: Pilot error led to school strafing

Report says poorly-designed controls contributed to 'mist

\IN
CNN.com

ake’

WASHINGTON (AP) -- An Air National Guard pilot who fired on a New Jersey schoo

| during a training exercise was to

Blame for the incldent, but poorly designed controls inthe F-16 also played a role,

The reparl, chlainad by The Assccialed Frasa, alao discloaad that thera have baen lhree ather inciden!s|
rlred curing rl 11:': ma st afir;] missions. It did not say whars and when the ciher incidants occured, but
no one was hurt

“An Air National Guard who fired
on a New Jersey school during a

“...there have been
this year in which an F-16 pilot
unintentionally fired during nighttime

training exercise for the
incident, in
the F-16 also played arole . . .”

strafing missions . . . the report called the
incident ‘an unfortunate and unintentional
mistake.™

ward, based at Ancrews Sir Farce Basa in
p taken, and whether any relraining is nesessary

b the incident unlil meeting wilh residaents Friday

=azang, rargrred 10010 e repor a5 tha "mishap F ok, ™ or WF, waE varying hia aircrall poeliion in relallo

Grove Sunnery Range in sauthearn "-I:\ Jersey, 17 miles notheast of Atlanta City, The school is abaut
13

|I'Ii'||'|‘l,|"|.,-lr‘-=|:,-' |-:|r'| In an F—16

tha aircrall gun's disc !

Balzano was on @ nig
gaulicned not to use §

to focus on a target
baowever, shartly afta .
Simors soutied o oo ... [the pilot’s]
Balrano imrmadiately Com mander Wi ” determ i ne if any

The ramge recpenad
olficals shul il down.

should be taken, and whether
copyriant 2004 Tha | ANY IS necessary.”

faur miles from the ranga.

to his intended ground largels on the YWarren
fire. Tha MF immediately realized his arar whan

o was hakd betore the mission and Galzand was
[Fpart said

ireveod “A briefing session before the
mission and
not to use his laser
marker with the . . .gun mode
| selected and . .. armed.”

Fast, rewritien, ar redistrioutad
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http://www.cnn.com/

"You weren't listening. | said, 'Don’t fall.
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Design Contributors to Error Il

- - Determine which
stove controls
- - (A, B, C, D) are
associated with

which burners
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Test Il:
=] “design expert” preferences

o o o
A B C D 147 design students  S. Smith, Psych. Today, 1/84

. B .

11% 25% 42% 22%




— Test |l
error rates over 1200 trials

Chapanis & Lindenbaum, Human Factors, 1, 1959
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~ 6% ~10% ~11% NA
errors errors errors




OC?DDOC}D Test Il: Correct Answer
A B C D
“Change the QUESTION!”
o @D
o @
o O O O
A B C D

Number of




A New View of “Human Error”

1 “Human error Is not random . . . It IS systematically
connected to features of people’s tools, tasks and
operating environment...[it] is a symptom of trouble
Inside a deeper system.”

“To explain failure, do not try to find where people went
wrong . . .Instead, investigate how people’s assessments
and actions would have made sense at the time, given
the circumstances that surrounded them.”

“Human error Is not the conclusion of an investigation. It
IS the starting poeint.”

The Field Guide to Human Error Investigations,
Sidney Dekker, Ash,gaLe,,,,ZOOZ
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Causes of Unwanted Coensequences
(Hollnagel)

Unwanted
consequences

AN

Human Interface Equipment Organisation

ST 4R

Crew/

Support  Software  Hardware Demands
Team |

WesE)

Design Maintenance




Applying Safety-Based Error
Analysis Tools te
Security Incidents



Incident Reduction: Premises

I Because the circumstances contributing to
system-induced errors are similar in (safety)
accidents and (security) incidents:

®* Proven safety tools such as direct and
contributing-cause analysis, as well as human-
error and human-reliability assessments, can
effectively be adopted/adapted for application to
security

® Error-based security incident rates are likely to be
similar to error-based accident rates (60-80+%)
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Study: Human error causes most security breaches

News Story by Grant Gross, IDG News Service
MARCH 18, 2003 (IDG NEWS SER\

not technology, is the mos|" significan Human Error nOt teChnO|Ogy IS the

security breaches, accc

released by the Computinyiteehneild M OSt significant cause of IT security
Association Inc. (CompTiA)today. | hreaches, according to a security
The survey, "Committing to Security: Survey released by the CompUtlng

Analysis of IT Security and the Work T echnology Industry Association, Inc.”
mare training and certification of IT workers wirmerp uie
U.S. protect itself against cyberthreats. In more than 63%
of security breaches identified by the survey's
respondents, human error was the major cause.
Responden’ \amed only 8% of security breaches on
purely techn | failures.

Brian McCail |, CompTIA's CEO, called the results

“In more than 63% of security breaches identified
by the survey’s respondents, human error was the
major cause.”




LANL’s Challenge

12,000 cleared workers 1 7,000,000 classified

documents
100 security areas
6 metric tons SNM 0 ADEs
100,000 classified 1 100+ Classification
weapons parts Guides In use

Tens of thousands of 2 000 stand-alone

email message sent classified computers
outside firewall daily

25



Performance Failures Affect Fees

y clause in PNNL’s contract

curit
e Sec{cl;rfee from DOE can be reduced by

(worst-case scenario) if classified
' ity assets are not

Security Incidents

Lab’s Fee Sta{es that Bailelle*

i

as much as 100% ‘
other pational secur

¢ saleg is clanse 18 tilled “H-29

“Payment of Fee or Profit-Safeguarding

Dats and Other Classified Information.”

gt withneld  from  Battelie’s fee s
determined by the severity of our failure (o keep

c]:.ur-'-.if'u'.-l:l. matter and other national assets safe. P N N L ) I e I g ht” Fe b - ary 2004
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DOE Order 4/7/1.4 — Incidents of
Security Concern

i Inguiries must establish the facts and circumstances
surrounding an incident.

1 Inquiries must be used to determine the [direct cause and
contributing causes| and the individuals responsible.

I Procedures must be established to enable error analysis
of incidents of security cencern.

1 Incident analysis must provide the basis for determining
the cause of the Iincident and corrective actions.

i Appropriate corrective actions must be taken for each
Incident to prevent recurrence.
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Effective Error Analysis/Corrective
Action Program

1 Prompt investigations following an incident or identification of an
adverse trend

1 An administrative procedure that describes the process and
assigns responsibility for investigations of eguipment and
human performance preblems

1 Management emphasis on identification and correction of
problems that can affect human, organizational, and equipment
performance.

DOE-NE-STD-1004-92, DOE Guideline:
Root Cause Analysis Guidance
Document, February 1992
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LANL Security Incident “Causes”
(2002)

1 Most: “Failure to follow DOE/LANL procedures”
1 Many: “Personnel error”

1 Up to 30% had no “cause” identified and no
corrective action recommended
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Prevention or Blame

"...when the purpose of an accident [or security incident*]
Investigation is to design a prevention program, people tend to
make external, system-focused causal attributions. When the
purpose Is to assign responsibility and blame, people tend to
make internal, personal attributions."

Colligan, M.J. & Cohen, A. (2004). The Role of Training in Promoting
Workplace Safety and Health. In: Barling, J. & Frone, M.R. eds. The
Psychology of Workplace Safety, pp 223-248. Washington, DC: American
Psychological Association.

* modified by ESTHER, 2005




ESTHER

1 LANL developed and implemented ESTHER—
Enhanced Security Through Human Error Reduction

I A process to guide and aid causal analyses and document
contributors to security incidents as a basis for developing
targeted, effective corrective actions and disseminating
lessons learned to reduce the likelihood of future
Incidents.

I Supports compliance with DOE Policies, Orders,
Standards

1 Adopted by DOE-SO as part of the forthcoming web-
based incident reporting process via ITAC (Incident
Tracking and Analysis Capability)

fi
tional L
Operated by Batielle for the
LS. Depariment of Erergy 32
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ESTHER Key Terms |

Error — non-malevolent action, or failure toe act, that Is
Intended to achieve a correct outcome but Is inadvertently
not in accordance with requirements or procedures.

Breach — deliberate deviations from policies, procedures,
etc. with no intention to undermine correct outcome or Incur
adverse security conseguences.

System-Induced Errors/Breaches - those ernrors or breaches
made more likely—perhaps virtually inevitable—by existing
conditions or circumstances.

i
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ESTHER Error Types

| forgot to

I * do that!

Unintentional Failures to Act

| didn’t think |

was supposed
to do that!

| thought that’s
what | was

supposed to do.

IR

Intentional, But Incorrect,

InterFtionaI, But Incorrect, :
Failures to Act

ACtS

et the
Daepartment of Erergy 34



Breach Impacts

1 Increase the inevitability or severity of
accidents/incidents by

— Expending the "margin of error" designed into the
system

— Negating the recoverabillity of erroneous actions that
may follow

1 Safety example:

— Fallure to use a safety harness when working on an
elevated platform (breach) can mean that a simple
slip (error) results in death rather than a few bruises

1 Security example:
— Preparing a classified document on an unclassified

computer (breach) can have severe national security

consequences Iif this document is then mistakenly
attached to an email message (error)

Paci ﬁ w
3 Matio rat-nr]r
Wil Jp-u-w
Hpnl |ul'lm-'|.1-

5:2
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ESTHER: Key Terms |

1 Contributing Factors - Actions or circumstances that can
Influence how people reason or behave and which may.
Increase the likelihood of error

1 Direct Cause — Often the most obvious activity or situation
resulting in — and frequently immediately preceding — a
sSecurity event.

Pacific anl"lhwest
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ESTHER:
Example Situational Factors

I Distractions 1 Poor System Feedback
1 Time Factors 1 Deficient Work Planning
1 Routines Changed I Inappropriate Environment

1 Inappropriate Culture/ Local

1 Inadequate Practices

Information
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Situational Factor
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ESTHER:
Example Personal Factors

I Preoccupation

I Stress/Anxiety

1 Fatigue/Boredom

1 Drug Side Effects

I Inadeguate Knowledge

1 Misperception

1 Memory Failure

1 Faulty Reasoning



Personal Factor
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Personal Factor
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Reactive ESTHER
INCIDENT (or “near miss™)

INQUIRY (or error assessment)

ANALYSIS FIXES




ESTHER Tools

I Reactive
— Inquiry Field Guide

— On-site Workshops for
Inquiry Officials / Managers

— CBT for Inquiry Officials

— On-site Workshops for Security Responsible
Line Managers / Security Staff

44



ITAC Incident Reporting:
Contributing Factors

&7 ESTHER - Scenario 1: Contributing Factors - Microsoft Internet Explorer

Contributing Factor(s)

These are the factor(s) that, alone, are unlikely to have caused the event, but which {in
combination) led to the Direct Cause of the event. Check all that apply.

M owe your mouse cursor over each factor for its definition and examples.

Data Flow Work Setting Work Planning/Control Employee Readiness
|:| Infarmation |:| Distractions |:| Job Pres=ure |:| PreoccupationAnattention
|:| ProceduresDirections |:| MaterialResources |:| Time Factars |:| Stress/Anxiety

|:| Communication |:| Errvironmentsal |:| Tazk Difficulty |:| FatigueBoredom
[Temperature, Lighting, etc.)

|:| System StatusiFeedback |:| Management Systems |:| Task Aversion |:| linessnjury
|:| Security Practices |:| Mewy Routine |:| Drug Side Effects
|:| Task Planning |:| Mizperception
|:| Marnagement |:| Memory
|:| A kility |:| ReazoningfJudgment
|:| Expetriencer=kill |:| Waluesiatitudes
|:| Fnowledge

Check Factars ]

Mational Laboratory
Operaved by Banelle for the
LS. Deepartment of Erergy




ITAC Incident Reporting:
Direct Cause

DIRECT CAUSE
The cause that directly resulted in, and often immediately preceded, the event.
Double click each cause for its definition and examples.
Check ONLY ONE and Describe in Detalil

Equipment/Material Failure Describe in Detail:

External Phenomena

Personnel Decision / Action

Intentional, Incorrect Action

Intentional, Incorrect Failure to
Act

Unintentional, Incorrect Action

Unintentional, Incorrect Failure
to Act

Non-Malevolent Breach of Proper
Action

Willful, Malevolent Act

» Other: Define [ T Cannot be determined at this time

Tename:TE Yy 5. Department of Emergy



Proactive ESTHER

EDUCATION
& FIXES

OUTREACH

ASSISTANCE
CALL

ANALYSIS FIXES




ESTHER Tools

iIProactive

— Management Walk-around Guidance Card

— On-site Workshops for Security Responsible
Line Managers / Security Staff

48



ESTHER Payoffs |

I Comply with Orders, Policies, Standards

1 Improved security

— Local benefit: elimination of discovered/reported
error/breach contributing conditions

— Widespread benefit: dissemination of lessons learnead
throughout LANL and DOE Complex

— Direct benefit; fewer inadvertent releases of classified
Information

— Indirect benefit: fewer resources devoted to
error/breach-based incidents; thus, focus can be
placed on true threats and malevolent actions

Pacifi I" t
[ A ] Matio a oratory
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ESTHER Payofts Il

1 Targeted performance metrics

— Before- rather than after-the-fact indicators of
security effectiveness.

— Useful as positive motivation in recognizing and
rewarding effective performance and
Improvements.

— The potentially large number of error contributoers
identified and rectified can be a moere meaningful
and reliable indicator ofi security: program
effectiveness than the relatively small number of
Incidents. This Is also true for year-to-year and
Inter-organizational comparisons.

Pacific anl"lhwest
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ITAC: Online
Reporting, Tracking,
and Trending

Shannon S. Mace, PNNL
Information Security Resource
Capability (ISRC)

April 18, 2005
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I TAC Mission

1 Established to provide operational and
technical support to DOE/SO and
Departmental Incidents of Security.
Concern Programs

1 Secure electronic means for Departmental
sSites to report, track, and trend Iincidents of
Security concern

— Correlation of incidents that have or are
occurring within the Department

Pacific Mort
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I TAC Mission, cont.

1 Provide information and assistance to the
Department in developing:
— Policy
— Conducting analysis of inguiries

— Support NTC training course development
and presentations

1 Support DOE/NNSA Monthly & Quarterly
reporting reguirements

Pacific Northw
[ A ] Mational Laborato ry
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ITAC Support

1 Perform Incident Analysis

— Multi-incident analysis using queries & search
(0]0] (S

— Graphical data representation
— Individual case analysis support

1 Support special guery/report requests from
HQ, the Program Offices, and the Field

1 Track and trend Incidents ofi security
concern



ITAC Incident Analysis

1Incident Analysis at the local and national

level will assist in evaluating:
— Significant security and policy implementation ISSUes
— Root cause and Corrective actions
— Policy development and security awareness bulletins

— Provide support for management decisions regarding
new policies

— Updates of site S&S training & briefing material

— Provide input for various Quality Panel & \Workshop
discussions

Pacific No
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ITAC

1 Web Site - http://www.pnl.gov/isrc/itac.stm
1 E-Mall - itac@pnl.gov

1 Questions??



ESTHER CBT:

Computer-Based Training on
Human Errors Contributing) to
Security Incidents

Frank L. Greltzer

Pacific Northwest National Laboratory
irankegreltzer@pni:aoy,



mailto:frank.greitzer@pnl.gov

Background on ESTHER CBT

1 Los Alamos National Laboratory developed and
conducts ESTHER workshops

1 Pacific Northwest National Laboratory developed
the CBT

This Is a self-directed computer-based training program
to complement the woerkshops

It has been developed as an interactive, scenario-based

training application that can be used in the workshop: or
as online instruction.

Provides distinct and varied pathways to learning

by triangulating instructional approaches

Pacific hwest
A atfnnal I.ll!')ltlr‘:'ﬁI
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Classroom

Focus of this presentation

Self-
Directed

Field
Application

Human Error
Overview

Discovering
Contributors
Prompted

3-level feedback

Overview of
ESTHER
system

ESTHER Causes
& Contributors
To Error (Terms)

Using
Contributors,
Unprompted

3-level feedback

Documentation
Using ESTHER
Terms

3-level feedback

Incident Inquiry

Documentation
ITAC
using ESTHER
terms

Data Aggregated
For
“Lessons Learned”

Pacific Northwest
Nat nnal lall;':;ratnry
L‘lprf ved by Banelle (of the
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1 Guided Discovery differs from traditional “passive”
learning

— In traditional instruction, information Is presented in a
series of lessons, each followed by objective guestions
to test the learner’s understanding.

1 Guided Discovery (“active” learning)

— A more experiential approach presents realistic
problems (scenarios) and provides coaching to facilitate
learning.

— As the learner gains knowledge and skill, the level of
coaching diminishes and more responsibility Is left to
the student.

Discovery learning imposes a greater cognitive load on the learner...

Pacific Northwest
fonal Laboratory

J) Mational 0]
M L ved by Batielle Tor the
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Terminal
% Learning
=2 Objectives

Enabl?ng Developing understanding of
Learning Understand higher-level concepts

ectives concepts - Hints, coaching
Human Error Contributors -- Partially worked examples

Relating to Raising awareness
prior knowledge, Recognize and discriminate through sample
experience among examples/instances A Scenarios

Observations -- part-task

Pacific Northwest
Mational Laboratory

Operated by Batielle for the
LS. Depariment of Erergy 61



Learner “explores”
evidence to discover

observations that apply to

the scenario...

Incident tab provides
description

STHER - Scenario 1 - Microsoft Internet Explorer

Be Edt yew Fgeons Teos beb

tions lrom any of the categorie
Motk Seltmg | Wedk Planning/Cantral

Adrees -ﬁl" Cx{Documents ard Seittingsd3g %6 1 My Documer e \ESTHER bt \esther idiscover \soenario 1 bitml

Scenario 1
Selected Observations:
Chack Observaiions

Pacific Morthwest
Mational Laboratory
Operated by Banielle fof the
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Discovery Module — Testimonies

Learner “explores” ETESTHRR  Scemart - Wicrnat narnet Bl

evidence to discover B
observations that apply to

the scenario...

Listen to Scenario 1

Chack Observations

Listen tab shows
testimonies

Yes, | remember that day. Sue had a lot
of stuff to mail and she inspected all the
envelopes as she handed them to me. A
few of them had obviously been taped
shut more than once, but they all looked
properly closed and sealed to me.

Read tab shows
documents

Select observations from any of the categories balow:
Diata Flow | Wark Sefting | Wark Planing/Contral | Emploves Rasthness

Testimonies Selecled Obsenvations:

Pacific NnEhwe-st
3 Nalmnal Laboratory
¥l Operaned by Banielle fof the
5 LS. Deepartment of Erergy
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Disceveny Module — Simulation/Animation

Learner “explores” ESEER et 1Mo it i

evidence to discover . o e B e
observations that apply to

the scenario...

=l Examine Scene Scenario 1
=3 Selected Observations:

Goto Mail Room |  CheckObservabions

Examine tab shows
simulated interactive

re-enactment of one or
more SCENES

Select ntlsnrvnrmrrs from cnr ol I'ha catego lPEi below:
[lata Flow | ¥ork Setting | Wodk Planning/Gontrol | Employes Readiness

ific No

Paci Ell;mest
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Multilevel feedback is
provided after learner
selects observations that
apply to the scenario

Levels of Feedback;
General
Correct/Incorrect

Hints

Favornes € | (3= G B - [ 3

=5 | @) Cr\Documents and Settrgsd

Lcu':r::m!-;m nmug.‘m l Resources ]

Response Feedback:
Some selected ebsenvalions are not relevant to this scenano. One
or mare relevant obsenvations are missing. Keep trying. Review the
evidence again fo find any other relevant obsernvations

There is no evidence of this
n - Correct. Although Sue apparently
pes, she failed to notice that the envelope was
not properly sealed.

= Look for Work Planning/Control issues. Examine the walls in
the: mailroom

Snial:l ubsar‘-laimns Imm any of the categories below:
) mal

|

SunweEx g

by Doscumen B \ESTHER ch Ees Hher gt nintr \stenano 1R Eml

Scenario 1
Selecled Observations:
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Discoveny Module — Higher Level Concepts

Observations are related EEEErTTTTT

to the ESTHER s i e
contributors on the

reporting form

Solution for Scenario 1

Congralulations! You have tom d this scenario. Click on "Discaver Contributors® 1o try another

MAC

Incident Ik Scenano 1
Dhatermination of ingquiry; Contribuling Fachars

Dt Flow Wark Seting Work Planning Control

Relevant Observations: } 1 :
Deading B 1 Auibe [#] Time Factors
Failure inwsual inspedtion =

¥l mizpercaption

1 b0 interpretation and cerainly depends upon ndividual
walk job aid for further insight about polentially retaled contitutars. Try the
néicant in cne scenario but not in another: Scenario 2, Scenario 3
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Learner works on similar
scenarios but must respond
directly using ESTHER
contributors on the reporting form

Fie Edt Vew Fpores Took Hep

Selecl apgwopeiale conlriluling Teciors in

P e ITAC form

Dana Mlowy

[ Wnfcw et

| PrecoaraBareciony | [ MalrislFesornoes 1 T Pt

!—I ysem

ot g ]

i Prisgmirs
- S Dol g =g e

= ity

[
Task Camicudy [T ———
0

Tagk Avirmo e sirisy

[ crangs n Ao [ risg et trmcen
] Task Marceg

] msrmgerment

AN DL

ITAC Form

Thia tn & deaf flo s

ITAL farm. Mote that whan
YU plaey youn Imguse
painkng &vor & contibusar,
Eeinf dafndiordespianaton
of tha eomitibitar in
drnloned.

Mtk yisur amgwety directy

S Local wrranet
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Conclusions

1 Web-based version of ESTHER CBT Is operational. It can
be accessed at http://www.pnl.gev/esther.

1 The guided-discovery learning is a new approach to
computer-based training that Is applicable to a broad
range of instructional contexts. Possible applications:

Online training for general staff to raise awareness about error
contributing factors and help prevent security incidents

Guided Discovery learning to support safety/accident prevention
programs

Guided Discovery learning to support cyber security training
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